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Name of Offeror or Contractor: M CROTECHNOLOG ES LLC

SECTI ON A - SUPPLEMENTAL | NFORVATI ON

Buyer Nane: TERRY C. KRAKER

Buyer OFfice Synbol/Tel ephone Nunber: CCRC- TA/ (309)782-8570

Type of Contract 1: FirmFixed Price

Type of Contract 2: Time and Materials

Kind of Contract: O her

Kind of Mdification: 7

Type of Business: Small Disadvantaged Business Performing in U S
Surveillance Criticality Designator: C

Contract Expiration Date: 2018APR13

Paying Office: HQ303
DFAS- COLUMBUS
DFAS- CO' JAI QBAC
ATTN:  ROCK | SLAND

P. O BOX 182316
COLUMBUS OH 43218-2316

*** End of Narrative A0000 ***
1. The purpose of this nodification is as follows:

A. To extend the ordering period by 26 nonths from 15 February 2016 to 13 April 2018 pursuant to FAR 6.302-1(a)(2)(iii)(A) and FAR 6.302-
1(a)(2)(iii)(B). As a result, CLIN nunbers will continue to follow the 55xx series.

B. Per M croTechnol ogies, LLC email dated 9 Oct 2015, the extension of the Odering period will not result in any changes to its Labor
Rat e Tables, therefore resulting in a no-cost nodification.

C. This extension of the Ordering Period is intended as bridge to continue to purchases services under the Arny's Information Technol ogy
Servi ces-Smal | Business contracts until the Information Technol ogy Enterprise Solutions - 3 Services (I TES-3S) suite of contracts is
awar ded. After the conpletion of a phase-in period for the | TES-3S contract (which may take up to 60 days, but could be less), the
Governnment wi |l cease placing new orders under this contract. The Government will advise all contractors of its intended cut-off date
for new task order conpetitions under the extended ordering period.
D. The follow ng clauses are hereby revised:
Del ete: 52.222-50 Conbating Trafficking in Persons (Feb 2009)
Repl ace with: 52.222-50 Conbating Trafficking in Persons (Mar 2015)
Del ete: 52.204-9 Personal ldentity Verification of Contractor Personnel (Sep 2007)
Repl ace with: 52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011)
Del ete: 52.216-18 Ordering (Cct 1995)
Repl ace with: 252.216-7006 Ordering (May 2011)
E. The follow ng clauses are hereby incorporated into the contract:
Add: 252.204-7008 Conpliance with Safeguardi ng Covered Defense Information Controls (DEVIATI ON 2016- C0001) (Cct 2015)
Add: 252.204-7012 Saf eguardi ng Covered Defense Infornation and Cyber Incident Reporting (DEVI ATI ON 2016- C0001) (Cct 2015)
F. Paragraph(c)of clause 52.217-9 Option to Extend the Termof the Contract (MAR 2000) is revised as foll ows:

Del ete: (c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5 years.

Repl ace with:(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
6.75 years.

G The e-nmil address for Report Delivery as set forth in Attachment 3 Reports is revised as follows:
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Name of Offeror or Contractor: M CROTECHNOLOG ES LLC

Del ete: PECEI S. PDCHESS. Vndr Rpt s@is. arny. m |
Repl ace with: usarny.bel voir.peo-eis.list.pdchess-vndrrpts@mil.ml
H. Arny Contracting Conmand- Rock |sland Governnent Points of Contact are incorporated into this nodification as Attachnent 2.

2. Al other ternms and conditions remain unchanged and in full force and effect.

*** END OF NARRATI VE A0010 ***
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Name of Offeror or Contractor: M CROTECHNOLOG ES LLC

SECTION | - CONTRACT CLAUSES
Status Regulatory Gte Title Dat e
| -1 ADDED 52.204-9 PERSONAL | DENTI TY VERI FI CATI ON OF CONTRACTOR PERSONNEL JAN 2011
| -2 ADDED 52.222-50 COVBATI NG TRAFFI CKI NG | N PERSONS MAR/ 2015
1 -3 CHANGED 52.217-9 OPTI ON TO EXTEND THE TERM OF THE CONTRACT MAR/ 2000

(a) The Governnent nay extend the termof this contract by witten notice to the Contractor within the termof the contract prior to
contract expiration; provided that the Government gives the Contractor a prelimnary witten notice of its intent to extend at |east 30
days before the contract expires. The prelimnary notice does not commt the Governnment to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 6.75 years.

(End of C ause)

I -4 CHANGED 252. 216- 7006 ORDERI NG MAY/ 2011
(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task orders by the
individuals or activities designated in the contract schedule. Such orders may be issued fromeffective date of notice to proceed

through 81st nonth thereafter.

(b) Al delivery orders or task orders are subject to the terns and conditions of this contract. In the event of conflict between a
delivery order or task order and this contract, the contract shall control.

(c)(1) If issued electronically, the order is considered "issued" when a copy has been posted to the El ectronic Docunent Access system
and notice has been sent to the Contractor.

(2) If nailed or transmtted by facsinmile, a delivery order or task order is considered issued when the Governnent deposits the order
inthe mail or transmits by facsimle. Mailing includes transmittal by U S mail or private delivery services.

(3) Oders may be issued orally only if authorized in the schedul e.

(End of O ause)

-5 ADDED  252.204-7012 SAFEGUARDI NG COVERED DEFENSE | NFORMATI ON AND CYBER | NCI DENT REPORTI NG OCT/ 2015
(DEV 2016- ( DEVI ATI ON 2016- 00001)
Q0001)

(a) Definitions. As used in this clause--

"Adequate security" means protective nmeasures that are commensurate with the consequences and probability of |oss, msuse, or
unaut hori zed access to, or nodification of information.

"Conprom se" neans disclosure of information to unauthorized persons, or a violation of the security policy of a system in which
unaut hori zed intentional or unintentional disclosure, nodification, destruction, or |loss of an object, or the copying of information to
unaut hori zed nmedi a may have occurred.

"Contractor attributional/proprietary information" neans information that identifies the contractor(s), whether directly or indirectly,
by the grouping of information that can be traced back to the contractor(s) (e.g., programdescription, facility locations), personally
identifiable information, as well as trade secrets, comercial or financial information, or other comercially sensitive information
that is not customarily shared outside of the conpany.

"Contractor information systen’ nmeans an information system belonging to, or operated by or for, the Contractor.

"Controlled technical information" means technical information with nmilitary or space application that is subject to controls on the
access, use, reproduction, nodification, performance, display, release, disclosure, or dissemnation. Controlled technical information
woul d neet the criteria, if dissemnated, for distribution statements B through F using the criteria set forth in DoD Instruction
5230.24, Distribution Statements on Technical Docunents. The termdoes not include information that is lawfully publicly available

W t hout restrictions.
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Name of Offeror or Contractor: M CROTECHNOLOG ES LLC

"Covered contractor information systen nmeans an information systemthat is owned, or operated by or for, a contractor and that
processes, stores, or transmits covered defense information.

Cover ed defense information nmeans unclassified information that--
(i) Is--
(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(B) Collected, devel oped, received, transmtted, used, or stored by or on behalf of the contractor in support of the performance of
the contract; and

(ii) Falls in any of the follow ng categories:
(A) Controlled technical information.

(B) Critical infornmation (operations security). Specific facts identified through the Operations Security process about friendly
intentions, capabilities, and activities vitally needed by adversaries for themto plan and act effectively so as to guarantee failure
or unacceptabl e consequences for friendly m ssion acconplishment (part of Operations Security process).

(C© Export control. Unclassified information concerning certain itenms, commodities, technology, software, or other infornmation
whose export coul d reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To
include dual use itens; itens identified in export administration regulations, international traffic in arms regul ati ons and munitions
list; license applications; and sensitive nuclear technol ogy information.

(D) Any other information, marked or otherwi se identified in the contract, that requires safeguarding or dissem nation controls
pursuant to and consistent with law, regulations, and Governnmentw de policies (e.g., privacy, proprietary business information).

"Cyber incident" nmeans actions taken through the use of conputer networks that result in an actual or potentially adverse effect on an
information system and/or the information residing therein.

"Forensic anal ysis" neans the practice of gathering, retaining, and anal yzing conputer-related data for investigative purposes in a
manner that maintains the integrity of the data.

"Malicious software" nmeans conputer software or firmmvare intended to perform an unauthorized process that will have adverse inpact on
the confidentiality, integrity, or availability of an information system This definition includes a virus, worm Trojan horse, or
ot her code-based entity that infects a host, as well as spyware and sonme fornms of adware.

"Medi a" neans physical devices or witing surfaces including, but is not limted to, nmagnetic tapes, optical disks, nagnetic disks,
| arge-scal e integration nmenory chips, and printouts onto which information is recorded, stored, or printed within an information system

"Operationally critical support" means supplies or services designated by the Governnment as critical for airlift, sealift, internodal
transportation services, or logistical support that is essential to the nobilization, deploynent, or sustainnent of the Arned Forces in
a contingency operation.

"Rapid(ly) report(ing)" means within 72 hours of discovery of any cyber incident.

"Techni cal information" nmeans technical data or conputer software, as those terns are defined in the clause at DFARS 252.227-7013,

Ri ghts in Technical Data-Non Commercial Itens, regardl ess of whether or not the clause is incorporated in this solicitation or contract.
Exanpl es of technical information include research and engi neering data, engineering draw ngs, and associated |ists, specifications,
standards, process sheets, manuals, technical reports, technical orders, catalog-itemidentifications, data sets, studies and anal yses
and related information, and conputer software executabl e code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered contractor
informati on systenms that support the performance of work under this contract. To provide adequate security, the Contractor shall

(1) Inplement infornation systens security protections on all covered contractor information systenms including, at a mninum-

(i) For covered contractor information systens that are part of an Information Technology (IT) service or system operated on behal f
of the Governnent--

(A) Coud conputing services shall be subject to the security requirenments specified in the clause 252.239-7010, C oud Conputing
Services, of this contract; and
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(B) Any other such IT service or system(i.e., other than cloud conputing) shall be subject to the security requirenents
specified el sewhere in this contract; or

(ii) For covered contractor information systems that are not part of an IT service or systemoperated on behalf of the Governnent
and therefore are not subject to the security requirenment specified at paragraph (b)(1)(i) of this clause--

(A) The security requirenents in National Institute of Standards and Technol ogy (N ST) Special Publication (SP) 800-171,
"Protecting Controlled
Uncl assified Information in Nonfederal Information Systems and Organizations," (see http://dx.doi.org/10.6028/ N ST. SP. 800-171) that is
ineffect at the tine the solicitation is issued or as authorized by the Contracting Officer with the exception of the derived security
requirement 3.5.3 Use of nmultifactor authentication for |ocal and network access to privileged accounts and for network access to non-
privil eged accounts, which will be required not later than 9 nonths after award of the contract, if the Contractor notified the
contracting officer in accordance with paragraph (c) of the provision 252.204-7008, Conpliance wth Safeguardi ng Covered Defense
I nformation Controls (DEVI ATI ON 2016- Q0001) (OCT 2015); or

(B) Alternative but equally effective security nmeasures used to conpensate for the inability to satisfy a particular requirenent
and achi eve equival ent protection approved in witing by an authorized representative of the DoD Chief Information Oficer (CIO prior
to contract award; and

(2) Apply other information systens security nmeasures when the Contractor reasonably determines that information systems security
measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provi de adequate security in a dynamc
environnent based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirenent.

(1) Wen the Contractor discovers a cyber incident that affects a covered contractor information systemor the covered defense
information residing therein, or that affects the contractors ability to performthe requirenents of the contract that are designated as
operationally critical support, the Contractor shall--

(i) Conduct a review for evidence of conprom se of covered defense infornmation, including, but not limted to, identifying
conprom sed conputers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor
information systen(s) that were part of the cyber incident, as well as other information systems on the Contractors network(s), that may
have been accessed as a result of the incident in order to identify conprom sed covered defense information, or that affect the
Contractors ability to provide operationally critical support; and

(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod. ml.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a
mnimum the required elenents at http://dibnet.dod. ml.

(3) Medium assurance certificate requirement. |In order to report cyber incidents in accordance with this clause, the Contractor or
subcontractor shall have or acquire a DoD- approved nedi um assurance certificate to report cyber incidents. For infornation on obtaining
a DoD- approved nmedi um assurance certificate, see http://iase.disa.ml/pki/ecal Pages/index. aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate nalicious software in connection with a reported
cyber incident shall submt the nalicious software in accordance with instructions provided by the Contracting O ficer.

(e) Media preservation and protection. Wen a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and
protect images of all known affected information systens identified in paragraph (c)(1)(i) of this clause and all rel evant

nmoni toring/ packet capture data for at |east 90 days fromthe subm ssion of the cyber incident report to allow DoD to request the nedia
or decline interest.

(f) Access to additional information or equi pment necessary for forensic analysis. Upon request by DoD, the Contractor shall provide
DoD with access to additional infornmation or equipnment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessnment activities. |f DoD elects to conduct a damage assessnent, the Contracting Officer will request
that the Contractor provide all of the dammge assessnent information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Governnment shall protect against the

unaut hori zed use or release of information obtained fromthe contractor (or derived frominformation obtained fromthe contractor) under
this clause that includes contractor attributional/proprietary information, including such information subnmitted in accordance with
paragraph (c). To the maxi mum extent practicable, the Contractor shall identify and mark attributional/proprietary information. In
maki ng an authorized rel ease of such information, the Government will inplenent appropriate procedures to mnimze the contractor
attributional/proprietary information that is included in such authorized rel ease, seeking to include only that information that is
necessary for the authorized purpose(s) for which the information is being rel eased.
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(i) Use and rel ease of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from
the contractor (or derived frominformation obtained fromthe contractor) under this clause that is not created by or for DoDis
aut hori zed to be rel eased outside of DoD

(1) To entities with mssions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
(3) To CGovernnent entities that conduct counterintelligence or |aw enforcenment investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense |ndustrial
Base (DI B) participants in the programat 32 CFR part 236); or

(5) To a support services contractor (recipient) that is directly supporting Government activities under a contract that includes the
clause at 252.204-7009, Linmitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Infornation.

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained fromthe
contractor (or derived frominformation obtained fromthe contractor) under this clause that is created by or for DoD (including the
information submtted pursuant to paragraph (c) of this clause) is authorized to be used and rel eased outside of DoD for purposes and
activities authorized by paragraph (i) of this clause, and for any other |awful Governnent purpose or activity, subject to all
applicable statutory, regulatory, and policy based restrictions on the Governments use and rel ease of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable |aws and regul ati ons on the interception,
nmoni toring, access, use, and disclosure of electronic communications and data.

(1) Oher safeguarding or reporting requirenents. The safeguarding and cyber incident reporting required by this clause in no way
abrogates the Contractors responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified infornmation
systems as required by other applicable clauses of this contract, or as a result of other applicable U S. Government statutory or
regul atory requirenents.

(m Subcontracts. The Contractor shall--

(1) Include the substance of this clause, including this paragraph (m, in all subcontracts, including subcontracts for conmercial
itenms; and

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.m| and the prime Contractor. This
includes providing the incident report nunmber, automatically assigned by DoD, to the prime Contractor (or next higher-tier

subcontractor) as soon as practicable.

(End of cl ause)
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SECTION J - LIST OF ATTACHVENTS

Li st of Nunber
Addenda Title Dat e of Pages Transmitted By

Attachment 0002 ARMY CONTRACTI NG COMVAND- ROCK | SLAND PO NTS OF CONTACT 08- OCT- 2015 001
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SECTION L - I NSTRUCTI ONS, CONDI TI ONS, AND NOTI CES TO OFFERORS

Status Regulatory Gte Title Dat e
L-1 ADDED 252. 204- 7008 COVPLI ANCE W TH SAFEGUARDI NG COVERED DEFENSE | NFORMATI ON CONTROLS OCT/ 2015
(DEV 2016- ( DEVI ATI ON 2016- C0001)
Q0001)

(a) Definitions. As used in this provision--

"Controlled technical information," "covered contractor information system" and "covered defense information" are defined in clause
252.204- 7012, Safeguarding Covered Defense Information and Cyber |ncident Reporting (DEVI ATI ON 2016- 00001) (OCT 2015).

(b) The security requirenents required by contract clause 252.204-7012, Safeguarding Covered Defense |Information and Cyber Incident
Reporting (DEVI ATI ON 2016- Q0001) (OCT 2015) shall be inplenented for all covered defense infornation on all covered contractor
information systenms that support the perfornmance of this contract.

(c) |If the Oferor anticipates that additional time will be necessary to inplenment derived security requirenment 3.5.3 "Use of

mul tifactor authentication for |ocal and network access to privil eged accounts and for network access to non-privileged accounts"” wthin
National Institute of Standards and Technol ogy (N ST) Special Publication (SP) 800-171, "Protecting Controlled Unclassified |nformation
in Nonfederal Information Systenms and Organi zations (see http://dx.doi.org/10. 6028/ Nl ST. SP. 800-171), the O feror shall notify the
Contracting Oficer that they will inplement the requirenment within 9 nmonths of contract award.

(d) |If the Oferor proposes to deviate fromany of the security requirements in NI ST SP 800-171that is in effect at the time the
solicitation is issued or as authorized by the Contracting Oficer, the Offeror shall submt to the Contracting O ficer, for
consideration by the DoD Chief Information Oficer (CIO, a witten explanation of--

(1) Wy a particular security requirenent is not applicable; or

(2) How an alternative, but equally effective, security nmeasure is used to conpensate for the inability to satisfy a particular
requi renent and achi eve equival ent protection.

(e) An authorized representative of the DoD CIOw || approve or disapprove offeror requests to deviate from NI ST SP 800-171
requirenents in witing prior to contract award. Any approved deviation from NI ST SP 800-171 shall be incorporated into the resulting

contract.

(End of provision)
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