AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | 1 Contract ID Code Page 1 Of 5

Firm Fixed Price

2. Amendment/Modification No. 3. Effective Date 4. Requisition/Purchase Req No. 5. Project No. (If applicable)

P00011 SEE SCHEDULE

6. Issued By Code 7. Administered By (If other than Item 6) Code
W52P1J

ARMY CONTRACTING COMMAND - RI
TERRY C. KRAKER

ROCK ISLAND, IL 61299-8000
BLDGS 60 & 62

EMAIL: TERRY.C.KRAKER.CIV@MAIL.MIL

8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:' 9A. Amendment Of Solicitation No.

M-CUBED INFORMATION SYSTEMS, INC
8630 FENTON ST
SILVER SPRING, MD 20910-2751

9B. Dated (See Item 11)

10A. Modification Of Contract/Order No.

W91QUZ-11-D-0009
10B. Dated (See Item 13)

Code 1x3N8 | Facility Code 2012FEB10

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

|:| The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers

|:| is extended, |:| is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods:
(a) By completing items 8 and 15, and returning copies of the amendments: (b) By acknowledging receipt of this amendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening
hour and date specified.

12. Accounting And Appropriation Data (If required)
NO CHANGE TO OBLIGATION DATA

13. THIS ITEM ONLY APPLIES TO MODIFICATIONS OF CONTRACTS/ORDERS
It Modifies The Contract/Order No. As Described In Item 14.

A. This Change Order is Issued Pursuant To: The Changes Set Forth In Item 14 Are Made In
The Contract/Order No. In Item 10A.

B. The Above Numbered Contract/Order Is Modified To Reflect The Administrative Changes (such as changes in paying office, appropriation data, etc.) Set
Forth In Item 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement Is Entered Into Pursuant To Authority Of: L
FAR 6.302-1(a) (2) (iii) (A)&(B)

D. Other (Specify type of modification and authority)

LIE )t

E. IMPORTANT: Contractor |:| is not, G is required to sign this document and return copies to the Issuing Office.

14. Description Of Amendment/Modification (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

SEE SECOND PAGE FOR DESCRIPTION

Except as provided herein, all terms and conditions of the document referenced in item 9A or 10A, as heretofore changed, remains unchanged and in full force and
effect.

15A. Name And Title Of Signer (Type or print) 16A. Name And Title Of Contracting Officer (Type or print)
ILANA CHRISTINE BOHREN
Campbell P. Shannon, CEO ILANA.C.BOHREN.CIVGMAIL.MIL (309)782-1844
Sy 077 15C. Date Signed 16B. United States Of America 16C. Date Signed
BOHREN.ILANA.CHRISTINE.12821543
26 Oct 2015 By
(Sigr‘fah% of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-017152-8070 30-105-02 STANDARD FORM 30 (REV. 10-83)

PREVIOUS EDITIONS UNUSABLE Prescribed by GSA FAR (48 CFR) 53.243
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Firm Fi xed Price

2. Amendment/M odification No. 3. Effective Date 4. Requisition/Pur chase Req No. 5. Project No. (If applicable)

PO0011 20150CT27 SEE SCHEDULE

6. I'ssued By Code | wg2p13 | 7-Administered By (If other than Item 6) Code
ARMY CONTRACTI NG COMVAND - RI
TERRY C. KRAKER
ROCK | SLAND, |L 61299- 8000
BLDGS 60 & 62

EMAI L: TERRY. C. KRAKER. Cl V@Al L. M L

8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:' 9A. Amendment Of Solicitation No.

M CUBED | NFORVATI ON SYSTEMS, | NC
8630 FENTON ST
SI LVER SPRING, MD 20910- 2751

9B. Dated (See ltem 11)

10A. M aodification Of Contract/Order No.

Wp1QUZ- 11- D- 0009
10B. Dated (See ltem 13)

Code 1X3N8 | Facility Code 2012FEBLO

11. THISITEM ONLY APPLIESTO AMENDMENTSOF SOLICITATIONS

|:| The above number ed solicitation isamended as set forth in item 14. The hour and date specified for receipt of Offers

|:| isextended, |:| isnot extended.
Offer smust acknowledge r eceipt of thisamendment prior to the hour and date specified in the solicitation or asamended by one of the following methods:
(a) By completing items 8 and 15, and returning copies of the amendments: (b) By acknowledging r eceipt of thisamendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERSPRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of thisamendment you desir e to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makesreference to the solicitation and this amendment, and isreceived prior to the opening
hour and date specified.

12. Accounting And Appropriation Data (I required)
NO CHANGE TO OBLI GATI ON DATA

13. THISITEM ONLY APPLIESTO MODIFICATIONSOF CONTRACTS/ORDERS
It Modifies The Contract/Order No. As Described In Item 14.

A. This Change Order is|ssued Pursuant To: The Changes Set Forth In Item 14 AreMade In
The Contract/Order No. In Item 10A.

B. The Above Numbered Contract/Order |sM odified To Reflect The Administrative Changes (such as changesin paying office, appropriation data, etc.) Set
Forth In Item 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement IsEntered Into Pursuant To Authority Of: FAR 6.302-1(a)(2) (i11)(A) &B)

LI )

D. Other (Specify type of modification and authority)

E.IMPORTANT: Contractor |:| isnot, G isrequired to sign thisdocument and return copiesto the I ssuing Office.

14. Description Of Amendment/M odification (Organized by UCF section headings, including solicitation/contr act subject matter wher e feasible.)

SEE SECOND PAGE FOR DESCRI PTI ON

Except as provided herein, all termsand conditions of the document referenced in item 9A or 10A, as her etofor e changed, remains unchanged and in full for ce and
effect.

15A. Name And Title Of Signer (Typeor print) 16A. Name And Title Of Contracting Officer (Typeor print)
| LANA CHRI STI NE BOHREN
| LANA. C. BOHREN. Cl V@Al L. M L (309) 782- 1844

15B. Contractor /Offeror 15C. Date Signed 16B. United States Of America 16C. Date Signed
By / Sl GNEDY 20150CT27
(Signatur e of person authorized to sign) (Signatur e of Contracting Officer)
NSN 7540-01-152-8070 30-105-02 STANDARD FORM 30 (REV. 10-83)

PREVIOUSEDITIONSUNUSABLE Prescribed by GSA FAR (48 CFR) 53.243
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Name of Offeror or Contractor: m CUBED | NFORMATI ON SYSTEMS, | NC

SECTI ON A - SUPPLEMENTAL | NFORVATI ON

Buyer Nane: TERRY C. KRAKER

Buyer OFfice Synbol/Tel ephone Nunber: CCRC- TA/ (309)782-8570
Type of Contract 1: FirmFixed Price

Type of Contract 2: Time and Materials

Kind of Contract: Service Contracts

Kind of Mdification: G

Type of Business: Qther Small Business Performing in US.
Surveillance Criticality Designator: C

Contract Expiration Date: 2018APR13

Paying Office: HQ303
DFAS- COLUMBUS
DFAS- CO' JAI QBAC
ATTN:  ROCK | SLAND

P. O BOX 182316
COLUMBUS OH 43218-2316

*** End of Narrative A0000 ***
1. The purpose of this nodification is as follows:

A. To extend the ordering period by 26 nonths from 15 February 2016 to 13 April 2018 pursuant to FAR 6.302-1(a)(2)(iii)(A) and FAR 6.302-
1(a)(2)(iii)(B). As a result, CLIN nunbers will continue to follow the 55xx series.

B. Per M Cubed Information Systems, email dated 9 Oct 2015, the extension of the Odering period will not result in any changes to its
Labor Rate Tables, therefore resulting in a no-cost nodification.

C. This extension of the Ordering Period is intended as bridge to continue to purchases services under the Arny's Information Technol ogy
Servi ces-Smal | Business contracts until the Information Technol ogy Enterprise Solutions - 3 Services (I TES-3S) suite of contracts is
awar ded. After the conpletion of a phase-in period for the | TES-3S contract (which may take up to 60 days, but could be less), the
Governnment wi |l cease placing new orders under this contract. The Government will advise all contractors of its intended cut-off date
for new task order conpetitions under the extended ordering period.
D. The follow ng clauses are hereby revised:
Del ete: 52.222-50 Conbating Trafficking in Persons (Feb 2009)
Repl ace with: 52.222-50 Conbating Trafficking in Persons (Mar 2015)
Del ete: 52.204-9 Personal ldentity Verification of Contractor Personnel (Sep 2007)
Repl ace with: 52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011)
Del ete: 52.216-18 Ordering (Cct 1995)
Repl ace with: 252.216-7006 Ordering (May 2011)
E. The follow ng clauses are hereby incorporated into the contract:
Add: 252.204-7008 Conpliance with Safeguardi ng Covered Defense Information Controls (DEVIATI ON 2016- C0001) (Cct 2015)
Add: 252.204-7012 Saf eguardi ng Covered Defense Infornation and Cyber Incident Reporting (DEVI ATI ON 2016- C0001) (Cct 2015)
F. Paragraph(c)of clause 52.217-9 Option to Extend the Termof the Contract (MAR 2000) is revised as foll ows:

Del ete: (c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5 years.

Repl ace with:(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
6.75 years.

G The e-nmil address for Report Delivery as set forth in Attachment 3 Reports is revised as follows:
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Name of Offeror or Contractor: m CUBED | NFORMATI ON SYSTEMS, | NC

Del ete: PECEI S. PDCHESS. Vndr Rpt s@is. arny. m |
Repl ace with: usarny.bel voir.peo-eis.list.pdchess-vndrrpts@mil.ml
H. Arny Contracting Conmand- Rock |sland Governnent Points of Contact are incorporated into this nodification as Attachnent 2.

2. Al other ternms and conditions remain unchanged and in full force and effect.

*** END OF NARRATI VE A0010 ***
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Name of Offeror or Contractor: m CUBED | NFORMATI ON SYSTEMS, | NC

SECTION | - CONTRACT CLAUSES
Status Regulatory Gte Title Dat e
| -1 ADDED 52.204-9 PERSONAL | DENTI TY VERI FI CATI ON OF CONTRACTOR PERSONNEL JAN 2011
| -2 ADDED 52.222-50 COVBATI NG TRAFFI CKI NG | N PERSONS MAR/ 2015
1 -3 CHANGED 52.217-9 OPTI ON TO EXTEND THE TERM OF THE CONTRACT MAR/ 2000

(a) The Governnent nay extend the termof this contract by witten notice to the Contractor within the termof the contract prior to
contract expiration; provided that the Government gives the Contractor a prelimnary witten notice of its intent to extend at |east 30
days before the contract expires. The prelimnary notice does not commt the Governnment to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 6.75 years.

(End of C ause)

I -4 CHANGED 252. 216- 7006 ORDERI NG MAY/ 2011
(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task orders by the
individuals or activities designated in the contract schedule. Such orders may be issued fromeffective date of notice to proceed

through 81st nonth thereafter.

(b) Al delivery orders or task orders are subject to the terns and conditions of this contract. In the event of conflict between a
delivery order or task order and this contract, the contract shall control.

(c)(1) If issued electronically, the order is considered "issued" when a copy has been posted to the El ectronic Docunent Access system
and notice has been sent to the Contractor.

(2) If nailed or transmtted by facsinmile, a delivery order or task order is considered issued when the Governnent deposits the order
inthe mail or transmits by facsimle. Mailing includes transmittal by U S mail or private delivery services.

(3) Oders may be issued orally only if authorized in the schedul e.

(End of O ause)

I-5 ADDED  252.204- 7012 SAFEGUARDI NG COVERED DEFENSE | NFORMATI ON AND CYBER | NCI DENT REPORTI NG OCT/ 2015
(DEV 2016- ( DEVI ATI ON 2016- C0001)
©0001)

(a) Definitions. As used in this clause--

"Adequat e security" neans protective neasures that are commensurate with the consequences and probability of |oss, nisuse, or
unaut hori zed access to, or nodification of information.

" Conproni se" neans disclosure of information to unauthorized persons, or a violation of the security policy of a system in which
unaut hori zed intentional or unintentional disclosure, nodification, destruction, or loss of an object, or the copying of information to
unaut hori zed nedia nay have occurred.

"Contractor attributional/proprietary information" means information that identifies the contractor(s), whether directly or indirectly,
by the grouping of information that can be traced back to the contractor(s) (e.g., programdescription, facility locations), personally
identifiable information, as well as trade secrets, commercial or financial information, or other comercially sensitive information
that is not customarily shared outside of the conpany.

"Contractor information systenl neans an information system belonging to, or operated by or for, the Contractor.

"Controlled technical information" means technical information with military or space application that is subject to controls on the
access, use, reproduction, nodification, performance, display, release, disclosure, or dissenmnation. Controlled technical information
woul d nmeet the criteria, if dissem nated, for distribution statenents B through F using the criteria set forth in DoD Instruction
5230.24, Distribution Statenents on Techni cal Docunents. The termdoes not include information that is lawfully publicly available

Wit hout restrictions.



Reference No. of Document Being Continued Page 5 of 9

CONTINUATION SHEET
PIIN/SIIN V@1QUZ-11-D- 0009 MOD/AMD P00011

Name of Offeror or Contractor: m CUBED | NFORMATI ON SYSTEMS, | NC

"Covered contractor information systenf’ nmeans an information systemthat is owned, or operated by or for, a contractor and that
processes, stores, or transmts covered defense information.

Covered defense information nmeans unclassified information that--
(i) Is--
(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(B) Collected, devel oped, received, transmtted, used, or stored by or on behalf of the contractor in support of the performance of
the contract; and

(ii) Falls in any of the follow ng categories:
(A) Controlled technical infornation.

(B) Critical information (operations security). Specific facts identified through the Operations Security process about friendly
intentions, capabilities, and activities vitally needed by adversaries for themto plan and act effectively so as to guarantee failure
or unaccept abl e consequences for friendly mssion acconplishnment (part of Operations Security process).

(O Export control. Unclassified information concerning certain itens, conmodities, technology, software, or other infornmation
whose export could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To
include dual use itenms; itenms identified in export administration regulations, international traffic in arms regulations and nunitions
list; license applications; and sensitive nuclear technol ogy information.

(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemnination controls
pursuant to and consistent with law, regulations, and Governnmentw de policies (e.g., privacy, proprietary business information).

"Cyber incident" means actions taken through the use of conputer networks that result in an actual or potentially adverse effect on an
information system and/or the information residing therein.

"Forensi c anal ysis" nmeans the practice of gathering, retaining, and analyzing conputer-related data for investigative purposes in a
manner that maintains the integrity of the data.

"Malicious software" nmeans conputer software or firmmvare intended to perform an unauthorized process that will have adverse inpact on
the confidentiality, integrity, or availability of an information system This definition includes a virus, worm Trojan horse, or
ot her code-based entity that infects a host, as well as spyware and some forms of adware.

"Medi a" nmeans physical devices or witing surfaces including, but is not limted to, nagnetic tapes, optical disks, nagnetic disks,
large-scale integration nmenory chips, and printouts onto which infornmation is recorded, stored, or printed within an infornation system

"Operationally critical support" nmeans supplies or services designated by the Government as critical for airlift, sealift, internodal
transportation services, or logistical support that is essential to the nobilization, deploynent, or sustainment of the Armed Forces in
a contingency operation.

"Rapi d(ly) report(ing)" means within 72 hours of discovery of any cyber incident.

"Technical information" nmeans technical data or conputer software, as those terns are defined in the clause at DFARS 252.227-7013,

Ri ghts in Techni cal Data-Non Commercial |tems, regardless of whether or not the clause is incorporated in this solicitation or contract.
Exanpl es of technical information include research and engineering data, engineering draw ngs, and associated |ists, specifications,

standards, process sheets, nanuals, technical reports, technical orders, catalog-itemidentifications, data sets, studies and anal yses

and related information, and conputer software executabl e code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered contractor
information systems that support the performance of work under this contract. To provide adequate security, the Contractor shall

(1) Inplerment information systens security protections on all covered contractor information systens including, at a mni num -

(i) For covered contractor information systens that are part of an Information Technology (IT) service or system operated on behal f
of the Covernnent--

(A) Coud conputing services shall be subject to the security requirenments specified in the clause 252.239-7010, C oud Conputing
Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud conputing) shall be subject to the security requirenments
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specified el sewhere in this contract; or

(ii) For covered contractor information systems that are not part of an IT service or systemoperated on behalf of the Governnent
and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause--

(A) The security requirenents in National Institute of Standards and Technol ogy (N ST) Special Publication (SP) 800-171,
"Protecting Controlled
Uncl assified Information in Nonfederal Information Systens and Organi zations," (see http://dx.doi.org/10.6028/ NI ST. SP. 800-171) that is
in effect at the tine the solicitation is issued or as authorized by the Contracting O ficer with the exception of the derived security
requirenent 3.5.3 Use of nultifactor authentication for |ocal and network access to privileged accounts and for network access to non-
privil eged accounts, which will be required not later than 9 nonths after award of the contract, if the Contractor notified the
contracting officer in accordance with paragraph (c) of the provision 252.204-7008, Conpliance w th Safeguardi ng Covered Defense
I nformation Controls (DEVI ATI ON 2016- C0001) (OCT 2015); or

(B) Alternative but equally effective security nmeasures used to conpensate for the inability to satisfy a particular requirenent
and achi eve equival ent protection approved in witing by an authorized representative of the DoD Chief Information Officer (CIO prior
to contract award; and

(2) Apply other information systems security nmeasures when the Contractor reasonably determines that information systems security
nmeasures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provi de adequate security in a dynam c
environnent based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirenent.

(1) Wen the Contractor discovers a cyber incident that affects a covered contractor infornmation systemor the covered defense
information residing therein, or that affects the contractors ability to performthe requirements of the contract that are designated as
operationally critical support, the Contractor shall--

(i) Conduct a review for evidence of conprom se of covered defense information, including, but not limted to, identifying
conprom sed conputers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor
information systen(s) that were part of the cyber incident, as well as other information systems on the Contractors network(s), that may
have been accessed as a result of the incident in order to identify conprom sed covered defense information, or that affect the
Contractors ability to provide operationally critical support; and

(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod. ml.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a
mnimm the required elenments at http://dibnet.dod. ml.

(3) Medium assurance certificate requirement. |In order to report cyber incidents in accordance with this clause, the Contractor or
subcontractor shall have or acquire a DoD- approved medi um assurance certificate to report cyber incidents. For information on obtaining
a DoD- approved nedi um assurance certificate, see http://iase.disa.ml/pki/ecal Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported
cyber incident shall submt the nalicious software in accordance with instructions provided by the Contracting Oficer.

(e) Media preservation and protection. Wen a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and
protect imamges of all known affected information systens identified in paragraph (c)(1)(i) of this clause and all relevant

noni t ori ng/ packet capture data for at |east 90 days fromthe subm ssion of the cyber incident report to allow DoD to request the nedia
or decline interest.

(f) Access to additional information or equiprment necessary for forensic analysis. Upon request by DoD, the Contractor shall provide
DoD with access to additional information or equipnent that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. |f DoD elects to conduct a danage assessnent, the Contracting Officer will request
that the Contractor provide all of the damage assessnent information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against the

unaut hori zed use or release of information obtained fromthe contractor (or derived frominformation obtained fromthe contractor) under
this clause that includes contractor attributional/proprietary information, including such information submitted in accordance with
paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark attributional/proprietary information. |In
maki ng an authorized rel ease of such information, the Government will inplement appropriate procedures to mnimze the contractor
attributional /proprietary information that is included in such authorized rel ease, seeking to include only that information that is
necessary for the authorized purpose(s) for which the information is being rel eased.



Reference No. of Document Being Continued Page 7 of 9

CONTINUATION SHEET
PIIN/SIIN V@1QUZ-11-D- 0009 MOD/AMD P00011

Name of Offeror or Contractor: m CUBED | NFORMATI ON SYSTEMS, | NC

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from
the contractor (or derived frominformation obtained fromthe contractor) under this clause that is not created by or for DoDis
authorized to be rel eased outside of DoD

(1) To entities with mssions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mtigation of cyber incidents;
(3) To Governnent entities that conduct counterintelligence or |aw enforcenent investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial
Base (DI B) participants in the programat 32 CFR part 236); or

(5) To a support services contractor (recipient) that is directly supporting Government activities under a contract that includes the
cl ause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber |ncident Infornation.

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained fromthe
contractor (or derived frominformation obtained fromthe contractor) under this clause that is created by or for DoD (including the
information submtted pursuant to paragraph (c) of this clause) is authorized to be used and rel eased outside of DoD for purposes and
activities authorized by paragraph (i) of this clause, and for any other |awful Governnment purpose or activity, subject to all
applicable statutory, regulatory, and policy based restrictions on the Governnments use and rel ease of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable |aws and regul ations on the interception,
noni toring, access, use, and disclosure of electronic communications and data.

(I') Oher safeguarding or reporting requirenments. The safeguarding and cyber incident reporting required by this clause in no way
abrogates the Contractors responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified infornmation
systems as required by other applicable clauses of this contract, or as a result of other applicable U S GCovernnent statutory or
regul atory requirenents.

(m Subcontracts. The Contractor shall--

(1) Include the substance of this clause, including this paragraph (m, in all subcontracts, including subcontracts for conmercial
itens; and

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.m| and the prime Contractor. This
includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier

subcontractor) as soon as practicable.

(End of clause)
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SECTION J - LIST OF ATTACHVENTS

Li st of Nunber
Addenda Title Dat e of Pages Transmitted By

Attachment 0002 ARMY CONTRACTI NG COMVAND- ROCK | SLAND PO NTS OF CONTACT 08- OCT- 2015 001
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SECTION L - I NSTRUCTI ONS, CONDI TI ONS, AND NOTI CES TO OFFERORS

Status Regulatory Gte Title Dat e
L-1 ADDED 252. 204- 7008 COVPLI ANCE W TH SAFEGUARDI NG COVERED DEFENSE | NFORMATI ON CONTROLS OCT/ 2015
(DEV 2016- ( DEVI ATI ON 2016- C0001)
Q0001)

(a) Definitions. As used in this provision--

"Controlled technical information," "covered contractor information system" and "covered defense information" are defined in clause
252.204- 7012, Safeguarding Covered Defense Information and Cyber |ncident Reporting (DEVI ATI ON 2016- 00001) (OCT 2015).

(b) The security requirenents required by contract clause 252.204-7012, Safeguarding Covered Defense |Information and Cyber Incident
Reporting (DEVI ATI ON 2016- Q0001) (OCT 2015) shall be inplenented for all covered defense infornation on all covered contractor
information systenms that support the perfornmance of this contract.

(c) |If the Oferor anticipates that additional time will be necessary to inplenment derived security requirenment 3.5.3 "Use of

mul tifactor authentication for |ocal and network access to privil eged accounts and for network access to non-privileged accounts"” wthin
National Institute of Standards and Technol ogy (N ST) Special Publication (SP) 800-171, "Protecting Controlled Unclassified |nformation
in Nonfederal Information Systenms and Organi zations (see http://dx.doi.org/10. 6028/ Nl ST. SP. 800-171), the O feror shall notify the
Contracting Oficer that they will inplement the requirenment within 9 nmonths of contract award.

(d) |If the Oferor proposes to deviate fromany of the security requirements in NI ST SP 800-171that is in effect at the time the
solicitation is issued or as authorized by the Contracting Oficer, the Offeror shall submt to the Contracting O ficer, for
consideration by the DoD Chief Information Oficer (CIO, a witten explanation of--

(1) Wy a particular security requirenent is not applicable; or

(2) How an alternative, but equally effective, security nmeasure is used to conpensate for the inability to satisfy a particular
requi renent and achi eve equival ent protection.

(e) An authorized representative of the DoD CIOw || approve or disapprove offeror requests to deviate from NI ST SP 800-171
requirenents in witing prior to contract award. Any approved deviation from NI ST SP 800-171 shall be incorporated into the resulting

contract.

(End of provision)
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