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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 30 - BLOCK 14 CONTINUATION PAGE

The following have been added by full text:
CONTINUATION PAGE
The purpose of this modification is to:

A. Update Part A to change Contracting Officer and contact info from ¥allis to Valerie Bostick.
Change Ombudsman and contact info from Stephan Carrano to Jacqueline Woodson. Upddte Part
change Contracting Officer and contact info from Valerie Mills to YalBostick.

B. Extend period of performance on CLINS 2010-2902 from 9 Feb 11-8 Feb 12 to 9 Feb 11-21 Aug 13.

C. As a result of extension, the ITES 2H contracts are no longer agdidatther DoD and Federal
Agencies. Only Army Requirements are to be satisfied during the extensiosh peart C.2, section (k)
Contract Authority; section (j) Delivery Orders/Credit Card Csdeand Part D. 2. Scope has been
updated to state that orders can only be placed by Army Agencies.

D. Change C.2 Addendum to FAR 52.212-4 Special Provisions, paragraph (c) Orders, from t806day
months.

E. All other terms and conditions remain unchanged.

CONTINUATION PAGE MOD P00014
1. This administrative modification is being isdue advise the Contractor that the Electronic $uabracting
Reporting System (eSRS) must be used for the sifaabimg reporting period. Training is availablethe eSRS
website http://www.esrs.gov

2. The Contractor must submit the following reparsing the eSRS:

a. Individual Subcontracting Report (ISR),nfierly the Standard Form (SF) 294, SubcontractingoRédor
Individual Contracts, and

b. Summary Subcontracting Report, formerly$#e295, Summary Subcontract Report.
3. The following clauses are hereby removed frbi: ¢ontract:

- FAR Clause 52.212-5, Contract Terms and ConditReguired to Implement Statutes or Executive Orders
-- Commercial Iltems (AUG 2006)

- FAR Clause 52.219-5, Small Business Subcontra&lag (JUL 2005)
4. The following clauses are hereby added todbigract:

- FAR Clause 52.212-5, Contract Terms and ConditReguired to Implement Statutes or Executive Orders
-- Commercial Iltems (MAR 2012)
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- FAR Clause 52.219-9, Small Business Subcontra&lag (JAN 2011)

- FAR Clause 52.219-25, Small Disadvantaged BusiRastcipation Program—Disadvantaged Status and
Reporting (DEC 2010)

5. This modification results in no change to tbateact price.
TRANSFER INFORMATION

1. The purpose of this modification is to transfer €@act W91QUZ-07-D-0010 and all respective contragti
responsibilities as follows:

FROM:

Address: Army Contracting Command-NCR
200 Stovall Street
Alexandria, VA 22332-1800

DoDAAC: W91QUZz
Sector/Group Chief: Geoffrey R. Gill

Phone: (703) 428-0836
Email: Geoffrey.R.Gill.civ@mail.mil

Contracting Officer: Geoffrey R.IIGi
Phone: (70284836
EmailGeoffrey.R.Gill.civ@mail.mil

Contract Specialist: Laurence A. Clunie
Phone: (703) 428-0816
Email: Laurence.A.Clunie.civ@mail.mil

Ombudsman: Jacqueline C. Woodson
Phone: (703) 325-0710
Email: Jacqueline.C.Woodson.civ@mail.mil

TO:

Address: Army Contracting Command-Rock Idlan
1 Rock Island Arsenal
Rock Island, IL 61299-8000

System (PD2) generated address (fromteelé2oDAAC):
GARRISON CONTRACTING BRANCH

CCRC-IG

BLDG 60, 3° FLOOR

1 ROCK ISLAND ARSENAL

ROCK ISLAND, IL 61299

DoDAAC: W52P1J

Branch/Group Chief: Suzanne C. Yackley
Phone: (308p71466
Email:Suzanne.C.Yackley.civ@mail.mil
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Contracting Officer: Jeff Gollon
Phone: (309) A3B9
Email: Jeffrey.S.Gollon.civ@mail.mil

Contract Specialist: MAJ Donald Smith
Phone: (309) 782-4051
Email: Donald.D.Smith56.mil@mail.mil

Ombudsman: Amy Vansickle
Phone: (309) 782-1002
Email: Amy.J.Vansickle.civ@mail.mil

2. Effective upon full execution of this modificatioArmy Contracting Command-Rock Island is respomsibl
for all open actions and administrative contractiegponsibilities associated with this contract.

3. Change the Agency and Point of Contact inforomator the gaining Agency’s Group Chief, Contragtin
Officer, Contract Specialist, and Ombudsman in Rattrough Part D.

4. All other terms and conditions remain unchanged.

The following have been deleted:
CONTINUATION PAGE
CONTINUATION PAGE MOD P00014

SECTION SF 1449 - CONTINUATION SHEET
SOLICITATION/CONTRACT FORM

The 'issued by' organization hasncfed from
ARMY CONTRACTING G@MAND-NCR
200 STOVALL STREET
ALEXANDRIA VA 22332800
to
GARRISON CONTRACTENBRANCH
CCRC-IG
BLDG 60, 3RD FLOOR
1 ROCK ISLAND ARSEN
ROCK ISLAND IL 61929

The 'administered by' organizatias changed from
ARMY CONTRACTING G@MAND-NCR
200 STOVALL STREET
ALEXANDRIA VA 22332800
to
GARRISON CONTRACTENBRANCH
CCRC-IG
BLDG 60, 3RD FLOOR
1 ROCK ISLAND ARSEN
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ROCK ISLAND IL 6199

The following have been added by reference:

52.212-5 Contract Terms and Conditions Requirddnflement FEB 2012
Statutes or Executive Orders--Commercial Items

52.219-9 Small Business Subcontracting Plan JBNL2

52.219-25 Small Disadvantaged Business Particip&rogram-- DEC 2010

Disadvantaged Status and Reporting

The following have been added by full text:

PART A
PART A
Table of Contents
Information Technology Enterprise Solutions — 2 Hadware
(ITES — 2H)
PART DESCRIPTION
SF1449 Solicitation/Contract/Order for Commerctahis Cover Sheet
A Table of Contents
A Contract Administration
B Pricing Terms
C Contract Clauses, Special Provisions and Addendum
D Statement of Work (SOW)
Attachment A Army CHESS Contract Management Detbézs
Attachment B DD Form 254, DOD Contract SecuritysSification Specification
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Proposal (Vol I, Section 1)

Mission Support — Management (incorporated by reference)

Proposal (Vol I, Section 2)

Mission Support — Technology (incorporated by reference)

Proposal (Vol V, Section 3

Small Business Subcontracting Plan (incorporated by reference)
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Contract Administration
Al RESERVED
A.2 Government’s Contract Administration:
The basic contract will be administered by theogffindicated in SF1449, Block 9. Individual ordeil be

administered as designated in the order.

ACC-RI Contracting Office:

Contracting Officer: Jeff Gollon
E-mail address: jeffrey.s.gollon.civ@mail.mil
Telephone number: JB2-5369
Contract Specialist: MAJ Donald 8mi
E-mail address: donald.d.smith56.mil@mail.mil
Telephone number: 703-428-0816
Ombudsman: Amy Vansickle
E-mail address: amy.j.vansickle.civ@mail.mil
Telephone number: 309-782-1002

Army CHESS:
Contracting Officer's Representative: Sophia Scot
E-mail address: sophia.d.scott.civ@mail.mil
Telephone number: 703-806-8439

A.3 Contractor’s Contract Administration:

Contractor’'s Administration Office:

Address: 4800 Westfields Blvd
Chantilly, VA 20151

(if different than SF1449, Block 17A)

Point of contact: Michael Eldridge
Director of Contracts

Telephone number: (703)279-3018

E-mail address: Michael.eldridge@ironbow.com
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A4 Authorized Contractor Representative: (CortratBinding/Negotiation Authority)

Name and Title: Michael Eldridge

Director of Contracts
Telephone number: (703)279-3018
E-mail address: Michael.eldridge @ironbow.com

A5 Remittance Address (SF1449, Block 17B):
Electronic Funds Transfer (EFT) payment shall beleras follows:
Financial institution address: Iron Bow Technaésg LLC
c/o Wells Fargo Bank, N. A.
P.O. Box 8500-1686
Philadelphia, PA 19178-1686
Routing transit number: 051400549

Depositor account number: 2000013849162

If not paying via EFT, payment shall be made tofttlewing address:

Contractor’s designated address:

Point of contact:

Telephone number:

E-mail address:

A.6 Invoice Submittal Address (SF 1449, Block 18B):

The address for invoice submission shall be idiectibn each individual order. Invoice submissihall be in
accordance with the respective “Invoice” claus@astified in the individual order.

A7 Payment Office (SF 1449, Block 18A):

The payment office shall be identified on eachvidiial order. The procedures for payment shalhksccordance
with the respective "Payment” clause, as identifiethe individual order.

PART B
PART B
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Pricing Terms

The contractor shall perform the Information Tedbgy Enterprise Solutions — 2 Hardware (ITES-2H)
effort in accordance with the scope as describéthim D, Statement of Work, and provide all ofiteens identified
in Part B of the Schedule over the life of the cact, which includes Contract Line Item Numbers {T4) for
“Catalog Items,” “Non-catalog Items,” “Unpriced ites,” and “Reimbursable Items.”

(a) Catalog Items CLINs. The contractor shalMmte all of the items in the CLIN description faaah of the
equipment categories identified. The items shalptovided from a catalog, as defined in Federagjulsition
Regulation (FAR) 2.101 under subsection (6)(i)r&f tcommercial item" definition. The contract tyijoe “Catalog
Iltems” CLINSs is fixed price, with Economic Price jadtment (EPA).

(1) Discounts. A single discount percentageldiealdentified for the equipment for each of th&s-2H
catalogs. A single discount percentage shall bgtifled for warranty variance for each of the ITES catalogs
(except Catalog VII).

(A) Items shall be provided from the catalog atiae that reflects the discount for the equipment
category applied to the catalog price, or a lepsee.

(B) Pricing for catalog items, as discountedlghat exceed the lowest available GSA Federal
Supply Schedule price of the contractor.

(C) The discount for the equipment category shaflly to items provided from the catalog and
any replacement or revision to the catalog to idellogical derivatives and descendants.

(D) The catalog discount shall be fixed and shpfily to the entire life of the contract, incluglin
optional periods.

(2) The price of the catalog items to which thecdunt is applied is subject to adjustment in ataoce
with the Economic Price Adjustment-Standard Supptiause of this contract. Therefore, a copy efditalogs,
including catalog changes, shall be made availeleletronically to the Government to facilitate adjuents under
the Economic Price Adjustment-Standard Suppliessglaf this contract. An archive of the catalogs any
catalog changes thereto shall be maintained oAty CHESS website.

(3) Catalogs established expressly for this cahiee not acceptable.
(4) Use of a GSA Schedule as a catalog is periéssi

(5) For each of the equipment categories, theraotutr shall identify a catalog, catalogs, or mors of a
catalog, from which it will provide the items. Thentractor shall identify the catalog for eachipment category
by unique name/publication number or similar uniglentifier. The contractor shall likewise idegtéll
subsequent publications of that catalog (descendaribgical derivatives).

(6) Copies of the catalogs, including catalog gjesn shall be made available electronically to the
Government to establish the price baseline foaph@ication of contractual discounts for existiteys and catalog
additions, and to facilitate adjustments underibenomic Price Adjustment-Standard Supplies clafskeis
contract. An archive of the catalogs and any ogtahanges thereto shall be maintained on the AZrESS
website.

(7) Items provided from a catalog shall be commgligith the terms and conditions of
the ITES-2H contract; the contractor shall provitdens that are compliant with Federal laws and li&ns.
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(8) The contractor shall establish and maintaiveb-based ordering mechanism for items provideeund
this contract that will include a description oétitems available through the catalogs.

(9) Catalog items will be purchased by delivergest The catalog CLINS/SLINs on the delivery order
shall list the "1 lot" discounted amount for théatag items ordered. In the description columa,ftillowing
minimum information will be listed: catalog numbgart number, description, item quantity, unicprand
extended amount, discount applied, and the disedugriand total, which will equate to the “1 lotsdounted
amount.

(10) Ordering Guide. After award, the contractball establish and maintain a web-based ordetinteg
for items provided under this contract. The guidiéinclude a description of the items availabde brdering under
each equipment category.

(11) Catalog Ordering Constraints. The contraigoesponsible for assuring that items furnishedeu
the contract from the specified catalogs are withenscope of the equipment category descriptisrseaforth in
Part B of the contract, comply with the terms aadditions of the contract, and comply with Fedéamls and
regulations (e.g., TAA). Non-compliant and outsaBbpe items shall be otherwise eliminated froncttalogs for
ordering purposes and shall not be purchasabler siheeontract. The Government reserves the taghtave
noncompliant items eliminated from ordering. Aditially, in the event that the contractor providems from
catalogs that exceed the scope established byathkwg equipment category descriptions, the Goventmeserves
the right to suspend ordering under the contrabie right of suspension is in addition to and nasubstitution of
any other rights of the Government under the cohtra

(b) Unpriced and Reimbursable Items. CLINs i ggries are for unpriced and reimbursable items.

(1) Related Items, Equipment, and Software CLIRscing for these items shall be based on exjstin
commercial or GSA agreements and established bgrttexing contracting officer at the time of ordamnot already
on contract. Price is TBD. These CLINs are predidbr the ordering of items not covered by othmtact CLINS
that are within the scope of the contract for ITE$as indicated in Part D of the contract; theséNSlinclude
items or new technology needed to complete an andder ITES-2H in order to be fully responsivehe particular
needs of a user. Items shall otherwise comply thighprovisions of the contract. The contract tigorm-fixed-
price.

(A) Reserved.
(B) Reserved.

(C) DoD Enterprise Software Initiative (ESI) $o& CLINs. Contractors shall, when authorized
by the Government, order from the DoD ESI souroesbtain the software to satisfy the requireme@mdmmercial
software purchased by the contractor to satisfyelqeirement shall be reimbursed on a cost reinatilesbasis
with no markup percentage for loading, fee, oripraost is TBD. Contractors may charge for costo requested
maintenance and updates of AGM software as a tetaerice.

(2) Related Services CLINs. The contractor ghiadlide services related to equipment acquired uthile
contract. Related services include but are natdainto system configuration and integration, pbgksite analysis,
installation and relocation, high availability canfration, and legacy equipment warranty/maintesartexcept for
the following, the contract type is firm-fixed peic Price is TBD. Other direct costs (ODC) CLINsitems used in
providing the services, including travel, shallgryeed at cost. Travel and per diem costs shalebabursed in
accordance with the then current version of thatJbiavel Regulations (JTRs) within the ODC CLIN.

(3) OCONUS Shipping CLINsThe contractor shall provide OCONUS shippingerritiis contract on a
firm-fixed price basis. Price is TBD. Deliveryiges for OCONUS shipments shall be separately iegtgdtas a
firm fixed price CLIN under individual delivery oeds.




W91QUZz-07-D-0010
P00017
Page 11 of 65

(4) Shipping Variations CLINsThe contractor shall provide shipping variataptions under this contract
on a firm fixed-price basis for individual deliveoyders. Price is TBD. Shipping variations in@wternate or
additional delivery terms or schedules, such gs-shplace, expedited shipping or shipping to ARldrasses.

(5) Ordering contracting officers must establisicgs for orders of unpriced items using the poiiced
methods of FAR 15.4.

(c) Non-Catalog Items. The Government reservesigfint to add CLINs for individual items to SectiBrthat are
not catalog items, as necessary.

B.2 MINIMUM & MAXIMUM AMOUNTS, INDEFINITE-DELIVERY /INDEFINITE- QUANTITY (ID/IQ)

This is an Indefinite-Delivery/Indefinite-QuantiyD/1Q) contract under which it is planned to adiar
fixed-price delivery orders in accordance with Fedldcquisition Regulation (FAR) Subpart 16.5 - éfidite-
Delivery Contracts. The total amount of all ordelaced against all ITES-2H contracts awarded fioisicontract
shall not exceed $5,000,000,000 over a five (5§ peaiod of performance (36-month base period amd() 12-
month option periods). The guaranteed minimum arhsu$2,500.00 for each contractor. The minimyplies
only to the base period. Individual delivery oslaiill be awarded in accordance with the orderilagiges in Part C
of the contract.

B.3 ADDITIONAL DISCOUNTS

Additional discounts, from the established catalgount, may be provided under individual ordexs a
negotiated by the ordering contracting officer. yAamd all agreements to reduce pricing under ttogipion shall
be subject to all other provisions set forth isthdontract. Contract provisions may not be waivedadditional
products (not specified in Part B) be sold as phtie price reduction agreement.

B.4 52.216-2 ECONOMIC PRICE ADJUSTMENT — STANDAREUPPLIES

a) The Contractor warrants that the unit price (catalog price that is subject to the proposed discount)
stated in the Schedule for Catalog Item CLINs is not in excess of the Contractor’ s applicable established
price in effect on the contract date for like quantities of the same item. The term “ unit price” excludes
any part of the price directly resulting from requirements for preservation, packaging, or packing beyond

standard commercial practice. The term “ established price” means a price that --

(1) Is an established catalog or market price for a commercial item sold in substantial quantities to

the general public; and
(2) Is the net price after applying any standard trade discounts offered by the Contractor.

(b) The Contractor shall promptly notify the Contracting Officer of the amount and effective date of each
decrease in any applicable established price. Each corresponding contract unit price shall be decreased
by the same percentage that the established price is decreased. The decrease shall apply to those items
delivered on and after the effective date of the decrease in the Contractor’ s established price, and this

contract shall be modified accordingly.

(c) If the Contractor’ s applicable established price is increased after the contract date, the

corresponding contract unit price shall be increased, upon the Contractor’ s written request to the
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Contracting Officer, by the same percentage that the established price is increased, and the contract shall

be modified accordingly, subject to the following limitations:
(1) Reserved.
(2) The increased contract unit price shall be effective --

(i) On the effective date of the increase in the applicable established price if the
Contracting Officer receives the Contractor’ s written request within 10 days thereafter;

or

(ii) If the written request is received later, on the date the Contracting Officer receives the

request.

(3) The increased contract unit price shall not apply to quantities scheduled under the contract for
delivery before the effective date of the increased contract unit price, unless failure to deliver
before that date results from causes beyond the control and without the fault or negligence of the

Contractor, within the meaning of the Default clause.

(4) No modification increasing a contract unit price shall be executed under this paragraph (c)

until the Contracting Officer verifies the increase in the applicable established price.

(5) Within 30 days after receipt of the Contractor’ s written request, the Contracting Officer may
cancel, without liability to either party, any undelivered portion of the contract items affected by

the requested increase.

(d) During the time allowed for the cancellation provided for in subparagraph (c)(5) of this clause, and
thereafter if there is no cancellation, the Contractor shall continue deliveries according to the contract
delivery schedule, and the Government shall pay for such deliveries at the contract unit price, increased

to the extent provided by paragraph (c) of this clause.

(End of Clause)

PART C
PART C

TERMS AND CONDITIONS
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CONTRACT CLAUSES, SPECIAL PROVISIONS AND ADDENDUM
C.1 52.212-4 -- Contract Terms and Conditions m@ercial Items (Sep 2005)

In accordance with FAR 12.302, Tailoring of Prowiss and Clauses for the Acquisition of Commerdeis, FAR
Clause 52.212-4 is tailored as follows to reflgzg@al contract terms and conditions that are wnfgu this
contract. This tailored clause supersedes théoreo§ FAR Clause 52.212-4.

(a) Inspection/Acceptancelhe Contractor shall only tender for acceptanosdhtems that conform to the
requirements of this contract. The Government k&sethe right to inspect or test any supplies orises that have
been tendered for acceptance. The Government mairearepair or replacement of nonconforming swgspbr re-
performance of nonconforming services at no in@éagontract price. The Government must exert¢sspast-
acceptance rights --

(1) Within a reasonable time after the defect diasovered or should have been discovered; and

(2) Before any substantial change occurs in tmgition of the item, unless the change is due ¢odifect in
the item.

(b) Assignment The Contractor or its assignee may assigngtisito receive payment due as a result of
performance of this contract to a bank, trust camgpar other financing institution, including angderal lending
agency in accordance with the Assignment of Clahets(31 U.S.C.3727). However, when a third partykes
payment €.g.,use of the Government wide commercial purchasd) cire Contractor may not assign its rights to
receive payment under this contract.

(c) Changes Changes in the terms and conditions of thisreshimay be made only by written agreement of the
parties.

(1) The Government reserves the right to issulatenal modifications to effect administrative ciges to
orders. Further, the Procuring Contracting Offif@CO) may issue unilateral modifications to efladiinistrative
changes to the contracts. All other changes itgtmas and conditions of this contract may be nwdg by the
PCO through written agreement of the parties.

(2) If the Government issues a Request for Prad®d-P) for a technology change or any other tfpghange
to the contract, the contractor shall submit a psapwithin 30 calendar days of the RFP day, urtlesfKRFP
specifies a later RFP due date. Regardless ofwgacty initiates a proposed contract change, shitnal
Government request supplemental information toyaeathe contractor’s proposal, the contractor giralvide the
additional information within 7 calendar days oé trequest, unless the Government'’s request speaifiger due
date.

(d) Disputes This contract is subject to the Contract Disputet of 1978, as amended (41 U.S.C. 601-613).
Failure of the parties to this contract to reacteament on any request for equitable adjustmeaitn¢clappeal or
action arising under or relating to this contrdwlsbe a dispute to be resolved in accordance théltlause at FAR
52.233-1, Disputes, which is incorporated hereimdfgrence. The Contractor shall proceed diligewith
performance of this contract, pending final resolubf any dispute arising under the contract.

(e) Definitions The clause at FAR 52.202-1, Definitions, is mpayated herein by reference.

(f) Excusable delaysThe Contractor shall be liable for default uslesnperformance is caused by an occurrence
beyond the reasonable control of the Contractorvétitbut its fault or negligence such as, acts ofl®r the public
enemy, acts of the Government in either its sogarer contractual capacity, fires, floods, epidesnguarantine
restrictions, strikes, unusually severe weathet,dalays of common carriers. The Contractor shalfythe
Contracting Officer in writing as soon as it isgeaably possible after the commencement of anysakde delay,
setting forth the full particulars in connectiortawith, shall remedy such occurrence with alloeable dispatch,
and shall promptly give written notice to the Cawting Officer of the cessation of such occurrence.
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(9) Invoice

(1) The Contractor shall submit an original inand three copies (or electronic invoice, if attedl) to the
address designated in the contract to receive éegoiAn invoice must include —

(i) Name and address of the Contractor;

(i) Invoice date and number;

(iif) Contract number, contract line item numlaad, if applicable, the order number;

(iv) Description, quantity, unit of measure, umiice and extended price of the items delivered;

(v) Shipping number and date of shipment, ineigdhe bill of lading number and weight of shipmint
shipped on Government bill of lading;

(vi) Terms of any discount for prompt paymenieoéd;
(vii) Name and address of official to whom paymnisrto be sent;
(viii) Name, title, and phone number of persomatify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The @oactor shall include its TIN on the invoice oifly
required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking infation.

(A) The Contractor shall include EFT bankingoimhation on the invoice only if required elsewhire
this contract.

(B) If EFT banking information is not requireal he on the invoice, in order for the invoice tosbe
proper invoice, the Contractor shall have submit@daect EFT banking information in accordance whith
applicable solicitation provision, contract clageeay, 52.232-33, Payment by Electronic Funds Transferarti@e
Contractor Registration, or 52.232-34, Payment legtfonic Funds Transfer—Other Than Central Conbract
Registration), or applicable agency procedures.

(C) EFT banking information is not requiredhittGovernment waived the requirement to pay by EFT.

(2) Invoices will be handled in accordance wita Brompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (OMB) prompt payment reguiatat 5 CFR part 1315.

(h) Patent indemnity The Contractor shall indemnify the Governmert @s officers, employees and agents
against liability, including costs, for actual dieged direct or contributory infringement of, aducement to
infringe, any United States or foreign patent, ¢éradrk or copyright, arising out of the performan€éhis contract,
provided the Contractor is reasonably notifiedwaftsclaims and proceedings.

(i) Payment

(1) Items accepted. Payment shall be made fursiteccepted by the Government that have been cedive
the delivery destinations set forth in this contrac

(2) Prompt Payment. The Government will make paynmn accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at B €&rt 1315.
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(3) Electronic Funds Transfer (EFT). If the Gowaent makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.

(4) Discount. In connection with any discounteoéfd for early payment, time shall be computed ftoendate
of the invoice. For the purpose of computing treedunt earned, payment shall be considered to e made on
the date which appears on the payment check apibeified payment date if an electronic funds fiemgayment is
made.

(5) Overpayments. If the Contractor becomes awheeduplicate contract financing or invoice payner
that the Government has otherwise overpaid on @radrfinancing or invoice payment, the Contractioall
immediately notify the Contracting Officer and reguinstructions for disposition of the overpayment

() Risk of loss Unless the contract specifically provides othisewrisk of loss or damage to the supplies pralide
under this contract shall remain with the Contractail, and shall pass to the Government upon:

(1) Delivery of the supplies to a carrier, if tsportation is f.0.b. origin; or

(2) Delivery of the supplies to the Governmenthatdestination specified in the contract, if ti@orsation is
f.0.b. destination.

(k) Taxes The contract price includes all applicable Fafje3tate, and local taxes and duties.

() Termination for the Government’s convenient&ie Government reserves the right to termirfsitedontract, or
any part hereof, for its sole convenience. In teneof such termination, the Contractor shall irdiately stop all
work hereunder and shall immediately cause anyadiraf its suppliers and subcontractors to ceas&kw®ubject to
the terms of this contract, the Contractor shalphiel a percentage of the contract price refledtiregpercentage of
the work performed prior to the notice of terminatiplus reasonable charges the Contractor canmitrate to the
satisfaction of the Government using its standaodrd keeping system, have resulted from the textioim. The
Contractor shall not be required to comply with tlest accounting standards or contract cost phieifor this
purpose. This paragraph does not give the Governamgrright to audit the Contractor’s records. Tantractor
shall not be paid for any work performed or costaiired which reasonably could have been avoided.

(m) Termination for causeThe Government may terminate this contractngrart hereof, for cause in the event
of any default by the Contractor, or if the Contoadails to comply with any contract terms and diions, or fails
to provide the Government, upon request, with adegjassurances of future performance. In the efent
termination for cause, the Government shall ndtdige to the Contractor for any amount for supplie services
not accepted, and the Contractor shall be liabteeédsovernment for any and all rights and remepliesided by
law. If it is determined that the Government impedp terminated this contract for default, suchtigration shall

be deemed a termination for convenience.

(n) Title. Unless specified elsewhere in this contradg td items furnished under this contract shalgashe
Government upon acceptance, regardless of whemerawhe Government takes physical possession.

(o) Warranty The Contractor warrants and implies that thexgelelivered hereunder are merchantable and fit for
use for the particular purpose described in thigreat.

(p) Limitation of liability. Except as otherwise provided by an express whfréhe Contractor will not be liable to
the Government for consequential damages resutiomg any defect or deficiencies in accepted items.

(q) Other compliancesThe Contractor shall comply with all applicabkedéral, State and local laws, executive
orders, rules and regulations applicable to itégoerance under this contract.

(r) Compliance with laws unique to Government consrathe Contractor agrees to comply with 31 U.S.C. 1352
relating to limitations on the use of appropriateads to influence certain Federal contracts; 18.0. 431 relating
to officials not to benefit; 40 U.S.C. 370, seq, Contract Work Hours and Safety Standards ActJ4.C. 51-58,
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Anti-Kickback Act of 1986; 41 U.S.C. 265 and 10 UCS2409 relating to whistleblower protections;4$%.C.
40118, Fly American; and 41 U.S.C. 423 relatingriocurement integrity.

(s) Order of precedenceAny inconsistencies in this solicitation or c@ut shall be resolved by giving precedence
in the following order:

(1) The schedule of supplies/services (Part B)¢clvincludes the Statement of Work (Part D).

(2) The Assignments, Disputes, Payments, Invé@tber Compliances, and Compliance with Laws Unigue
Government Contracts paragraphs of this clause (Ra).

(3) The clause at 52.212-5 (Part C.3) & DFARS 252-7001 (Part C.3).

(4) Addenda to this solicitation or contract, imding any license agreements for computer soft\{RRaet C.2).
(5) Solicitation provisions if this is a solician (Part E).

(6) Other paragraphs of this clause (Part C).

(7) The Standard Form 1449 (Part A).

(8) Other documents, exhibits, and attachmentdyding the Statement of Work (Part D.1) and thedPr
Model Appendices (Part E)).

(9) The contractor’s proposal as incorporateddigrence and where not in conflict with the ottegruirements
set forth in the contract.

(t) Central Contractor Registration (CCR)

(1) Unless exempted by an addendum to this cantiex Contractor is responsible during performaamoe
through final payment of any contract for the aacyrand completeness of the data within the CCRbdate, and
for any liability resulting from the Governmentwliance on inaccurate or incomplete data. To remegistered in
the CCR database after the initial registratioa,@ntractor is required to review and update oaratual basis
from the date of initial registration or subsequapdates its information in the CCR database tarensis current,
accurate and complete. Updating information in@i@R does not alter the terms and conditions ofdbigract and
is not a substitute for a properly executed cottiddocument.

()

(i) If a Contractor has legally changed its besgname, “doing business as” name, or divisiorenam
(whichever is shown on the contract), or has temnetl the assets used in performing the contrattds not
completed the necessary requirements regardinginovend change-of-name agreements in Subpart 4thé?2
Contractor shall provide the responsible Contrgc@ificer a minimum of one business day’s writterification of
its intention to:

(A) Change the name in the CCR database;
(B) Comply with the requirements of Subpart £20f the FAR;

(C) Agree in writing to the timeline and proceelsi specified by the responsible Contracting Offfice
The Contractor must provide with the notificatiarifeient documentation to support the legally cfath name.

(ii) If the Contractor fails to comply with theguirements of paragraph (t)(2)(i) of this clausefails to
perform the agreement at paragraph (t)(2)(i)(Ghif clause, and, in the absence of a properlywggdmovation or
change-of-name agreement, the CCR informationsthaivs the Contractor to be other than the Contraatiicated
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in the contract will be considered to be incoriafirmation within the meaning of the “SuspensidiPayment”
paragraph of the electronic funds transfer (EF&usé of this contract.

(3) The Contractor shall not change the name dresd for EFT payments or manual payments, as ppate,
in the CCR record to reflect an assignee for thhpgae of assignment of claims (see FAR Subpart, 2a8ignment
of Claims). Assignees shall be separately regidter¢he CCR database. Information provided toGbatractor’s
CCR record that indicates payments, including thoade by EFT, to an ultimate recipient other theat t
Contractor will be considered to be incorrect infiation within the meaning of the “Suspension ofrpagt”
paragraph of the EFT clause of this contract.

(4) Offerors and Contractors may obtain informatim registration and annual confirmation requirets&ia
the Internet abttp://www.ccr.govor by calling 1-888-227-2423, or 269-961-5757.

(End of Clause)

C.2 ADDENDUM TO FAR 52.212-4 SPECIAL PROVISIONS
(a) Packaging and Marking.

(1) The contractor shall ensure that all itemspaeserved, packaged, packed and marked in acamddth
best commercial practices to meet the packing remeénts of the carrier and to ensure safe andyidaivery at
the intended destination.

(2) All containers, data, and correspondence sttiednio the Ordering Contracting Officer (OCO)Gnder
Contracting Officer's Representative (OCOR) shaifhply with the following as identified in the indiual orders.
Exterior shipping containers and items not shippezbntainers shall be clearly marked on an extesmdace as
follows:

(i) Name of contractor

(ii) Contract number and order number

(iii) Itemized list of contents including quantiand CLIN

(iv) Consignee’s name, title, address and telaphmumber

(v) Package number of multiple packages (e.gf,3, 2 of 5)
(b) Contract Life. The total term of the contrantluding options is five years, with a 30-dayrstg period. The
base term is three years, subject to the exer€iseoocoptions each for one year. However, if tleefprmance under
the contract is delayed or suspended due to protesGovernment reserves the right in its disoretd exercise an

option to extend the contract term for an additigreaiod commensurate with the delay or suspension.

(c) Orders. Delivery shall be FOB destination saletherwise specified in the individual orderie period of
performance on individual orders for services shatlextend beyond 6 months after expiration ofcihtract term.

(d) Contractor's Proposal. The Contractor's Pralpos portions thereof, may be incorporated ihi ¢ontract
resulting from this Request for Proposal.

(e) Notice To Proceed. The contractor shall takections on this contract, or incur any costsheuit the
Contracting Officer's official written notice togmeed. It is anticipated that this notice to peatwill generally be
issued when the Contracting Officer determinestiete is no threat of protest. The performandhisfcontract
shall begin as specified in the notice to proceed.
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(f) Post-Award Conference. The contractor agreestend a Post-Award Conference convened by thizaming
activity or contract administration office in acdance with Federal Acquisition Regulation Subparb4

(g) Start-up Period. The contract start-up pei$o80 calendar days commencing upon the issuanteeb
Government of a notice to proceed. The contraetahe conclusion of the 30 calendar day periokbwing
issuance of the notice to proceed, shall accemrsrduring that period the contractor shall:

(1) Develop a web-based ordering guide, to inclugeintable version, which shall be provided te th
Government for review;

(2) Secure required personnel;
(3) Provide personnel/information so that logssepport privileges (South Korea only) can beliizeal;

(4) Coordinate for security clearances (interieachnces will be requested until final clearancesssued, if
required);

(5) Develop the specific product descriptionsdtnon-catalog item CLINs beyond the generic noctemire
in the awarded contract;

(6) Establish telephonic support;

(7) Prepare to support Electronic Commerce/EleatrData Interchange (EC/EDI).
(h) Warranty and Telephone Support for Iron Bowlirestogies, LLC.

(1) Warranty

(i) All equipment provided under the contractlsba provided with the following minimum warrangg
part of the purchase price:

(A) CONUS and Named OCONUS Warranty Supporte Tbntractor shall provide warranty for all
equipment at both CONUS and named OCONUS locati@rssite warranty support shall be provided fon-no
portable systems such as servers. On-site warsapiyort, mail-back or hot-swap warranties shalptmvided for
portable systems such as notebooks.

(B) Remote OCONUS Warranty Support: The comtrashall provide a method for performing
warranty service for Remote OCONUS locations. nHsite warranty support is required by a custorhevill be
handled as a warranty variation as described iagvaph (c) below.

(C) Catalogs I, Il, IV, V, VI, VII, VIII, and IX The warranty length shall be one year or the OEM
standard length of warranty, whichever is greater.

(D) Catalog lll: The warranty length shall tbege years.

(E) For optional accessories such as additioreahory, interface cards, hard disk drives, the ssmgy
shall assume the warranty terms of the producthithvthe accessory is installed after the init@dessory warranty
expires.

(i) In addition, the contractor shall providesttvarranty variations that are available from th@iog
offering.

(iif) The contractor shall also provide warramgyriations not covered by the catalog offeringespuested
in individual orders including but not limited tatended warranty, response time, and on-site stijgpgoRemote
OCONUS. Warranty variations of this type shallnegotiated with the Ordering Contracting Officer.
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(iv) Software Warranty: Under the warranty, thsponsibility of the contractor is as follows: €rh
contractor shall provide the latest release oftifevare and documentation throughout the warrpatjod unless
rejected by the Government. The software changesred by the warranty are further defined as afiyvsre
products and documentation which are provided figrather customer free of charge or which the sarfewv
manufacturer does not consider a new product. Shahges to software or documentation (includinckpging
and shipping) shall be at no additional cost toGloeernment.

(v) Coverage Period: The warranty period shathmence upon the receipt of the equipment at tiz fi
destination identified on the Delivery Order or@%ys after shipment from the contractor's facilithichever is
sooner. User receipt of an item that is inoperablen delivery shall be resolved in accordance thighwarranty
provisions of the contract.

(vi) Warranty Registration: The Contractor shafjister items into its warranty database prisgtipment
to the Government. Submission of a warranty regisin card shall not be required to obtain wayaetrvice.

(vii) Replacement Parts: When the contractolaegs a defective part during the warranty periboel,
newly installed part shall become Government prigpefhe defective part shall become the propeirthe
contractor except that the Government reservesgheto purchase defective hard drives and remieviabrd
drives containing sensitive or classified matettiat is required by statute or regulation to berdged or retained
by the Government. The effective warranty foraplacement items shall be the greater of the m@ingiwarranty
period on the original item or a 90-calendar dayraty.

(viii) New or Warranted Parts: Only new partgparts warranted by the OEM as equal to new sleall b
utilized when repairs are made unless authorizetthdwprdering Contracting Officer.

(i) Time to Repair: Equipment, within CONUS aNdmed OCONUS locations having on-site
warranty,shall be repaired or replaced and fully operatiavithin two (2) Government working days following
notification to the contractor's designated tecalnstipport personnel of the need for warranty serviFor CONUS
and named OCONUS located portable equipment naghafered on-site warranty, the equipment shall be
repaired or replaced and returned to the custorpessession fully operational within five (5) Gowarent working
days after it is received at the contractor's refaaility. For Remote OCONUS locations being offé on-site
warranty, the equipment shall be repaired or reqglaand fully operational within three (3) Governineorking
days following notification to the contractor’s dgsated technical support personnel of the neevésranty
service. For Remote OCONUS located portable egetippmot being offered on-site , the equipments! &eal
repaired or replaced and returned to the custompessession fully operational within five (5) Gowerent working
days after it is received at the contractor’s refaility. The contractor shall bear all shippiogsts and
responsibilities of repaired and replaced equipraedtsoftware both to and from the customer’s site.
Requirements for more stringent repair times dhalhegotiated with the Ordering Contracting Officer

(2) Telephone Support

(i) Telephonic support via a toll free numberlsha provided by the Contractor to the Government.
Telephonic support at no cost to the Governmerit bbgrovided for geographic areas without actegsli-free
capabilities.

(i) Availability. Telephonic support servicelal be available, as a minimum, Monday througl#yi
excluding U.S. Government holidays. The contrastal provide a method for telephonic supportises; such
as a Fax-back service, a paging service, or thartlysupport service, for worldwide support wherebguests for
telephonic support are responded to no later theaméxt business day for requests originating detsf the
Continental United States.

Recorded answering services are not acceptabite t@dvernment during the Principle Period of OpenatPPO)
but are acceptable during Outside of Principaldekeof Operation (OPPO) hours. The Contractor gitalide a
means to receive problem reports from users OPR®@.PPO and OPPO time periods are listed in tHe tadow.
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Location PPO* OPPO

CONUS 24 hour a day, 7 day a week, 365 day a
year 24 hour a day, 7 day a week, 365 day a year

Named OCONUS 24 hour a day, 7 day a week, 365 dayd hour a day, 7 day a week, 365 day a year
year

Remote OCONUS 24 hour a day, 7 day a week, 36@day4 hour a day, 7 day a week, 365 day a year
year

*PPO - excludes U.S. Government Holidays
(i) Services. As a minimum, Telephonic Supp®etrvices shall consist of the following:

(A) Order processing and Order Tracking Inforiorat When provided with a Government order
number, the Contractor shall be required to prottdeGovernment the date of receipt of the orddrtha shipping
status.

(B) User Technical Assistance. The contradati$e prepared to receive product problem reports
and assist the user towards timely resolution efréported problem. Reports of problems may atswecthrough
Email and/or Internet/WWW messaging. The contnaistoesponsible for hardware/software relatedsdalt all
products that are covered under warranty. Theractur shall maintain contact with the reportingrusntil final
resolution. Interim resolution of a software peilis to include a work around solution until tlielgem is finally
corrected in the next release or version of thelpet Technical assistance may be provided byDEb! to satisfy
this requirement.

(iv) Telephonic Support Personnel. Contractaspenel manning the telephonic support service
telephones shall have sufficient expertise to renenmd corrective actions for hardware and softwaoblpms, and
the personnel shall speak and understand English.

(v) Customer Technical Assistance: The contrastall receive product problem reports and a#isést
customer toward timely resolution of the reporteabem. Reports of problems from customers mayeuia
postal mail, e-mail, phone, or fax. The contragaesponsible for hardware and software relagdid éor all
products that are sold or supported under the aontTelephonic triage is acceptable for theahitiarranty call.
Telephonic triage shall be limited to one (1) himulength unless extended service is approved &ytistomer.

(vi) Order Processing and Order Tracking: Thetiaetor shall receive delivery orders and creditic
orders. Orders may be received via phone, faxait-postal mail, or Army CHESSt e-mart Upon request, the
contractor shall provide customers the statusaeif dtelivery order.

(i) Accessibility. All electronic and informatiaechnology (EIT) procured under this contract nmset applicable
accessibility standards at 36 CFR Part 1194, ulessxception exists, or unless and to the extettihdividual
standards cannot be met with supplies or servicaitable in the commercial marketplace in time teetndelivery
requirements. For the supplies and services tiead\ailable for ordering under the contract, thet@actor shall
indicate whether each product or service is compba noncompliant with the accessibility standaati86 CFR
Part 1194, and the contractor shall indicate whdteletails of compliance can be found (e.g., cacior’s,
subcontractor’s, vendor’s or other exact websitation). The contractor shall ensure that thisrméation is kept
current and that it is easily accessible by uskrorder to facilitate compliance with accessthibtandards at the
time an order is issued, the contractor shalhatéquest of the Government, propose a complauivalent
substitute, if commercially available, within terosking days for any EIT supply or service on cocttthat does
not comply with 36 CFR Part 1194; price will be atigted with the ordering contracting officer.

(j) Delivery Orders/Credit Card Orders
(1) Ordering will be decentralized. Ordering unttex contract is authorized to meet the needd éfraly

Agencies. Orders may be placed by any contradificer in the Army. Orders may be placed by auttexd
Government contractors, as authorized under FARFar
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(2) Any request for deviation from the terms dét@ontract must be submitted to the following Caating
Officer:

Jeff Gollon

Army Contracting Command-Rock Island (ACC-RI)
1 Rock Island Arsenal

Rock Island, IL 61299-8000

Phone number: (309) 782-5369

E-mail: jeffrey.s.gollon.civ@mail.mil

(3) All orders issued under this contract are scibijo the terms and conditions of this contrddie contract
takes precedence in the event of conflict with arder.

(4) An appropriate order form that complies withH=12.204 or Credit Card form shall be issued fxte
order.

(5) In addition to any other data that may beethfbr in the contract, the following informatiohadl be
specified in each order as applicable:

(i) Date of order;

(ii) Contract and order number (Note: Order nurimigeshall be in accordance with DFARS 204.7004 —
Only the issuing office (ACC-RI) is authorized tseuthe numbers 0001-9999). Contractors placingremdursuant
to FAR 51 authorization may use their own order bars in accordance with their standard orderinméds, as
long as their order numbers are not duplicativ&o¥ernment order numbers assigned in accordanbethvist
paragraph;

(i) Point of contact (hame), commercial telepband facsimile number, and e-mail address;
(iv) Ordering Contracting Officer's commercidkighone number and e-mail address.

(v) Description of the supplies to be providedantity, and unit price (TO INCLUDE THE CONTRACT
LINE ITEM NUMBER (CLIN) AND/OR SUB-LINE ITEM NUMBER (SLIN) FROM PART B.1). Defense
Finance and Accounting Service (DFAS) requirestifieation of the CLIN/SLIN numbers on the orderiio (or
credit card form) for initial entry of orders intieeir automated payment system. When the contraatomits a
request for payment, DFAS will compare the reqémspayment of CLIN/SLINs with the order CLIN/SLINdJse
of item numbers other than CLINS/SLINs in the “lt&.” block on the order form may result in paymdatays
and excessive administrative costs to both ther@otar and the Government).

(vi) Delivery date for supplies and performaneeiqd for services.
(vii) Address of place of delivery or performaricenclude consignee.
(viii) Packaging, packing, and shipping instroas, if any.

(ix) Accounting and appropriation data and Caettésccounting Classification Reference Number
(ACRN). (DFAS requires an ACRN(s) on all orders.)

(x) Specific instructions regarding how paymearis to be assigned when an order contains multiple
ACRNSs, to permit the paying office to charge theaamting classification citations to the appromi@lLIN or
SLIN. If more than one accounting classificatigation applies to a single ordered CLIN or SLINemtify each
assigned ACRN and the amount of associated furidg esach CLIN or SLIN.
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(xi) Invoice and payment instructions to the exteot covered by the contract.
(xii) Any other pertinent information.

(6) Distribution of orders shall be made by thatcact ordering offices, in accordance with FAR, DEARS
204.2 and agency procedures.

(7) Issuance of an order shall be defined as #élte tthe order is awarded (see also Delivery Rexpgngs in
Part D paragraph 4.1.1).

(k) Contract Authority

(1) Contracting Officer's Authority. The Contrag Officer is the only person authorized to dirgltanges in any
of the requirements under this contract, and, ribstanding any provisions contained elsewhereignctntract, said
authority remains solely in the Contracting Officém the event the contractor effects any sucimgéat the direction
of any person other than the Contracting Offideg,dhange will be considered to have been madeutituthority
and solely at the risk of the contractor.

(2) Ordering Contracting Officers within the Arraye authorized to place orders within the ternthisfcontract
and within the extent of their authority. They ao# authorized to make changes to the contratisteiThe Ordering
Contracting Officers’ authority is limited to thedividual orders.

(3) Contractor’s Authority.

(i) The contractor shall not accept any instamdiissued by any person employed by the U.S. Gmeant or
otherwise, other than the Contracting Officer i@ Contracting Officer's Representative (COR) gotiithin the
limits of his or her authority.

(i) The contractor shall not in any way repradeat he is a part of the U. S. Government or tieghas the
authority to contract or procure supplies for thecant of the United States of America.

() Contract Administration. Notwithstanding thentractor’s responsibility for total managementidgrthe
performance of this contract, the administratiothef contract requires maximum coordination betwben
Government and the contractor. The following imdiinals will be the Government points of contactiigithe
performance of the contract:

(1) Contracting Officer (KO). All contract admstiation will be effected by the Contracting Office
Communications pertaining to contractual admintsteamatters shall be addressed to the KO. Nogésim or
deviation from the terms and conditions shall deaé&d without a written modification to the comtraxecuted by
the KO authorizing such changes.

(2) Contracting Officer's Representative. The t@aoting Officer shall designate a contract leveh@acting
Officer's Representatives (CORS) during the teritiisfcontract in accordance with Part C.2, DFARGIse
252.201-7000 “Contracting Officer's Representativ€OR will provide assistance in identificatiordaiesolution
of problems, conflicts in priority, subtask requirent definitions, and other operations type proklem

(3) Order Contracting Officer's RepresentativheOrdering Contracting Officer may designate iidiials to
act as Order Contracting Officer’'s Representat®R) under any resultant delivery order. Order G@Ry
provide technical guidance in direction of the wdrlat they will not be authorized to change anthefterms and
conditions of the contract or order. Order COR lvd designated by a letter of appointment from@rdering
Contracting Officer.

(m) Government-wide Purchase Card. The followiagalibes the procedures to be used for orderingsitender
this contract by using the Federal Government-wigichase card. This option to order by use of3beernment-
wide purchase card is strictly an alternative metbbordering by the Government and may be usgdiice of
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ordering by other order forms that comply with FAR204. The Government reserves the right to tamddy
terminate the use of the credit card at any time.

(1) All ordering offices may use the Governmentievpurchase card, commonly referred to as the Gowemt
"credit card,” as an alternative method of ordednd paying for purchases made under this contRgtchase card
orders are subject to all terms and condition$isftontract, unless otherwise stated in this [giowior another
provision in this contract.

(2) The purchase card is specifically designedufar by the Federal Government. The purchasectke a
typical commercial credit card. However, the auttation limitations of the purchase card are mepecific, i.e.,
only for a particular contract, monthly limitatigreertain categories of products or services, €tte purchase card
will be exclusively used for official Governmentrphases in accordance with the prices, terms, anditions of
this contract. The purchase card order limitagball be the micro-purchase threshold in-effecheFederal
Acquisition Regulation (FAR), Part 13, on the diae order is placed by an authorized cardholdeith Yéspect to
ordering authority, any authorized user of thistcaet who is an appointed, recognized Governmedewurchase
Card holder may use the purchase card as a meauosabfasing items on this contract. For purchase orders
only, this waives the requirement for use of ofieems that comply with FAR 12.204. All appointedcognized
Government-wide Purchase Card holders are sulgjestd responsible for complying with all the rulegulations,
and limits that come with his/her purchase card.

(3) Credit limits for the purchase card are ditdlby each using activity major command. Theseitcliedts
for the purchase card are the responsibility ofctieglit card holder and the approving office.

(4) The contractor shall accept firm-fixed-prigedit card orders under the contract made by usa of
authorized purchase card.

(n) Insurance. In accordance with the clause ‘fiaxste — Work on a Government Installation (FAR 28.3, Jan
1997)" and this schedule, the Contractor shall mecand maintain during the entire performanceqakedf this
contract insurance of a t least the following kiagsl minimum amounts set forth below:

(1) Workman’s Compensation and Employer’s Liabilitydresnce in accordance with the amounts specified
by the laws of the states in which the work is égplerformed under this contract. In the absencict
state laws, an amount of $100,000 shall be reqainedmaintained.

(2) General Liability Insurance: Bodily injury lialkii in the minimum amount of $500,000 per occurrence

(3) Automobile Liability Insurance in the amourit%200,000 per person and $500,000 per occurrarce f
bodily injury and $20,000 per occurrence for propeamage.

(o) Reserved
(p) Continued Performance during Support of Ci8tsations, Contingency or Exercise
(1) Overview.

(i) The requirements of this Contract have belemiified by the U.S. Government as being essetatigile
mission and operational readiness of the U.S. Ar8eices operating worldwide; therefore, the catr may be
required to perform this Contract during crisisiattons (including war or a state of emergencyjtiogencies or
exercises in the identified area of operations kisown as theatre of operations, subject to thairements and

provisions listed below.

(ii) The contractor shall be responsible for parfing all requirements of this contract notwitimstisng
crisis situations, contingencies or exercisesuiiclg but not limited to the existence of any statevar, whether
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declared or undeclared, or state of emergencyhéynited States or the host nation, commencenidmsilities,
internal strife, rioting, civil disturbances, ortiadties of any type which would endanger the wedfand security of
U.S. Forces in the host nation. Failure by thetremtor to perform may subject the contractor terenination of
this contract for cause. If a crisis situatiomtiiogency, or exercise is determined, an equitatljastment may be
negotiated.

(iii) Crisis situations and contingency operatigtall be determined by the overseas theater Cadena
in-Chief, or when Defense Readiness Condition (DEBRE Three (3) is declared for that area.

(iv) Contractor personnel and dependents maytegiated into Government contingency plans, and
afforded the same rights, privileges, protectiom priority as U.S. Government personnel. The Guwent may
provide security, housing, and messing facilit@sdontractor personnel and dependents should tonsliwarrant.

(v) The contractor shall agree to:

(A) Assure that formal company policies and pehres effectively address the obligations in this
clause, and that all employees associated witrctnigract are fully aware of those specified pekciprocedures,
and obligations.

(B) Obtain from each employee engaged in arsiscsituation connected with performance of this
contract a written agreement that states that soghloyee agrees to the obligations imposed bypttaigision.
These employee agreements shall be submitted totiteacting officer before such employee perfoamg work
required by this contract.

(C) Provide copies of any and all employmentagtents to the Government upon request.
(2) Management.

(i) The Contractor shall ensure that all conwaeimployees, including sub-contractors, will coynpith
all guidance, instructions, and general ordersiegiple to U.S. Armed Forces and DOD civilians &asdied by the
Theater Commander or his/her representative. Witlisnclude any and all guidance and instructiGssued based
upon the need to ensure mission accomplishmermg farotection and safety.

(ii) The contractor shall comply, and shall erstirat all deployed employees and agents compti, wi
pertinent Service and Department of Defense direstipolicies, and procedures. The contractof ehalire
compliance with all Federal statutes, judicial iptetations and international agreements (e.gtustaf Forces
Agreements, Host Nation Support Agreements, eppli@able to U.S. Armed Forces or U.S. citizenthie area of
operations. The Contracting Officer will resolspites. Host Nation laws and existing Statusatés
Agreements may take precedence over contract sxgeaints.

(iif) The contractor shall take reasonable stepansure the professional conduct of its emplogeelssub-
Contractors.

(iv) The contractor shall promptly resolve, te #atisfaction of the Contracting Officer, all aaator
employee performance and conduct problems idedtifiethe cognizant Contracting Officer or Contragti
Officer's Representative.

(v) The Contracting Officer may direct the contra, at the contractor’s expense, to remove daogpany
contractor employee failing to adhere to instrutdiand general orders issued by the Theater Conenanthis/her
designated representative.

(3) Accounting for Personnel. As directed by @antracting Officer or Contracting Officer’s repeesative
and based on instructions of the Theater Commattteontractor shall report its employees, inaigdhird
country nationals, entering and/or leaving the afegperations by name, citizenship, location, SbSecurity
number (SSN) or other official identity documentmher.
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(4) Risk Assessment and Mitigation.

(i) The contractor shall ensure physical and wedivaluations are conducted on all its deployahtdor
mission essential employees to ensure they arecalfdiit and capable of enduring the rigors of ldgment in
support of a military operation.

(ii) If a contractor employee departs an areaparations without contractor permission, the cwstor
shall ensure continued performance in accordanttethe terms and conditions of the contract. éf tbntractor
replaces an employee who departs without permisti@replacement is at contractor expense and lmeust place
within five days or as directed by the Contraci@igicer.

(iii) The contractor shall prepare plans for spf military operations as required by contracas
directed by the Contracting Officer.

(iv) For badging and access purposes, the cdatraball provide the Contracting Officer or Cowting
Officer’'s Representative a list of all employeexliiding qualified subcontractors and/or local vensteing used
in the area of operations) with all required idiedition and documentation information.

(v) As required by the operational situation, @@vernment will relocate contractor personnel (\ah®
citizens of the United States, aliens residenh@United States or third country nationals, netdent in the host
nation) to a safe area or evacuate them from & @froperations. The U.S. State Department lsgponsibility for
evacuation of non-essential personnel.

(vi) The contractor shall brief its employeesarting the potential danger, stress, physical égpdsand
field living conditions.

(vii) The contractor shall require all its empd@g to acknowledge in writing that they understhed
danger, stress, physical hardships and field li¢imgditions that are possible if the employee dgpio support of
military operations.

(viii) The contractor shall designate a pointohtact for all of its plans and operations andldih an
operations center to plan and control the contrat#ployment process and resolve operational issithghe
deployed force.

(5) Force Protection. While performing dutiesactordance with the terms and conditions of theraot) the
Service will provide force protection to contraceamployees commensurate with that given to Segmsicy
(e.g., Army, Navy, Air Force, Marine, and Defensmlstics Agency (DLA)) civilians in the operatioarea.

(6) Vehicle and Equipment Operation.

(i) The contractor shall ensure employees pogbes®quired civilian licenses to operate the popant
necessary to perform contract requirements inttbater of operations in accordance with the statéwfevork.

(ii) Before operating any military owned or ledssguipment, the contractor employee shall propigef
of license (issued by an appropriate Governmeniflagity) to the Contracting Officer or Contracti@dficer’s
Representative.

(iif) The Government, at its discretion, may traind license contractor employees to operateanyilit
owned or leased equipment.

(iv) The contractor and its employees shall bd fantly and severably liable for all damagesuléag
from the unsafe or negligent operation of militawyned or leased equipment.

(7) On-Call Duty or Extended Hours.



W91QUZz-07-D-0010
P00017
Page 26 of 65

(i) The contractor shall be available to work -call” to perform mission essential tasks as deddiy the
Contracting Officer.

(i) The Contracting Officer, or Contracting Qféir's Representative, will identify the parametafréon-
call” duty.

(i) The contractor shall be available to workended hours to perform mission essential taskkrasted
by the Contracting Officer.

(iv) The Contracting Officer may negotiate anigaple adjustment to the contract/ order concerning
extended hours, surges, and overtime requirements.

(8) Clothing and Equipment Issue. The contraskall ensure that Contractor employees possesgtessary
personal clothing and safety equipment to execoméract performance in the theater of operatioracitordance
with the statement of work. Clothing should bdidigive and unique and not imply that the conwaés a military
member, while at the same time not adversely affgche Government’s tactical position in the field

(9) Legal Assistance. The contractor shall engangersonnel deploying to or in a theater of afiens are
furnished the opportunity and assisted with makiflts as well as with any necessary powers of atgrprior to
deployment processing and/or deployment.

(10) Medical

(i) The contractor shall be responsible for pdawy employees who meet the physical standards and
medical requirements for job performance in theégtesed theater of operations.

(i) When applicable, the Government may provideontractor employees deployed in a theater of
operations emergency medical and dental care cosurate with the care provided to Department of bede
civilians deployed in the theater of operations.

(i) Deploying civilian contractor personnel shearry with them a minimum of a 90-day supplyaofy
medication they require.

(11) Passports, Visas and Customs.

(i) The contractor is responsible for obtainitigpassports, visas, or other documents necessamyter
and/or exit any area(s) identified by the ContragtDfficer for contractor employees.

(i) All contractor employees shall be subjecthie customs processing procedures, laws, agresraedt
duties of the country to which they are deploying ¢he procedures, laws, and duties of the UnitateS upon re-
entry.

(iif) The Contracting Officer will determine arstipulate the allowability and allocability of pagmt for
entry/exit duties on personal items in possessfaontractor employees per U.S. Customs Servies rand
restrictions.

(iv) The contractor shall register all personnih the appropriate U.S. Embassy or Consulate.

(12) Living Under Field Conditions. If requestieglthe contractor, the Government may provide treetor
employees deployed in the theater of operationgduévalent field living conditions, subsistencemezgency
medical and dental care, sanitary facilities, rdalivery, laundry service, and other available suppfforded to
Government employees and military personnel irthieater of operations. If the above support iotieted in the
contract, at any level, the Government will recaieasideration.
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(13) Morale, Welfare, and Recreation. The Govemninwill provide to contractor employees deployedhie
theater of operations morale, welfare, and reayaaervices commensurate with that provided to Byt of
Defense civilians and military personnel deployethie theater of operations.

(14) Status of Forces Agreement.

(i) The Contracting Officer will inform the comirtor of the existence of all relevant Status otEs
Agreements (SOFA) and other similar documents,paodide copies upon request.

(ii) The contractor shall be responsible for atiteg all necessary legal advice concerning theean
meaning, application, etc., of any applicable SQFhsl similar agreements.

(iif) The contractor shall adhere to all relevamyvisions of the applicable SOFAs and other simiélated
agreements.

(iv) The contractor shall be responsible for jpdang the Government with the required documentat®
acquire invited Contractor or technical expertugaif required by SOFA.

(15) Tour of Duty/Hours of Work

(i) The Contracting Officer, or Contracting Offics Representative, will provide the contractothvihe
anticipated duration of the deployment.

(ii) The contractor, at his/her own expense, mudgte contractor employees into and out of thatdre
provided there is not degradation in mission. Gtetractor shall coordinate personnel changesthih
Contracting Officer.

(iii) The Contracting Officer will provide the atractor with the anticipated work schedule.

(iv) The Contracting Officer, or Contracting Q#fir's Representative, may modify the work schettule
ensure the Government’s ability to continue to exedts mission.

(16) Health and Life Insurance. The contract@llstnsure that health and life insurance benpfidsided to
its deploying employees are in effect in the theat@perations and allow traveling in military veles. Insurance
is available under the Defense Base Act adminigtbyethe Department of Labor.

(17) Next of Kin Notification. Before deploymetlie contractor shall ensure that each contrachpl@yee
completes a DD Form 93, Record of Emergency Datd,@ad returns the completed form to the desighate
Government official.

(18) Return Procedures.

(i) Upon notification of redeployment, the Comttiag Officer will authorize contractor employeavel
from the theater of operations to the designatetl@® Replacement Center (CRC) or individual deployhsite.

(ii) The contractor shall ensure that all Goveemtrissued clothing and equipment provided to the
contractor or the contractor's employees are rewito Government control upon completion of thelagpent.

(iif) The contractor shall provide the Contragti®@fficer with documentation, annotated by the indng
Government official, of all clothing and equipmeeturns.

(19) Special Legal Considerations.

(i) Public Law 106-523. Military Extraterritofidurisdiction Act of 2000:Amended Title 18, US Code, to
establish Federal Jurisdiction over certain crithaffenses committed outside the United Statesdrgqns
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employed by or accompanying the Armed Forces, anbgnbers of the Armed Forces who are released or
separated from active duty prior to being identiféxd prosecuted for the commission of such offgresed for
other purposes.

(ii) Applicability: This Act applies to anyonehe engages in conduct outside the U.S. that would
constitute an offence punishable by imprisonmentfore than one year, the same as if the offenddbaan
committed within the jurisdiction of the U.S. Therson must be employed by or accompanying the difroeces
outside the U.S.

(q) Security Requirement

(1) Although it is unknown exactly how many persavill be required to have any and all levels aisigy
clearance, the Government may require securityateas, perhaps higher than top secret (top sgoeetalized
compartmentalized information), for performanceny order under this contract. A general DD Forrh B5
provided as Attachment D.4. A specific DD Form 2fH be incorporated for individual orders, as u@qd.

(2) The Contractor shall provide sufficient pensenwith the required security clearances to penftre work
as specified in individual orders. The personnalldie cleared personnel in accordance with thesel@ntitled
Security Requirements. If satisfactory securitaagements cannot be made with the contractorgetiigned
services shall be obtained from other sources.

(3) The level of classified access required dhalindicated in the individual order. Contractergpnnel not
requiring a personnel security clearance, but perifoy Automated Data Processing (ADP) sensitivéedutre
subject to investigative and assignment requiresngxitv DoD 5200.2R, DoD Personnel Security Progrand
affiliated regulations.

(4) The contractor shall bear the cost of any scclearances required for order performance.
(r) Commercial Software Licenses

(1) Commercial software and software documentadiglivered under this contract shall be subjethéoterms
of this clause and the governing commercial proticehse, to the extent the latter is consistett Wederal law
and FAR 12.212. Notwithstanding the foregoing,dbenmercial product license shall apply only ifapyg of the
license is provided with the delivered product.tie event of conflict between this clause andctiramercial
software product license, this clause shall govern.

(2) All software shall, as a minimum, be licensed priced for use on a singlemputer or for use on any
computer at a particular site.

(3) The license shall be in the name of the Uz&/ernment.
(4) The license shall be perpetual (also refetoems a nonexclusive, paid-up, world-wide license).

(5) Software and software documentation shalldogided with license rights no less than rightsvmted with
the software and the software documentation whiehtedhe public.

(6) The license shall apply to any software chargyenew releases.
(s) Accounting for Contract Services

The Office of the Assistant Secretary of the Arddagpower and Reserve Affairs) operates and maisisecure
Army data collection site where the contractor wefbort ALL contractor manpower (including subcawtor
manpower) required for performance of this contrddte contractor is required to completely fillat the
information in the format using the following webtidaesshttps://contractormanpower.army.pentagon.riihe
required information includes: (1) Contracting i0df Contracting Officer, Contracting Officer’s Tretcal
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Representative; (2) Contract number, including &gk delivery order number; (3) Beginning and egdiates
covered by reporting period; (4) Contractor nangelrass, phone number, e-mail address, identitpiofractor
employee entering data; (5) Estimated direct ldtmars (including subcontractors); (6) Estimate@ditabor
dollars paid this reporting period (including subtractors); (7) Total payments (including subcoctives); (8)
Predominant Federal Service Code (FSC) reflecémges provided by contractor (and separate pragothFSC
for each subcontractor if different); (9) Estimatkata collection cost; (10) Organizational titls@sated with the
Unit Identification Code (UIC) for the Army Requig Activity (the Army Requiring Activity is respoitde for
providing the contractor with its UIC for the pugas of reporting this information); (11) Locatiomlsere
contractor and subcontractors perform the workdi$ied by zip code in the United States and neaiggt country,
when in an overseas location, using standardizetenolature provided on website); (12) Presenceployment
or contingency contract language; and (13) Numibepntractor and subcontractor employees deploydkdater
this reporting period (by country). As part of sighmission, the contractor will also provide tkéreated total cost
(if any) incurred to comply with this reporting tégement. Reporting period will be the period efformance not
to exceed 12 months ending September 30 of eachr@ment fiscal year and must be reported by 31 lg2ctof
each calendar year. Contractors may us a diredt dMa transfer to the database server or filhinfields on the
website. The XML direct transfer is a format faartsferring files from a contractor’'s systems te skecure web site
without the need for separate data entries for eaghired data element at the web site. The dpdoiimats for the
XML direct transfer may be downloaded from the géb.

(t) Technology Refreshments — Changes to contatatags will be provided for upgrades and advancesne
technology for existing equipment category itena ttan be determined to be within the general sobpiee
contract. This provision also applies to catalegatndants and derivatives.

(1) After award of the contract, the contractor shafiiesh existing contract catalogs with added, ddler
revised items for the contract Equipment CategdriNS in accordance with the provisions in this satip This
subpart is not applicable to proposals for Cat&eglacements, Additions, and Deletions; New Teabmglor for
a change to a contract CLIN Description.

(2) Under this subpart, refreshed contract catatgs shall be subject to the provisions of paapgrB.1 (a) of
the contract.

(3) The contractor agrees with respect to suchlagtrefreshments, that:

(i) Items shall be provided at the contractuatdunt governing the catalog(s) specified for theipent
equipment category.

(ii) Items shall be compliant with the terms arwhditions of the contract and with Federal lawg an
regulations.

(i) Items shall be within the scope of the jr@@ht equipment category descriptions set fortRant B of
the contract.

(iv) Non-compliant and out-of-scope items shalldiiminated from revised catalogs for orderingooses
and shall not be purchasable under the contract.

(v) Items placed on catalog shall be temporaeimoved and ordering for the items suspended within
hours of a challenge by the Contracting Officet tha items are non-compliant or out-of-scope.

(vi) Items determined by the Contracting Offiteibe non-compliant and out-of-scope items will be
permanently removed.

(vii) For orders containing non-compliant and-ofiscope items not accepted by the contractor, the
contractor shall immediately notify the customethd items that are not available for purchase.
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(viii) Orders containing non-compliant and out-abpe items accepted by the contractor for fulfilinleut
not shipped: contractor shall immediately pull iieens from processing and notify the customer thattems are
not available.

(ix) Orders containing non-compliant and out-ofge items already shipped: contractor shall imately
provide order numbers, quantity shipped, totalats|lname, and address of customer to the Comigacfificer.

(x) Catalogs will be refreshed at a minimum of®@mvery quarter per year during the first weeks of
January, April, July, and October.

(xi) Catalog refreshments will be submitted te Bovernment in coordination with the update to the
contractor’s catalog CLIN web link.

(4) The Government reserves the right to suspedering under the contract for reoccurring viaas of the
terms of the agreement in paragraph (t)(3), abdve right of suspension is in addition to andinaubstitution of
any other rights of the Government under the cohtra

(5) Upon the written request of the contractorpmsing a catalog change that adds or deletes ittmspntract
shall be modified to reflect the change, subjedh&ofollowing conditions:

(i) The request must notify the Contracting €dfi of the effective date of a catalog changeddds
items.

(ii) The addition shall be effective on the etfee date of the catalog change if the addition besn
published in the web-based ordering mechanismhiocontract by that date; or, if the addition iblghed in the
web-based ordering mechanism later, on the daelafcation.

(iii) The request must notify the Contracting ioéf of the effective date of a catalog change diede¢tes
items.

(iv) The deletion shall be effective on the effee date of the catalog change if the deletionbeen
published in the web-based ordering mechanismhfocontract by that date; or, if the deletion iblghed in the
web-based ordering mechanism later, on the dateldfcation.

(v) The deletion shall not apply to orders isspedr to the effective date, unless the inabilaydeliver
results from causes beyond the control and withtmeifault or negligence of the contractor, witthe meaning of
the Default clause.

(6) The written request shall:

(i) Indicate that the proposed catalog changilsmitted under the authority of this subpart;

(ii) Identify the Catalog CLIN to which a propakeatalog change is related;

(i) 1dentify the catalog change by unique napublication number or similar unique identifier;

(iv) Indicate the effective date of the catalbguege;

(v) Indicate the date of publication if the catachange has been implemented by publication @mwéb-
based ordering mechanism for the contract;

(vi) Indicate whether the catalog change has Ipdszed in the archive on the Army CHESS website as
required by paragraph B.1(a)(2); and
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(vii) Include an electronic version of a revidedrt B CLIN list reflecting the catalog change doilitate
modification of the contract. Proposed cataloghges may be aggregated by the government before
effecting a modification to the contract.

(7) Notwithstanding any other provision of thigopart, the contractor has a continuing obligativer the life
of the contract to provide all of the items in BeIN Description for each of the Catalog Items CEIN

(u) Catalog Replacements, Additions and Deletions.

(1) After award of the contract, the contractoryrpeopose, in writing, catalog replacements, addg#j and
deletions. This subpart is not applicable to pegp@for Technology Refreshments or New Technolohye
proposed catalog replacements, additions, andioledethat are acceptable to the Government shatidwiified to
the contract. The proposed catalog replacemetdti@ns, and deletions shall comply with the fellag
conditions:

(i) Catalogs shall be subject to the provisiohparagraphs B.1 (a) of the contract.

(i) Items from the replacement catalogs shalpb@posed, at a minimum, at the contractual distoun
governing the catalog(s) specified for the pertiregjuipment category. As part of the proposed gbsthe
contractor shall submit a price proposal to thet@aring Officer for evaluation. Prices will begatiated, and the
final discount of the replacement catalog itemdl &leaas agreed to by the Government.

(i) Items shall be compliant with the terms arahditions of the contract and with Federal land a
regulations.

(iv) Items shall be within the scope of the peatit equipment category descriptions set forthairt B of
the contract.

(2) The change proposal shall:
(i) Provide the proposed effective date of aloat change;
(i) Indicate that the proposed catalog chasgeubmitted under the authority of this subpart;
(i) Provide the reason for the addition, req@ment or deletion;
(iv) Identification of the Catalog CLIN to whichproposed catalog change is related;
(v) Identification of the catalog change by wrégname/publication number or similar unique idfeanti

(vi) Include an electronic version of a revisecadded Part B CLIN reflecting the catalog chatage
facilitate modification of the contract; and

(vii) Pricing information adequate to establiek reasonableness of the proposed discount. When
available, include the GSA Schedule pricing, theA&8hedule Number, and a hyperlink, if possible.

(3) The change shall not apply until notificatioirapproval in writing by the Procurement ContragtOfficer.
Proposed catalog changes may be aggregated byotrexr@nent before effecting a modification to thatcact.

(4) Notwithstanding any other provision of thigpart, the contractor has a continuing obligativer the life
of the contract to provide all of the items in BEIN Description for each of the Catalog Items CEIN

(v) New Technology — Provides for new functionalibt available on the contract that can be detsgthio be
within the general scope of the contract. A newNCar SLIN will be added to the contract for thedétbn of new
technology upon Government approval. Prices wvélhbgotiated.
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(1) The Government may solicit, and the contraig@ncouraged to propose independently, technology
improvements for hardware, software, specificati@nsther requirements of the contract. These beagroposed
to save money, to improve performance, to saveggney satisfy increased data processing requirémenfor any
other valid purpose that represents an advantatie tGovernment. Items shall be compliant withtérens and
conditions of the contract. This subpart is ngila@able to proposals for Technology RefreshmentSatalog
Replacements, Additions, and Deletions.

(2) As part of the proposed changes, the comrattall submit a price proposal to the Contrac@ifjcer for
evaluation. Proposed new technology items thaheceptable to the Government will be processed as
modifications to the contract. As a minimum, tbédwing information shall be submitted by the aactor with
each proposal:

(i) A description of the difference between thkéstng contract requirement and the proposed ohaaigd
the comparative advantages and disadvantageslof eac

(ii) Itemized requirements of the contract thaisirbe changed if the proposal is adopted, angritygosed
revision to the contract for each such change;

(i) An estimate of the changes in performanad price, if any, that will result from adoption thie
proposal. An item-by-item summary of any comméngiiing of the items including a reference artayperlink,
if possible, to the source of the commercial prigéhen available, include the GSA Schedule pricihg,GSA
Schedule Number, and a hyperlink, if possible. @deatractor may be required to provide a minimurthoée
competitive quotes;

(iv) An evaluation of the effects the proposedrudes would have on collateral costs to the Governym
such as government-furnished property costs, asts of related items;

(v) A statement of the time by which the contmactdification adopting the proposal must be isss@ds
to obtain the maximum benefits of the changes duttie remainder of this contract including suppartiationale;

(vi) An electronic version of a revised Part BINList reflecting the change to facilitate modé#iton of
the contract; and

(vii) Any effect on the contract completion tiraedelivery schedule shall be identified.

(3) The Government will not be liable for propope¢paration costs or any delay in acting uponm@oposal
submitted pursuant to this clause. The contrdwsra right to withdraw, in whole or in part, amgmosal not
accepted by the Government within the period spgetif the proposal. The decision of the ContrerOfficer as
to the acceptance of any such proposal under ¢insact is final and not subject to the "Disputelsiuse of this
contract.

(4) If the Government wishes to test and evalaateitem(s) proposed, the Contracting Officer vgdlue
written directions to the contractor specifying wham(s) will be tested, where and when the itgm(# be tested,
to whom the item(s) is to be delivered, and the lpemof days (not to exceed 90 calendar days) tigaiteém will be
tested.

(5) The Contracting Officer may accept any propssamitted pursuant to this clause by giving tbaetractor
written notice thereof. This written notice will lgéven by issuance of a modification to this cocttrdJnless and
until a modification is executed to incorporateragmsal under this contract, the contractor sleatiain obligated to
perform in accordance with the requirements, teantsconditions of the existing contract.

(6) If a proposal for technology refreshmentdsepted and applied to this contract, the equitatjestment
increasing or decreasing the contract price stealhlaccordance with the procedures of the “Chdngjasse. The
resulting contract modification will state thatstmade pursuant to this clause.
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(w) Mandatory Use of Contractor to Government Etadc Mail

(1) Unless exempted by the Contracting Officewiiting, communications after contract award shall
transmitted via electronic mail (e-mail). This Blraclude all communication between the Governmaamd the
contractor except Contract Awards, Contract Modifiens, Proposals, Procurement Sensitive Informatio
Classified Information and Proprietary InformatioReturn receipt will be used if a commercial apgtiion is
available. ACC-RI will announce commercial apgiicas for these items when they are availablethat time the
above items will also be sent via e-mail.

(2) The format for all communication shall be catiple with the following:

Microsoft Office Word 2003
Microsoft Office Excel 2003
Microsoft Office PowerPoint 2003 for presentatihides

(3) Files larger than 5 megabytes must use aliemaans of transmission such as, File TransfaoBoh Win
fax or any Fax Modem. (Note: This includes bdth text message and the attachment). If an ateathisiin
binary format, the number of bytes for the attachiniecreases by 33%. Large items can be put dnatid mailed
with the Contracting Officer’s approval.

(4) A copy of all communications, with the exceptiof technical reports, shall be provided to tbetact
specialist.

(5) The following examples include, but are naotited to, the types of communication that shaltreesmitted
via e-mail:
Routine Letters
Requests for Proposals under the contract
Price Issues (except contractor pricing datg)rApals/Disapprovals by the Government
Technical Evaluations of Contract Items
Clarifications
Configuration Control
Drawings (not to exceed % megabyte)
Revised Shipping Instructions
Change Order Directions

(6) In order to be contractually binding, all Gowment communications must be sent from the Cotitigic
Officer’s e-mail address and contain the /s/ synaimlve the Contracting Officer’s signature blodihe contractor
shall designate the personnel with signature aityfmvho can contractually bind the contractor. Bithding
contractor communication shall be sent from theatgre authority's e-mail address.

(7) The Government reserves the right to upgraderhore advanced commercial application at ang tim
during the life of the Contract.

(8) Upon award, the contractor shall provide tlwai€acting Officer with a list of e-mail addressesall
administrative and technical personnel assignekdisoContract.

(9) The Contracting Officer's e-mail addressjistfrey.s.gollon.civ@mail.mil The Contract Specialist's emaljl
address isdonald.d.smith56.mil@mail.milThe Contracting Officer's Representative’s edraddress is
sophia.d.scott.civ@mail.milThe Technical Point of Contract’s e-mail addnegkbe specified on each order, as
applicable.

(x) Mandatory Use of Government to Government Etegt Malil
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(1) Unless exempted by the Contracting Officewiiting, communication after contract award between
Government agencies shall be transmitted via @leictmail (e-mail).

(2) The following examples include, but are naoitited to, the types of communication that shaltreesmitted
via e-mail:

Instructions to Contract Ordering Officer
Instructions to Defense Finance Administratiem&es
Instructions to Defense Contract Audit Agency

(3) See Mandatory Use of Contractor to Governrigattronic Mail, for further guidance.
(y) United States Forces, Korea Invited Contractors Technical Representatives:

(1) USFK Regulation 700-19 establishes policiedfoited States Forces, Korea (USFK) invited caritres
and technical representatives concerning theinstamder the United States of America and the RepobKorea
(U.S.-ROK) Status of Forces Agreement (SOFA) aredalgistic support (corporate and individual) thety be
provided by this command.

(2) DoD contracting offices preparing contract®éoperformed in the ROK by personnel of the UrShivd-
country national contractors shall coordinate it Assistant Chief of Staff (ACOF), Acquisition Regement,
HQ USFK, and the USFK sponsoring agency in accarglavith Chapter 2, Section Il, of this regulation.

(2) Invited Contractor Or Technical RepresentaBtatus Republic of Korea:

(1) Invited contractor or technical representasitaus under the U.S.-ROK SOFA is subject to thttem
approval of HQ USFK, ACofS, Acquisition Management.

(2) The contracting officer will coordinate withQHUSFK, ACofS, Acquisition Management, in accordanc
with DFARS, subpart 225.801, and USFA Reg 700-IBe ACofS, Acquisition Management, will determihe t
appropriate contractor status under the SOFA atifi/ribe contracting officer of the determination.

(3) Subject to the above approval, the contraatetuding their employees and lawful dependentsy lre
accorded such privileges and exemptions as spadifithe U.S.-ROK SOFA, and implemented per USFIi§ Re
700-19, subject to the conditions and limitatiomposed by the SOFA and this regulation. Thosdlpges and
exemptions may be furnished during the performgmeeed of the contract, subject to their availapiind
provided the invited contractor or technical repreative status is not withdrawn by USFK. It is tesponsibility
of the Contracting Officer issuing the order to oiégte any SOFA privileges and compensation fos¢horivileges
between the Government and Contractor.

(4) The contractor officials and employees perfagrunder this contract collectively and separatedyrant
that they are not now performing, nor will perfoduring the period of this contract, any contracvises or
otherwise engage in business activities in the R@¥r than those pertaining to the U.S. armed force

(5) During performance of the work in the ROK riggd by this contract, the contractor will be gaweat by
USFK regulations pertaining to the direct hiringlahe personnel administration of Korean Natiomaplyees.

(6) The authorities of the ROK will have the rigbtexercise jurisdiction over invited contractarsl technical
representatives, including officials and employaed their dependents, for offenses committed iR and
punishable by the laws of the ROK. In recognitidnthe role of such persons in the defense of (D& Rhey will
be subject to the provisions of Article XXIl, U.BOK SOFA, related Agreed Minutes and Understandargs
Implementation. In those cases in which the aitiberof the ROK decide not to exercise jurisdiatithey shall
notify the U.S. military authorities as soon asgioie. On such notification, the military authag will have the
right to exercise such jurisdiction over the pessmferred to, as is conferred on them by the latheUnited
States.



W91QUZz-07-D-0010
P00017
Page 35 of 65

(7) Invited contractors and technical represeveatagree to cooperate fully with the USFK spomgpaigency
and responsible officer on all matters pertainmipgistic support. In particular, contractorslyilovide prompt
and accurate reporting of changes in employeesststuequired by this regulation to the assignedsguring
agency. Except for contractor aircrews flying Kéitiy Airlift Command missions, all U.S. contract@esrforming
work on United States Air Force classified contsagiil report to the nearest Security Police Infation Security
Section for the geographical area where the canisdo be performed.

(8) Invited contractor and technical representasitatus will be withdrawn by USFK on—
(i) Completion or termination of the contract

(i) Proof that the contractor or employees argaged in business activities in the ROK other thase
pertaining to U.S. armed forces.

(iii) Proof that the contractor or employees @ngaged in practices illegal in the ROK or areatioly
USFK regulations.

(9) It is agreed that the withdrawal of the inditntractor or technical representative statuengrof the
privileges associated herewith by the U.S. Governimwill not constitute grounds for excusable ddignythe
contractor in the performance of the contract,wdrit justify or excuse the contractor defaultitige performance
of this contract; and such withdrawal will not seas a basis for the filing of any claims agaihstW.S.
Government if the withdrawal is made for the reasstated in subparagraph h, above. Under no cgtanoes will
the withdrawal of such status or privileges be @ered or construed as a breach of contract bytBe
Government. The determination to withdraw SOFAustand privileges by USFK shall be final and birgdon the
parties unless it is patently arbitrary, capricicarsd lacking in good faith.

(aa) Technical Representative SOFA benefits (ROKL®N Article | of the SOFA 14 Joint Committee Meeting
allows USFK to provide benefits to technical repreatives. The following benefits are conferredanthis
contract to those designated as technical repratbest:

(1) Access to and movement between U.S. armeéddexilities and areas as provided for in Arti|eAccess
of Vessels and Aircratft.

(2) Entry into the ROK as provided for in Articléll, Entry and Exit.
(3) Exemption from customs duties and other singrges as provided for in Article IX, Customs andiBs.

(4) Use of non-appropriated fund organizationprasided for in Article XllI, Non-appropriated Fund
Organizations.

(5) Exemption from foreign exchange controls as/ted for in Article XVIII, Foreign Exchange Conts.

(6) Use of military banking facilities as providémt in Article XIX, Military Payment Certificates.

(7) Use of military post offices as provided farArticle XX, Military Post Offices.

(8) Use of utilities and services as providedifoArticle VI, Utilities and Services.

(9) Exemption from the laws and regulations of R@K with respect to terms and conditions of emplewt as
provided for in Article XVII, Labor. (However, caoractors that directly hire Korean Nationals mustply with

USFK Regulation 690-1, and other applicable USHjutations concerning the employment of Korean Nwtis.)

(10) Exemption from ROK taxes as provided for iidde XIV, Taxation.



W91QUZz-07-D-0010
P00017
Page 36 of 65

(11) Although subject to ROK criminal jurisdictipoontractor personnel shall be granted the priotests
provided for in Article XXII, Criminal Jurisdiction

(12) Licensing and registration of privately ownaghicles as provided for in Article XXIV, Vehicknd
Driver’s Licenses.

(ab) Logistic Support (ROK Only):

(1) Logistic support, corporate and individual,yniee provided to USFK invited contractors and téchin
representatives only in accordance with the U.SKEBOFA, USFK regulations, subject to availabiliand on a
reimbursable basis. Based upon eligibility, indivals may be provided the below listed logisticeaurpbased on
Individually Sponsored Status (unless specificakgluded by the terms of the contract).

(i) SOFA status for contractor employee (exclugeployee’s dependents).

(i) Duty-free importation privileges in accordanwith SOFA and USFK regulations.
(iif) DD Form 1173 (Uniformed Services ldentiftaan and Privilege Card).

(iv) USFK Form 73 (USFK Ration Control Plate) filansize — one (for employee only).

(v) PX or BX privileges family size—one.

(vi) Commissary privileges (only authorized ifnt@actor employee is going to be in the ROK for enor
than 60 days; family size—one).

(vii) Class VI store privileges (family size—one).

(viii) Purchase of gasoline and Petroleum, Qilj &ubricants (POL) products at PX or BX facilities

(ix) Military postal service privileges for persal mail only (Army post office and fleet post cff).

(x) Military banking and credit union privileges.

(xi) Motor vehicle operator’s permit.

(xii) Registration of one privately owned vehiger family.

(xiii) Registration of pets and firearms.

(xiv) Medical services on a reimbursable basis.

(xv) Dental services for emergency care only eeimbursable basis.

(xvi) Mortuary services on a reimbursable basis.

(2) To be individually sponsored for ration comjparposes, the contractor employee must be iricagtatus of

30 hours or more per week on this contract, andither than local hire AND perform in ROK less tHagear. If
paid status is 29 or fewer hours per week on thigract, no support will be authorized.

(i) No support for dependents is authorized.

(i) Local hire is defined as a U.S. or third-otty national employee who is ordinarily residenthie U.S.
but was hired in the ROK and has no transportagneement with the employer.
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(3) Corporation Logistic Support. USFK may pravidgistic support to corporations that have been
designated as invited contractors or technicalesgmtatives by HQ USFK, ACofS, Acquisition as foléo

(i) SOFA status exemptions. (See paragraphetitTechnical Representative SOFA Benefits (ROK
Only),” above).

(i) Use of postal facilities for corporate malinot authorized unless authorized under individetivery
order.

(i) All other corporate logistic support (fuplrchases and registration of company-owned vehicle
authorized) must be coordinated between the cdmpoffice and the USFK sponsoring agency and aygad by
the USFK sponsoring agency before contract perfooman ROK.

(ac) Logistic Support (Overseas Locations Only)

(1) Upon the contractor’s request, the Governmeay provide logistical support to U.S. citizen cawtor
personnel and their dependents. The Governmeatdardance with applicable regulations and colivigpl
provisions of the intergovernmental agreement,aargject to the individual capability or limitatiaf the
installation concerned and the approval of theaitetton commander, may make available within therseas
theater the following items of logistical suppoBachelor Officers Quarters (BOQ) on a space abklbasis;
emergency and routine medical care; emergency ldeari; transportation; banking privileges; autefising;
Petroleum, Oil and Lubricants (POL); school faihkt(Priority Il - space available, tuition payibgsis); PX and
Commissary privileges; open mess; postal serviog; PO and club privileges.

(2) Itis agreed that the withdrawal of the inditontractor or technical representation statuangrof the
privileges associated therewith by the U.S. Govemminrshall not constitute grounds for excusablaydbl the
contractor in the performance of the contract,siall it justify or excuse the contractor defaudtin the
performance of this contract; and such withdrawallsot serve as a basis for the filing of anyrokagainst the
U.S. Government. Except, if the cause of the reaho¥/logistical support is a result of the termsl @onditions of
the respective order, then the Government willdzpiired to evaluate the situation and allow for eawsions, if
feasible, to the requirements of the order. Umaecircumstances will the withdrawal of such statugrivileges
be considered or construed as a breach of cotityatie U.S. Government. The determination to wilkdthe
status of privileges by the Contracting Officertiner such competent U.S. Officer, will be finatldinding upon
the parties unless it is patently arbitrary, captis and lacking in good faith.

(3) Conduct of Contractor Personnel: If the Caciing Officer finds it to be in the best interekthe
Government, within the foreign environment in whible contractor will be performing outside the lisnf the
United States and its possessions, he may atmeydiiring the performance of this contract orderabntractor to
remove any of his personnel from further perforneamcder this contract for reasons of their moraratter,
unethical conduct, security reasons, and for vimadf installation regulations. In the event thdiecomes
necessary to replace any contractor personnehfpofthe above reasons, the contractor shall dléaosts
associated with such removal including the costshfe replacement of any personnel so removed. cbh&ractor
or contractor personnel shall be responsible feré¢hurn of all logistical support items (i.e., ¢Brds, ration cards,
POV tags and registration, POV and GOV operatmentes, etc.) prior to departure from an overaeza of
operation.

(ad) Release of News Information

No news release (including photographs and fifpablic announcements, denial or confirmation of span
any part of the subject matter of this contrachmy phase of any program hereunder shall be matiewtithe prior
written approval of the Contracting Officer and giam Executive Officer, Enterprise Information ®yss (PEO-
EIS) Public Affairs Office (PAO). See also Par2@ad), DFARS clause 252.204-7000 “Disclosure of
Information”.

(ae) Notice of Internet Posting of Awards.
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It is the Government’s intent to electronicallyspthe ITES-2H contracts and modifications to thienj
CHESS web site. This does not include contraatop@sals or any other proprietary information pded by
contractors relevant to order performance or byefffs in response to the ITES-2H solicitation. tiagsof the
awards and modifications via the Internet is inlikst interest of the Government as well as théractors. It will
allow customers to view available products andgwias they develop their Independent Governmertt Cos
Estimates (IGCE) in preparation of proposed orders.

(af) Clauses Incorporated by Reference. In acemslavith FAR 52.252-2, this contract incorporatesfbllowing
FAR and DFARS clauses by reference:

FAR Clauses:
52.204-2 Security Requirements (AUG 1996)

52.211-15 Defense Priority and Allocation Requieaits (SEP 1990): ... Contractor shall follow all the
requirements of the Defense Priority and AllocatBystem regulations (15 CFR 700).

52.216-1 Type of Contract (APR 1984): The Govezntitontemplates an award of Indefinite-Delivergéfinite-
Quantity (ID/IQ), fixed price and fixed price wigtonomic price adjustment contract.

52.216-7 Allowable Cost and Payment (DEC 2002)

52.216-18 Ordering (OCT 1995): (a)...Such oraeay be issued from the end of the start-up peficaligh the
60" month after award.

52.216-19 Order Limitations (OCT 1995): (a) Minim Order... less than $50... (b) Maximum ordg(l)...$5
million... (2)...$10 million ... (3)... three..(d)...five...

52.216-22 Indefinite Quantity (OCT 1995): (d).m®nths after expiration of the contract term.

52.217-8 Option to Extend Services (NOV 1999):da@s of the end of the order

52.217-9 Option to Extend the Term of the Cont(BAR 2000): within the term of the contract, 3@yd, 5 years
52.219-16 Liquidated Damages -- Subcontracting RIAN 1999)

52.223-3 Hazardous Material Identification and &etl Safety Data (JAN 97):

(Note: In addition to the re-submissions per paapgr(e), the contractor is to provide all applieabl
Material Safety Data Sheets as indicated in theroxd

52.223-15 Energy Efficiency in Energy-Consumingdrrcts (Dec 2007) |
52.223-16 IEEE 1680 Standard for the Environmefssiessment of Personal Computer Products (Dec)2007
52.228-3 Worker's Compensation Insurance (Def@ase Act) (APR 1984)

52.228-4 Worker's Compensation and War Hazardramste Overseas (APR 1984)

52.228-5 Insurance — Work on a Government InstaiigJAN 1997)

52.232-1 Payments (APR 1984)

52.323-7 Payments under Time-and-Materials anai-adour Contract (AUG 2005) Alternate |
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52.232-8 Discounts for Prompt Payment (FEB 2002)
52.232-18 Availability of Funds (APR 1984)
52.232-20 Limitation of Cost (APR 1984)
52.232-22 Limitation of Funds (APR 1984)
52.232-23 Assignment of Claims (JAN 1986)
52.232-25 Prompt Payment (OCT 2003)
52.243-1 Changes-Fixed-Price (AUG 1987) Alterrhte
52.243-2 Changes-Cost-Reimbursement (AUG 198Z&yrhdtte 11
52.244-5 Competition in Subcontracting (DEC 1996)
52.244-6 Subcontracts for Commercial Items (FEB&O0
52.246-2 Inspection of Supplies — Fixed-Price (ALZD6)
52.246-4 Inspection of Services — Fixed-Price (ALED6)
52.246-15 Certificate of Conformance (APR 1984)
52.247-35 FOB Destination, within Consignee’s Hees (APR 1984)
52.247-48 FOB Destination, Evidence of ShipmeBER 999)
52.248-1 Value Engineering (FEB 2000)
52.251-1Government Supply Sources (APR 1984)
52.252-2 Clauses Incorporated by Reference (FEB)Y19
DFARS Clauses:
252.201-7000 Contracting Officer's RepresentgidieC 2004)
252.204-7000 Disclosure of Information (DEC 1991)
252.204-7004 Alternate A (NOV 2003)
252.211-7003 Item Identification and Valuation RIR005)
252-225.7005 Identification of Expenditures in thaited States (JUN 2005)
252.225-7041 Correspondence in English (JUN 1997)
38362)25-7043 Antiterrorism/Force Protection PoflyDefense Contractors Outside the United StESR

(d).... Information and guidance pertaining to DoDitentorism/force protection can be obtained from th
following office: HQDA (DAMO-ODL)/ODCSOP; Telepha) DSN 225-8491 or commercial (703) 695-8491.
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525.228-7000 Reimbursement for War-Hazard Lo43&<(1991)
252.228-7003 Capture and Detention (DEC 1991)
252.251-7000 Ordering From Government Supply Smu(blOV 2004)

C.3 52.212-5 Contract Terms and Conditions Regluio Implement Statutes or Executive Orders -- @engial
Items (AUG 2006)

(a) The Contractor shall comply with the followiRgderal Acquisition Regulation (FAR) clauses, whach
incorporated in this contract by reference, to enpént provisions of law or Executive orders apjbliedao
acquisitions of commercial items:

(1) 52.233-3, Protest After Award (AUG 1996) (31SLC. 3553).

(2) 52.233-4, Applicable Law for Breach of Contr&taim (OCT 2004) (Pub. L. 108-77, 108-78).
(b) The Contractor shall comply with the FAR clasigethis paragraph (b) that the contracting officas indicated

as being incorporated in this contract by referandenplement provisions of law or Executive ordapplicable to
acquisitions of commercial items:

CLAUSE # CLAUSE TITLE FAR REF.
X 52.203-6 Restrictions on Subcontractor SalebéoGovernment (Jul 3.503-2
1995), with Alternate | (Oct 1995)(41 U.S.C. 253gld.0
U.S.C. 2402)
52.219-3 Notice of Total HUBZone Set-Aside (J&99)(15 U.S.C. 19.1308(a)
657a).
X 52.219-4 Notice of Price Evaluation PreferenaeHt)BZone Small 19.1308(b)

Business Concerns (Jul 2005) (if the offeror eléztwaive
the preference, it shall so indicate in its offéf)(J.S.C.
657a).
52.219-6 Notice of Total Small Business Aside €12603) (15 19.508(c)
U.S.C. 644).
____Alternate | (Oct 1995) of 52.219-6.
____Alternate Il (Mar 2004) of 52.219-6.
52.219-7 Notice of Partial Small Business Set-Agitline 2003)(15 19.508(d)
U.S.C. 644).
____Alternate | (Oct 1995) of 52.219-7.
____Alternate Il (Mar 2004) of 52.219-7.
X 52.219-8 Utilization of Small Business Concerkkay 2004) (15 19.708(a)
U.S.C. 637(d)(2) and (3)).
X 52.219-9 Small Business Subcontracting PlanZ006)(15 U.S.C.  19.708(b)
637 (d)(4)).
____Alternate | (Oct 2001) of 52.219-9.
____Alternate Il (Oct 2001) of 52.219-9.

52.219-14 Limitations on Subcontracting (Dec 1996)U.S.C. 19.508(e) or
637(a)(14)). 19.811-3(e)
52.219-23 Notice of Price Evaluation Adjustment$onall 19.1104

Disadvantaged Business Concerns (Sep 2005)(10 U.S.C
2323) (if the offeror elects to waive the adjustinérshall

so indicate in its offer).

____Alternate | (June 2003) of 52.219-23.
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x

52.219-25

52.219-26

52.219-27

52.222-3
52.222-19

52.222-21
52.222-26
52.222-35
52.222-36

52.222-37

52.222-39

52.223-9

52.225-1

52.225-3

52.225-5

52.225-13

52.226-4

52.226-5

52.232-29

52.232-30

52.232-33

52.232-34

Small Disadvantaged Business Particp&rogram—
Disadvantaged Status and Reporting (Oct 1999)(RPub.
103-355, section 7102, and 10 U.S.C. 2323).

Small Disadvantaged Business Particp&rogram—
Incentive Subcontracting (Oct 2000)(Pub. L. 1035355
section 7102, and 10 U.S.C. 2323).

Notice of Total Service-Disabled Vete@anned Small
Business Set-Aside (May 2004).

Convict Labor (June 2003)(E.O. 11755).

Child Labor—Cooperation with Authoritisd Remedies

(Jan 2006) (E.O. 13126).

Prohibition of Segregated Facilitiesl{f1999).

Equal Opportunity (Apr 2002)(E.O. 11p46

Equal Opportunity for Special Disablésterans, Veterans
of the Vietnam Era, and Other Eligible VeteransqDe

2001)(38 U.S.C. 4212).

Affirmative Action for Workers with Dasilities (Jun

1998)(29 U.S.C. 793).

Employment Reports on Special DisaMetirans,
Veterans of the Vietham Era, and Other Eligibleevans
(Dec 2001)(38 U.S.C. 4212).

Notification of Employee Rights CondagnPayment of
Union Dues or Fees (Dec 2004) (E.O. 13201).

Estimate of Percentage of Recovered lateontent for
EPA-Designated Products (Aug 2000)(42 U.S.C.

6962(c)(3)(A)ii)).

____Alternate | (Aug 2000) of 52.223-9 (42 U.S.C.

6962(1)(2)(C)).

Buy American Act--Supplies (June 2003)#%.C. 10a-

10d).

Buy American Act —Free Trade Agreemeritsaeli Trade
Act (Jan 2006)(41 U.S.C. 10a-10d, 19 U.S.C. 33G#,n®
U.S.C. 2112 note, Pub. L. 108-77, 108-78, 108-286).

____Alternate | (Jan 2004) of 52.225-3.
____Alternate Il (Jan 2004) of 52.225-3
Trade Agreements (Jan 2006)(19 U.S.Cl1,25Geq. 19

U.S.C. 3301 note).

Restrictions on Certain Foreign Purebgd&eb 2006)
(E.o.s, proclamations, and statutes administeretidoy
Office of Foreign Assets Control of the Departmefithe

Treasury).

Notice of Disaster or Emergency Area/Satle (42 U.S.C.

5150).

Restrictions on Subcontracting OutsideaBter or
Emergency Area (42 U.S.C. 5050).

Terms for Financing of Purchases of Ceroial Items
(Feb 2002)(41 U.S.C. 255(f), 10 U.S.C. 2307(f)).

Installment Payments for Commercial &€@ct 1995)(41
U.S.C. 255(f), 10 U.S.C. 2307(f)).

Payment by Electronic Funds Transfer—t#@égQontractor
Registration (Oct. 2003)(31 U.S.C. 3332).

Payment by Electronic Funds Transfer—eOithan
Central Contractor Registration (May 1999)(31 U.S.C
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19.1204(b)

19.1204(c)

19.1407

2.202
22.1505(b)

22.810(a)(1)
22.810(e)
22.1310(a)(1)
22.1408(a)

22.1310(b)

22.1605

23.406(b)

25.1101(a)(1)

25.1101(b)(1)(i)

25.1101(c)(1)

25.1103(a)

26.203(b)
26.203(c)
32.206(b)(2)
32.206(0)
32.1110(a)(1)

32.1110(a)(2)
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3332).
X 52.232-36 Payment by Third Party (May 1999)(38\@. 3332). 32.1110(d)
X 52.239-1 Privacy or Security Safeguards (Aug )é®6).S.C. 552a). 39.107
X 52.247-64 Preference for Privately Owned U.SgRlammercial 47.507(a)
Vessels (Feb 2006)(46 U.S.C. Appx 1241(b) and R Cl.
2631).

X Alternate | (Apr 2003) of 52.247-64

(c) The Contractor shall comply with the FAR clasigethis paragraph (c), applicable to commera@alises, that
the Contracting Officer has indicated as being lipocated in this contract by reference to implenprotisions of
law or executive orders applicable to acquisitiohsommercial items:

CLAUSE# CLAUSE TITLE FAR REF.

52.222-41 Service Contract Act of 1965, As aneen@ul 2005) (41 22.1006(a)
U.S.C. 351, et seq)

52.222-42 Statement of Equivalent Rates for Rddtires (May 1989) (29 22.1006(b)
U.S.C. 206 and 41 U.S.C. 351, et seq.)

52.222-43 Fair Labor Standards Act and Servimati@ct Act -- Price 22.1006(c) (1)
Adjustment (Multiple Year and Option Contracts) (ViEB89)
(29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

52.222-44 Fair Labor Standards Act and Servimeti@ct Act-Price 22.1006(c)
Adjustment (Feb 2002)(29 U.S.C. 206 and 41 U.S32.& 2
seq.)

(d) Comptroller General Examination of Recoriihe Contractor shall comply with the provisiarighis paragraph
(d) if this contract was awarded using other theadesd bid, is in excess of the simplified acqusitihreshold, and
does not contain the clause at 52.215-2, AuditRecbrds -- Negotiation.

(1) The Comptroller General of the United Statesan authorized representative of the Comptrédieneral,
shall have access to and right to examine anyeo€ibntractor’s directly pertinent records involvingnsactions
related to this contract.

(2) The Contractor shall make available at itécef at all reasonable times the records, matedat other
evidence for examination, audit, or reproductiamtjl8 years after final payment under this conti@cfor any
shorter period specified in FAR Subpart 4.7, CanittieRecords Retention, of the other clauses afdbitract. If
this contract is completely or partially terminatéue records relating to the work terminated shalmade
available for 3 years after any resulting finahteration settlement. Records relating to appeadeuthe disputes
clause or to litigation or the settlement of claiansing under or relating to this contract shallbade available
until such appeals, litigation, or claims are fipakesolved.

(3) As used in this clause, records include bodespuments, accounting procedures and practicdspther
data, regardless of type and regardless of forris ddes not require the Contractor to create ontaai any record
that the Contractor does not maintain in the omjilmaurse of business or pursuant to a provisioawf

(€)

(1) Notwithstanding the requirements of the clauseparagraphs (a), (b), (c) and (d) of this cadise
Contractor is not required to flow down any FARuse, other than those in paragraphs (i) throughdfthis
paragraph in a subcontract for commercial itemde&motherwise indicated below, the extent of e tiown

shall be as required by the clause--
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(i) 52.219-8, Utilization of Small Business Conte(May 2004)(15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opputies. If the subcontract (except subcontrétsmall
business concerns) exceeds $500,000 ($1,000,0@0ristruction of any public facility), the subcattor must
include 52.219-8 in lower tier subcontracts thd¢o$ubcontracting opportunities.

(i) 52.222-26, Equal Opportunity (Apr 2002)(E.01.246).

(i) 52.222-35, Equal Opportunity for Specialdabled Veterans, Veterans of the Vietham Era, ahdrO
Eligible Veterans (Dec 2001)(38 U.S.C. 4212).

(iv) 52.222-36, Affirmative Action for Workers thi Disabilities (June 1998)(29 U.S.C. 793).

(v) 52.222-39, Notification of Employee rights d@rning Payment of Union Dues or Fees (Dec 2004)
(E.O. 13201).

(vi) 52.222-41, Service Contract Act of 1965 Aassended (Jul 2005), flow down required for all
subcontracts subject to the Service Contract Adi9eh (41 U.S.C. 35Xt seq)

(vii) 52.247-64, Preference for Privately-Owne@UFlag Commercial Vessels (Feb 2006)(46 U.S.C.
Appx 1241(b) and 10 U.S.C. 2631). Flow down reegiin accordance with paragraph (d) of FAR cla@s@4y-
64,

(2) While not required, the contractor may includés subcontracts for commercial items a minimainber
of additional clauses necessary to satisfy itsremtial obligations.

(End of Clause)

C.4 252.212-7001 Contract Terms and ConditionsuRed to Implement Statutes or Executive Orderslispple
to Defense Acquisitions of Commercial Items. (MAB06)

(a) The Contractor agrees to comply with the folloy-ederal Acquisition Regulation (FAR) clause ethiif
checked, is included in this contract by referetocenplement a provision of law applicable to asifions of
commercial items or components.

CLAUSE # CLAUSE TITLE FAREF.

X  52.203-3 Gratuities (APR 1984) (10 U.S.C. 2207) 202

(b) The Contractor agrees to comply with any clabseis checked on the following list of Defeng&R-
Supplement clauses which, if checked, is includetthis contract by reference to implement provisiohlaw or
Executive orders applicable to acquisitions of carsial items or components.

CLAUSE # CLAUSE TITLE DRAREF.

X 252.205-7000 Provision of Information to CoopamtAgreement Holders 205.470
(DEC 1991) (10 U.S.C. 2416).

X 252.219-7003 Small, Small Disadvantaged and We@®eamned Small 219.708(b)(1)(A)
Business Subcontracting Plan (DoD Contracts) (AR86) (15
U.S.C. 637).
252.219-7004 Small, Small Disadvantaged and Wo@wned Small 219.708(b)(1)(B)

Business Subcontracting Plan (Test Program) (JUN1AL5
U.S.C. 637 note).

252.225-7001 Buy American Act and Balance of Paysi@rogram (JUN  225.1101(2)
2005) (41 U.S.C. 10a-10d, E.O. 10582).

X 252.225-7012  Preference for Certain Domestic Codities 225.7002-3(a)
(JUN 2004) (10 U.S.C. 2533a).



252.225-7014

252.225-7015

252.225-7016

252.225-7021

252.225-7027

252.225-7028

252.225-7036

252.225-7038

252.226-7001

252.227-7015

252.227-7037

252.232-7003

252.237-7019

252.243-7002

252.247-7023

252.247-7024
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Preference for Domestic SpecialtyalgtiUN 2005) (10
U.S.C. 2533a).

Restriction on Acquisition of Handwasuring Tools (JUN 225.7002-3(c)
2005) (10 U.S.C. 2533a).

Restriction on Acquisition of BaldaRoller Bearings (MAR 225.7009-4(a)
2006) (Section 8065 of Pub. L. 1077 and the same restricti
in subsequent DoD appropriations acts).

Trade Agreements (FEB 2006) (19C1.8501-2518 and 19 225.1101(6)
U.S.C. 3301 note).

Restriction on Contingent Fees fimelgn Military Sales (APR225.7308(a)
2003) (22 U.S.C. 2779).

Exclusionary Policies and Practafdsoreign Governments 225.7308(b)
(APR 2003) (22 U.S.C. 2755).

Buy American Act--Free Trade AgreesieBalance of
Payments Program (JUN 2005)
____Alternate | (JAN 2005) (41 U.S.C. 10a-10d a@dJ1S.C.
3301 note).

Restriction on Acquisition of Air Circuit Breaket3UN 2005) 225.7006-4(b)
(10 U.S.C. 2534(a)(3)).

Utilization of Indian Organizatiofrglian-Owned Economic 226.104
Enterprises, and Native Hawaiian Small Businessc€ors
(SEP 2004) (Section 8021 of Pub. L. 107-248 andlaim
sections in subsequent DoD appropriations acts).

Technical Data--Commercial Items YNT995) (10 U.S.C.
2320).

Validation of Restrictive Markings ©echnical Data (SEP
1999) (10 U.S.C. 2321).

225.7002-3(b)(1)

225.1101(10)(i)

227.7102-3

227.7102-3(c);
227.7103-6(e)(3)
227.7104(e)(5)
or

227.7203-6(f)

Electronic Submission of Paymentuests (JAN 2004) (10 232.7004

U.S.C. 2227).

Training for Contractor Personnedratting with Detainees
(SEP 2005) (Section 1092 of Pub. L. 108-375).

Requests for Equitable AdjustmenmARL998) (10 U.S.C.
2410).

Transportation of Supplies by SeAYN2002)
____Alternate | (MAR 2000)
____Alternate 1l (MAR 2000)
_____Alternate Il (MAY 2002) (10 U.S.C. 2631).

Notification of Transportation offfplies by Sea (MAR 2000)247.573(c)
(10 U.S.C. 2631).

237.171-4
243.205-71

247.573(b)(1)

(c) In addition to the clauses listed in paragréghof the Contract Terms and Conditions Requiceliriplement
Statutes or Executive Orders--Commercial Iltemssdanf this contract (FAR 52.212-5), the Contrastmall
include the terms of the following clauses, if apgble, in subcontracts for commercial items or pwertial
components, awarded at any tier under this contract

DFAR REF.
225.7002-3(b)(1)

CLAUSE #
252.225-7014

CLAUSE TITLE
Preference for Domestic Specialtyaldefilternate |
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(APR 2003) (10 U.S.C. 2533a).

252.237-7019  Training for Contractor Personnediatting with 225.7007-3
Detainees (SEP 2005) (Section 1092 of Pub. L. I(8-3
X 252.247-7023  Transportation of Supplies by SeAY\N2002) (10 U.S.C.247.573(b)(1)
2631).
X 252.247-7024  Notification of Transportation offfplies by Sea (MAR 247.573(c)

2000) (10 U.S.C. 2631).

(End of clause)

PART D
PART D

Information Technology Enterprise Solutions-2 Hardware (ITES-2H)
Statement of Work (SOW)
TABLE OF CONTENTS
Paragraph Subject

Introduction

Scope

Product Catalog and Non-Catalog Items
Contract Requirements

Contract Management

Standards and Policies

Preferences

~No o, WNE

1. Introduction:

The U.S. Army Computer Hardware, Enterprise Sofénard Solutions (CHESS), in coordination with threns
Contracting Command — Rock Island (ACC-RI), reggicentracts to support the Army’s requirements dogea
full range of Information Technology (IT) equipmedat server, storage, and network environmentsrdtated
integration services; and for maintenance/warrahtggacy IT equipment as part of an ITES-2H soluti The
equipment and services shall be commercial in a@egme with the definition of commercial items inFR&.101.

The fundamental purpose of the ITES-2H acquisiisaie support the Army enterprise infrastructurd an
infostructure goals with a full range of innovatiweorld class information technology equipment aaliitions at a
reasonable price. Itis essential that propos&BFPH equipment integrate and enhance Army Neteatioeis/Net-
centric capabilities, while providing a common laakd feel for Army applications at all levels ofthohe strategic
and tactical Army enterprise. The proposed equigmaust be in compliance with existing DoD and Dépant of
Army standardization and interoperability policid$ ES-2H contractors are to enhance Army capasliby
partnering with and supporting the implementatibhNETCOM'’s Networthiness program.

Contract Structure. The ITES-2H contract awardssish of multiple, Indefinite Delivery, Indefini@uantity
(IDIQ) contracts with a base period plus optiofifie contracts shall include product catalogs foedjipment.
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Operational Environment. The diversity of the Goweent’s user base prevents the provision of desiegample
that typifies the entire operation. The acquisititherefore, stresses a well-rounded solutionukas standard
interfaces that can be interconnected in unlimit@dfigurations to satisfy multiple user requirensenfor items
such as servers, this means a platform that presdalability in the areas of CPU and memory peréorce,
storage capacity and access, and Input/Output B&D3width. The personal computers and noteboekfathe
fielding of a complete system or as part of a tdedign solution, as opposed to a personal computastebook
replacement vehicle. Emphasis should be placestjaipment that can be updated or enhanced in trder
incorporate long-term migration strategies withfpanance enhancements for initiatives such as thbab
Information Grid (GIG), Future Combat Systems (FG8formation Assurance (lA) policies, and InterRebtocol
version 6 (IPv6) policies.

2. Scope:

Personal computers and notebooks are for theffigldi a complete system or as part of a total desidution
under ITES-2H, as opposed to a personal computentebook replacement vehicle. The contractor shhalide
for the purchase and lease of commercial RISC/ERI€ers, Intel/AMD servers, desktops, notebooks,
workstations, thin clients, storage systems, netingrequipment (including wireless), network pristeproduct
ancillaries (including equipment cabinets, racks amounts), peripherals (including monitors), netevoabling
products, video teleconferencing (VTC) productandalone displays (e.g., plasma screens, HDTVaipregs,
Everything over Internet Protocol (EolP) productsmmunications devices, power devices, softwargicba
warranty and warranty options, and other relate@ssories and options. The personal computers@etiooks
are for the fielding of a complete system or a$ pha total design solution, as opposed to a pelscomputer or
notebook replacement vehicle. These productsbeilbrovided as catalog or non-catalog offeringdedmed under
paragraph 3.1 below.

In addition, the contractor shall provide relatgthffixed price services that enable the capabibtprovide end-to-
end equipment solutions. These services are dkiimBaragraph 3.3 below. In the event of a chaogertinent
regulations, the Government reserves the rightddify the contract to add other contract types.

Services shall be directly related to the procummé equipment under this contract. The legaayigent
warranty/maintenance shall be related to the iatémr of equipment procured under this contradie Services
shall be performed as requested by the customidarnidual delivery orders.

In order to keep pace with changes in technologlyraeet worldwide requirements of the Army, the cactor
shall provide for new technologies and refreshrtbaialog product offerings in accordance withdbatractor’s
commercial business practices, as Army requireneh@age, and in accordance with this agreement,tbedife

of this contract. These new technologies may eldbut are not limited to: biometrics, embeddectyption,
body wearable computers and displays, wirelessymtsdand mobile personal data terminals. IT petslprocured
through this acquisition are required to complyhidtoD and Army standards as defined in paragraph 6.

Ordering will be open to all Army Agencies. Gowvemrnt contractors supporting these agencies mayalso
authorized to utilize the contracts.

3. Product Catalog, Unpriced, and Reimbursable Itms:
3.1 Catalog Items

Catalog I- RISC/EPIC based Servers
UNIX platforms with RISC/EPIC based processors. ifadude items that directly support the provided
platforms (e.g., various processor clock ratedy kigailability components, internal storage devegsh as
hard disk drives and optical drives, memory modales upgrades, video cards, network interface cards
expansion bays, multimedia devices, interface alagatrds, internal cables, processor/motherboard
upgrades), mounting racks, cabinets, power suppser adaptors, clustering devices, warranty
variations, and operating systems/licenses notreover provided under existing Government entegpris
agreements.
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Catalog II- Windows based Servers
MS Windows Server platforms with Intel/AMD or eqalent processors. To include items that directly
support the proposed platforms (e.g., various @E®meclock rates, internal storage devices suttaab
disk drives and optical drives, memory modules apgrades, video cards, network interface cards,
multimedia devices, interface adapter cards, exparmy, internal cables, processor/motherboard
upgrades), mounting racks, cabinets, power supser adaptors, clustering devices, warranty
variations, and operating systems/licenses notreover provided under existing Government entegpris
agreements.

Catalog Ill — Workstations, Thin Clients, Desktops aad Notebooks
Workstations consist of platforms with Error Ché&iCorrecting (ECC) memory and SCSI Drives.
Assorted platforms with RISC/EPIC and Intel/AMD quivalent) processors. Included are internatste
that directly support the proposed platforms (ezgrious processor clock rates, internal storagécds
(hard disk drives and optical drives), memory medwnd upgrades, video cards, network interfaascar
multimedia devices, interface adapter cards, exparay, internal cables, processor and motherboard
upgrades), keyboard/mouse, portable storage devieasory cards, power strips, USB hubs, card reader
speakers, external connection cables, expansi@sishanonitors, power adaptors, warranty variatiansl
operating system/licenses not covered or provigetbuexisting Government enterprise agreements.

Catalog IV - Storage Systems
To include items such as various storage arraggage area networks, various JBODs (Just Bunch of
Disks) configurations, various sizes of hard digkes, storage cables, adapters, storage expansion
cabinets, storage network bridge devices, poweplgsg power adaptors, firmware, tape backup deyice
optical backup devices, tape and optical mediaramty variations and related commercial storage
software products not covered or provided undestieng Government enterprise agreements.

Catalog V - Networking Equipment
To include items such as managed and unmanagechswijthubs, gateways, routers, wireless networking
devices, Everything over Internet Protocol (EoB®sociated cables, adapters, firmware, memory dpgra
interface cards, power supplies, power adaptopgmesion bays, service packs, warranty variatioms, a
related network management software products naired or provided under existing Government
enterprise agreements.

Catalog VI -Network Printers
Network printers, scanners, supporting devices teagd disk drives, memory and upgrades, network
interface adapters, cables, input trays, duplexerput bins), power adaptors and warranty vaniatio

Catalog VIl — Cables, Connectors, and Accessories
Various network cables (metallic and optical) tolie cable trays, various cable bends, conneatuds
cable tray hangers.

Catalog VIl — Video Equipment Products
Includes Video Teleconferencing Equipment (VTCanstalone displays (Plasma, LCD, HDTVSs) larger
than 21 inches, and projectors to include ancdkaend warranty variations.

Catalog IX — Uninterruptible Power Supplies (UPS)
Uninterruptible Power Supplies (UPS), power strijpee conditioners and warranty variations.

3.2 Unpriced Related Items, Equipment, and Softwar
(a) Related Items, Equipment, and Software — thesudigital senders, plotters, power adapters, dtioen

devices, equipment cabinets, transit cases, ndmadmgy and equipment and software such as comaterci
software (non-DoD ESI) products required to comgbat ITES-2H solution. Pricing for non-catalogriteshall be
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based on existing commercial or GSA agreementsatatblished by the ordering contracting officetirat of
order in accordance with FAR 15.4.

3.3 Unpriced Related Services and ReimbursablésCos

Related services shall be directly related to THeS-2H equipment requirement. The contractor shiatl provide
legacy equipment maintenance/warranty as partgsiésy configuration and integration services. Euaty
equipment warranty/maintenance shall be relatedeidntegration of equipment procured under thigtieat and
will clearly define items to be maintained and levieservice required. All services shall be penfed as
negotiated and agreed to by the requiring actividgher direct costs (ODCs) for items used in g the related
services shall be priced on a cost reimbursablis.bdsavel and per diem costs shall be reimbunsedcordance
with the then current version of the Joint TravebRlations (JTRs) within the ODC CLIN.

The contractor shall provide services on a sitesifipdasis, as required, to the Government imatters relating to
the installation and maintenance of ITES-2H prosludthe services include, but are not limited he, following
subject areas:

»  System Configuration and Integration

» Physical Site Analysis

» Installation and Relocation

« High Availability Configuration

e Legacy equipment warranty/maintenance

3.3.1 System Configuration and Integration. Taetractor shall provide system configuration amtégration
services. Functions performed during system cordiion and integration may also include, but arelimited to,
the following:

(a) Survey, analyze, evaluate and provide teehaidvice pertaining to the performance and fumatiiby
of the system;

(b) Analyze and evaluate the application softwesign and its integration into the contractowjited
hardware and software;

(c) Provide assistance and guidance on instadiaftyvare;

(d) Provide consultation and guidance to Govemtragstem analyst and programmers pertaining to the
application systems design;

(e) Provide assistance and guidance to the sygpemators pertaining to system generation,
troubleshooting, and general system operation; and

() Assist in the detection and resolution ofteys and application program errors.

3.3.2 Physical Site Analysis. Prior to issuingedivery order for ITES-2H equipment, the user roeger a
physical site analysis to be performed. Based Goaernment developed Statement of Work (SOW), the
contractor shall perform the analysis at proposedtlon(s) within 15 calendar days of contractacseptance of
the delivery order unless specified otherwise. Glogernment will coordinate start dates and acadtbsthe
contractor. The designated building(s) shall lspétted to determine that it meets the requirenodritee proposed
equipment (e.g., heating, air conditioning, lightifioor loading, electrical power, grounding, astter installation
factors). Any modifications/upgrades requiredifatallation of the proposed solution shall be datethe Site
Analysis Report. The Government reserves the tmghiive a representative with the analysis teadhe
Government will be responsible for performing sitedifications identified in the Site Analysis RepoFunctions
performed during the physical site analysis majuihe, but are not be limited to, the following:

(a) A determination that the physical space alled for the equipment is adequate and accessible;
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(b) A determination that the flooring is adequatesupport the configuration of the equipmenteo b
installed,;

(c) A determination that adequate electrical powevailable into the building and within the loling to
accommodate the proposed equipment and that pgopending is available;

(d) A determination that adequate air circulatmal air-conditioning are available;

(e) A determination that needed cable ducts ecessible and usable (still room to install newlesk
(f) A determination that needed communicationrmations are available and accessible;

(g) Evaluation of existing Government infrastiretto be used is acceptable;

(h) Preparation of a complete list of all matlsri@quired for proper system installation (e.gised
flooring, power plugs, power distribution panel)e

(i) Compiling any other information the contractieems pertinent to the installation of the systanad
(i) An estimate of installation man-hours andrges required to perform the task.

3.3.3 Installation and Relocation Services. Based Government developed Statement of Work (SQhE),
contractor shall be responsible for delivery/iristédn or relocation of equipment at designatedlifaes. If
installation services are ordered, the contradiall ¥e assured that all requirements identifiednigycontractor’s
general site installation guideline or Physicak3inalysis are complete. The contractor’s instiaitaguideline
shall outline the basic equipment requirement$iefdroposed equipment (e.g., heating, air condiitgorighting,
floor loading, electrical power, grounding, and ceaneous installation material). Installatioreguipment shall
commence within 15 calendar days after delivergafipment and assurance of site preparation ugpessfied
otherwise. The Government will coordinate statedand access with contractor. The installati@hrelocation
shall include final site drawing of the installeadeor deinstalled equipment. Requirements of ajinerering
installation/relocation plan may include, but ace be limited to, the following:

(&) A diagram of the physical layout of the eangnt including cable routes, power locations, digna
paths, environmental controls for Government OwEgdipment (GOE) systems and remote equipment;

(b) Development of hardware and software tegtiag;
(c) Basic operational instruction of new equipmen
(d) Execution of hardware and software instalafielocation plan and resolution of problems; and

In instances where work covered by the contractagneering installation plan requires interactioth existing
facilities and equipment, the contractor shall prenany unscheduled interruption of service or dgna existing
facilities or equipment as a result of the contyesteffort to perform site preparation, instathati and testing of the
system.

The contractor shall be responsible for all contaturnished equipment, to include loading, uniogdpacking,
unpacking, inventory, inspection, and securitycuse, dry, and clean storage areas will be provirethe
Government as agreed to in the coordination dei&({¥/N). After installation or relocation, the cadtor shall
restore the storage areas to a clean conditiomizpdse of packing materials and installation debri

3.3.4 High Availability Configuration. For a usamquiring installation of a high availability sdion, the contractor
shall provide the following services. Based onav&nment developed Statement of Work (SOW), thrdraotor
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shall assist requiring activities with developingigh availability installation and implementatiplan. Functions
performed during system configuration and implermagoh may include, but are not be limited to, tbiofving:

(a) Survey user requirements, analyze currentabipess, and provide technical advice pertaininth
performance level and functionality of the requisgdtem;

(b) Analyze and evaluate the application softwdreign and its integration into the contractor ptes
hardware and software;

(c) Develop operational site procedures for thenteaance and operation of the system;
(d) Provide assistance and guidance on systematitg or development;

(e) Provide consultation and guidance to Goventragstem analysts and programmers pertainingeto th
application systems design;

() Provide assistance and guidance to the sysferators pertaining to system generation,
troubleshooting, and general system operation; and

(g) Assistin the detection and resolution otteysand application program errors.
3.3.5 Legacy Equipment Maintenance. The contrattall also provide legacy equipment maintenaeceices in
conjunction with ITES-2H equipment installatiorréfquired by individual order. Legacy maintenarneevises will
require a statement of work to clearly define itdmbe maintained and level of service requiredl.sérvices shall
be performed as requested by the customer on thdiVidelivery orders. Functions performed to dithllegacy
maintenance/warranty services may include, buhatde limited to, the following:

(a) Provide check list of information requiredrfrésovernment to clearly define items to be mairgdin
and level of service available; and

(b) Develop proposal defining level of service andt associated with Government requirement. May
include site visit to assess equipment.

4. Contract Requirements:
4.1 Mission Support
4.1.1 Management

(a) _Contract Methodologies and Operatio&stablish and maintain contract methodologies an
operations that are flexible, facilitate changej athow for continuity of user support over theléf the contract.

(b) Offeror's Team- Provide a team (offeror, subcontractors, anchieg partners) to bring expert talent
and ingenuity to the varied work under ITES-2H whibntinuously seeking ways to increase custontisfaetion
through delivery of quality IT products and relatstvices..

4.1.2 Technology

(a) Web-based Support/Data and Reporting Requirtsne®upport and partner with Army CHESS on the
Army’s data and reporting requirements throughtedeic interface.

(b) Compliant IT Equipment SolutiorsProvide compliant, state-of-the-market, sustali@asupportable,
and interoperable IT equipment solutions worldwide.
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(c) Standardized Configurationfeadily provide up to date information of equgnmhofferings through
electronic interface that promotes effective idiégdtion and procurement of that equipment.

4.2 Products, Services, and Software

(a) All proposed products shall be FCC Class BKYand IPv6 compliant, where applicable. Products
shall be in compliance with the Common OperatingiEmment (COE), where applicable, and meet the@pmul
standards and protocols developed in the Defen&tdmdards Registry (DISR). Equipment shall béevdedd with
commercial documentation, all power and conneatadries, to include power and connection capatslite
OCONUS deliveries, and shall be ready for immedise Catalogs shall contain new equipment ofilye
contractor may propose used or refurbished equipmearsponse to Government requirements. Used or
refurbished products must be identified as suchyibieén scope of ITES-2H, and be warranted as n@atalogs
shall clearly indicate what optional accessoriesamfiguration are necessary for OCONUS use.

(b) Army Golden Master (AGM) Installation. Aledktops and notebooks procured by the Army shall be
delivered with a default AGM Operating System ampHhcation image load as stated in the guidelineten
NETCOM Technical Authority Implementation MemorandidNumber 2003-005c¢ or most current version. AGM-
based images with additional customer requiremmiatg be provided for desktops and notebooks. NETGGIM
manage and maintain configuration management dooies the standard AGM configuration and provigelates
to each hardware vendor. The vendor shall maimtathupdate images for their platforms using théviAsdandard
configuration and provide NETCOM with a copy of katatform specific image delivered to the Army.

(c) In accordance with DFARS 208.74, in situagievhere the purchase of new commercial software,
including preloaded software, is needed to satfsfyrequirements of a particular order, requiresshall be
fulfilled with the DoD Enterprise Software Initigg (ESI). When authorized by the Government, trgracctor
shall order from the DoD ESI sources to obtaingbitware to satisfy the requirement. If use ofwafe from ESI
sources is not specified initially in an order, tduatractor shall coordinate with the ordering\attiprior to using
another source. The contractor is responsiblegficewing available DoD ESI sources. The listii@C®TS
software available from DoD ESI sources can be giton the website &ttp://www.esi.mil/ Alternatively, the
contractor may be required to utilize software jted by the Government as Government-furnishedeatgp

(d) The Government shall be provided rights inammmercial computer software, computer software
documentation, and technical data developed, peeparoduced, created, generated and/or deliveréteaesult
of an order under this contract that includes sewsjiin accordance with DFARS 252.227-7014, Rights
Noncommercial Computer Software and Noncommeroimh@uter Software Documentation, or DFARS 252.227-
7013, Rights in Technical Data-Non-Commercial Items

4.3 Asset Tagging

4.3.1 Unique Identification (UID): A unique iteiatentifier (Ull) is required IAW DFARS clause 252.2-7003,
Item Identification and Valuation, for: a) any D&guipment whose acquisition cost is $5,000.00eatgr; and,

b) all serially managed items (as identified by¢hstomer). The contractor is required to entetdlD data into
either the Wide Area Workflow (WAWF) or the UID Retyy, http://www.acq.osd.mil/dpap/UID/UIDRegistry.htm
Contractors may charge for UID/UII as a relatedisernegotiated by the ordering Contracting Officer

4.3.2 Special Asset Tagging: Special asset tagsclude UID tagging requested by non-DoD custanghall be
provided. Contractors may charge for special @sggfing as any other related service negotiatettidprdering
Contracting Officer.

4.3.3 Radio Frequency Identification (RFICRFID tagging shall be IAW DoD Radio Frequency |diécdtion
(RFID) Policy, 30 July 2004. RFID tagging is mataig for deliveries as follows:

(a) Major end items (items with an acquisition aois$5000 or more) delivered to the sites iderdif
Attachment 3 of the RFID policy; and
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(b) After 1 January 2007- all shipped cases, mlltd items with an UID tag.
Contractors may charge for RFID tagging as a rélaggvice negotiated by the ordering Contractinicex.
4.4 Delivery: The following defines the locations for CONUS, Nah@CONUS, and Remote OCONUS:
e« CONUS- The 48 contiguous states, Alaska, Hawaii, aeddfstrict of Columbia

« Named OCONUS Germany, Italy, Japan, Korea, Belgium, Turkeye®o Rico, United Kingdom, and
The Netherlands

*  Remote OCONUS OCONUS locations that are not listed under CONldSlamed OCONUS.

4.4.1 Delivery Requirements

(a) Delivery of products to both CONUS and OCONUOG&itions shall be in accordance with individual
delivery orders issued. The contractor shall stecepting orders upon the completion of the 30stast-up period.
Delivery to the address(es) specified in each dgfiworder shall be within 30 calendar days for CG@\a&didresses,
and 35 calendar days OCONUS from the date a vatidras received by the contractor, or as otherageed to
by the parties.

(b) Partial shipments and partial payments amnatl under the ID/IQ contract unless otherwise ifipelc
by the ordering contracting officer.

(c) Alternate or additional delivery terms or sghkes, such as ship-in-place, expedited shipping or
shipping to APO addresses, shall be negotiateddmtithe Contractor and the ordering contractinigeyff

(d) Upon shipment of product(s), the contractallst+mail the ordering contracting officer or the
individual the order will be shipped to (if an edifraddress is provided). The e-mail shall incldle delivery order
number, when the order was shipped, the trackimgosu used by the common carrier, a worldwide wetdi-link",
and if possible, a toll free number to the commannier.

4.4.2 Delivery Responsibilities

(a) Coordination and scheduling of shipment dejivs the responsibility of the ordering activity.
Shipping is Free On Board (FOB) Destination witidewce of delivery. Commercial shipping is reqdijra lieu
of developing a shipping mechanism reliant uponéoment personnel intervention.

(b) If an item cannot be delivered within the detly time for that item, the Contractor shall nptifie
issuing Contracting Officer and Army CHESS withivotbusiness days of receipt of order of the expkd&divery
date for the ordered item(s). Upon notificatidre Ordering Agency may choose to cancel the ondexquest due
considerations for the delay.

4.5 Reserved.
4.6 Warranty: See Part C.2(h)(1) for Iron Bowssfie warranty.
4.7 Telephone Support: See Part C.2(h)(2) far Bow-specific telephone support.

5. Contract Management:

5.1 Army Information Technology Conference (AITChe contractor shall participate in Army CHESSTA,
which is normally held annually. The location &ach conference varies and will be specified byGheernment.
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5.2 Contract Status Meetings: The contractor gfalicipate in meetings with the Government t@as contract
status; this includes issues, concerns, improvesnaetv products, etc. The meetings will be helat@ximately
once each year. Location of the meetings will veamgl will be specified by the Government.

5.3 Reports: The Contractor shall provide theofeihg reports electronically to Army CHESS as dethin
Attachment A to Part D.

(a) Weekly Order Transaction (OT) Report: The cactbor shall provide weekly order transactionsijeey
orders or credit card purchases) to the Governfioemclusion in its Order Tracking Database andsvee.

(b) Weekly Vendor Status Report: The contractor shalligle weekly shipping status to the Government for
inclusion in its Order Tracking Database and websit

(c) Product Attributes Report: The contractor shadiviste the product attributes when the catalog pcodu
listing has changed (no later than 10 days frormgbaor new products are added to the catalogdigtio more
than 10 days from addition).

5.4 Reserved
5.5 E-Commerce

5.5.1 Worldwide Web: The contractor shall devedoporldwide web home page to house the guidelinds a
catalog product offered on the contract. The @mttr may work with the Government to build a Basito-
Business Integration relationship between the Gowent’s websiteif{ e-mar) and the contractor’s website. To
facilitate the exchange of data between the cotmrand Government, the contractor shall providescription of
its electronic data in accordance with the DOD Atedtural Framework (DODAF) as specified in pargir.7.3.

5.5.2it e-mart The contractor shall use thee-martto respond to customers witre-martgenerated requests for
guotes, configuration assistance, and assistanbeshdpping for products listed. The time allotted
acknowledging customer requests is two Governmenking days. The contractor shall send a formspoase to
the customer within five Government working daygameling its intent to propose a solution.

5.6 Performance Standards: The contractor’s pedoom will be monitored and reported in the PastolP@ance
Information Management System (PPIMS). Performatardards will include the contractor’s ability:

e To meet agreed upon dates for scheduled deliveitgmms, warranty, and/or services;
e To provide timely and accurate reports;
» To provide qualified employees to adequately dtedfprogram;

* Torespond to the customer’s requests for quotdsanfiguration assistance within five Government
working days.

5.7 Technical Documents: The Contractor shall jpi®the following technical documents throughowt tontract
life.

5.7.1 IPv6 Product Listing: The contractor shatiyide and maintain a listing of all offered proththat are
compliant with IPv6. The various standards assediavith IPv6, the DoD IPv6 Capable Approved Prdsllidst,
and compliance to DOD Information Technology Staddall facilitate an understanding of a products
conformance to IPv6. As a minimum the contrachkallsnclude: listing the specific standards (eRFC, ITU-T,
MPLS) and when applicable the version release®tthndard associated with each IPv6 product. |IFV&
product listing shall be updated once a year.
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5.7.2 Thin Client Configuration: The contractbah provide a general system design and bill ofemal listing

for two thin client configurations. One configuoat shall be for an organization with less than §66rs and the
second configuration shall be for an organizatidh vwore than 500 users. These general systergrdesiill assist
Government users in gauging the type of resourgsired to migrate to thin client environment ahdlkreflect
the current product offering of the contractor.e®ystem designs shall be updated once a year.

5.7.3 DOD Architecture Framework: The contractoall provide and maintain descriptions of the tetagc data
provided to the Government. Information shall bpresented in accordance with the DOD Architectural
Framework (DODAF). As a minimum the electronicalatcludes Weekly Order Transaction (OT) Reportelie
Vendor Status Report, Product Attributes Repor, the contractor’s portion of thee-martwebsite. A variety of
DODAF views may be offered to facilitate informatiexchange between the contractor and the Govetnaea
minimum, the contractor shall include: Overview @ummary Information (AV-1), Integrated DictiongV-2),
High-level Operational Concept Graphic (OV-1), amgjical Data Model (OV-7). The DODAF views shadl b
updated once a year.

6. Standards and Policies:

The following specifications, standards, policiesl @arocedures represent the constraints placekdi®adquisition.
All documents listed are mandatory, as applicabpmlicability is as defined in the document. The Is not all-
inclusive. As indicated, a number of documentsséteTBD, in draft, and/or evolving. Web links apeovided
wherever possible.

6.1 Army Enterprise Standardization

6.1.1 Army Enterprise Desktop Software StandardizatioBGHCON 2003-005c) 13
September 2006.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736239

6.1.2 Memorandum Establishing Army MS ELA Software Invamgtas Single Source for
Obtaining MS Product®4 February 2004,
https://ascp.monmouth.army.mil/scp/downloads/stedafmlicy files/04Feb2004-
MS_ELA policy.pdf

6.1.3 Moratorium On Microsoft Products And Product Sug®ervices. 19 June 2003.
https://ascp.monmouth.army.mil/scp/downloads/stedsfmlicy files/June03 Moratoriu

m_Message.pdf

6.1.4 Enterprise Software Agreements. 2 December 2002.
https://ascp.monmouth.army.mil/scp/downloads/stedsimlicy files/Army policy lette

r_on_DFAR.pdf

6.1.5 DFARS Final Rule on the use of Enterprise Softwsgeeements25 October 2002,
https://ascp.monmouth.army.mil/scp/downloads/stedsimlicy files/DFARS ESI Fina

|_Rule.pdf

6.1.6  Acquiring Commercially Available Software and Infioation Technology (IT) Products
within the Army. 11 January 2001,
https://ascp.monmouth.army.mil/scp/downloads/stedsteolicy_files/acquiring_commer
ical_software_11012001.pdf

6.1.7 DA Information Technology (IT) Acquisition & Proceiment Policy
12 Jun 2007,
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6.1.9

6.1.10

6.1.11

6.1.12

6.1.13

6.1.14

6.1.15

6.1.16

6.1.17

6.1.18

6.1.19

6.1.20
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https://ascp.monmouth.army.mil/scp/downloads/stedgimlicy files/ITProcurementMe
moSigned.pdf

Use of Defense Switched Network in lieu of Feddmlecommunications Service /
Public Switched Telephone Network (Implementatioanvbrandum 2005-12), 27
January 2006
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736291

Electromagnetic Capability Guidance for Installat@f Personal Communication Service
(PCS) System Antenna Towers on Army Installatidmp(ementation Memorandum
2005-06), 3 January 2006,
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736288

Information Management Policy, Internet Protoc#l)(Epace Management, Network
Address Translation (Implementation Memorandum 2084 15 December 2004.
https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=6736287

Command, Control, Computers, and Communicationrinédion Management Support
for Army Morale, Welfare, Recreation, and Lodgiagd Family Program Information
Systems on Army Installations (Implementation Meamstum 2004-17), 28 December
2004.https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736286

Enterprise Telephony Firewall Management Systenpigmentation Memorandum
2004-14), 28 February 2005.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736278

MICROSOFT Windows NT 4.0 Protection Implementatian (TECHCON 2004-013)
26 August 2004.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736277

Deployment of Windows XP Service Pack 2 (SP2) (TEXCHN 2004-012), 20 July 2004.
https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=6736276

Email Attachment Filtering (TECHCON 2004-011A) 6 2006.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736275

Command, Control, Computers and Communication mé&ion Technology (C4/IT)
Support for Army Reserve Tenants on Army Instadiagi (TECHCON 2004-010), 15
September 2004.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736264

Defense Research and Engineering Network Implertientaf Army Installations
(TECHCON 2004-009A) 6 May 2006.
https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=6736263

Active Directory Management Roles and ResponsigdiTECHCON 2004-008), 29
March 2005.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736262

Guidance for Terminating Dedicated WAN and Virti#thernet Circuits from CONUS
Army Posts, Camps, and Stations to Off-Post Encl§V&CHCON 2004-007),
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736261

Networthiness Certification for Tactical System&OHCON 2004-005), 19 August
2004.https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736260
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Army Enterprise Active Directory Windows Interneaide Service Configuration
(TECHCON 2004-004), 15 October 2004.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736257

Upgrade Guidelines for MS Windows NT 4.0 SystenEEHCON 2004-003), October
22, 2004 https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=6736256

Army Enterprise Active Directory Site-Level Domabontroller Installation Guidelines
(TECHCON 2004-001B), February 11, 2005.
https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=6736255

Fielding Non-Army Systems on Army Installations @EHCON 2003-002), 28 May
2003.https://www.us.army.mil/suite/collaboration/GetDorent.do?doid=6736253

Army Messaging Standards for Exchange (TECHCON AD@BA), 3 January 2006.
https://www.us.army.mil/suite/collaboration/GetDaowent.do?doid=6736243

Implementation of Deployable Forces Forests withenGeneral Force Infrastructure in
the Army Enterprise Infrastructure Active Directdpvironment (TA 2006-006), 14
May 2007 https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=7780784

Exchange 2003 Implementation in the ContinentatééhBtates Active Directory Forest
(TA 2006-003), 27 September 2007.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=8931144

Operation and Management of PM-Managed Systentgeidtmy Enterprise
Infostructure Active Directory Environment (TA 28@18) 14 September 2006.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736242

Common Access Card Cryptographic Logon Implememiafif A 2005-009), 1 March
2006.https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=7107237

Electromagnetic Compatibility Guidance for Instatla of Personal Communication
Service System Antenna Towers on Army Installati@s 2005-006) 3 January 2006.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=7231353

Remote Access Virtual Private Network Implementatim Army Installations (TA
2005-004), 8 June 2006.
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736241

Request, Approval, and Implementation of Activeddtory Trusts within the Army
Enterprise Infostructure (TA 2004-015a), 7 Febri2096,
https://www.us.army.mil/suite/collaboration/GetDawent.do?doid=7405333

Technical Guidance MWR for Non-Franchised UserSe#ruary 2003,
https://www.us.army.mil/suite/collaboration/GetDowent.do?doid=6736222

Army Knowledge Management

6.2.1

6.2.2

Army Knowledge Management and Information Technglbtanagement (AR25-1). 4
December 2008,http://www.usapa.army.mil/pdffiles/r25_1.pdf

Army Knowledge Management Implementation Plan (\er2.0). AKM Strategic Plan
outlines five goals that challenge our most basititutional business processes and
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policies for IT and information management (IM)simpport of the Army Campaign Plan
(ACP):

Goal 1 -Adopt governance and cultural changes toime a knowledge-based
organization

Goal 2 -Integrate Knowledge Management (KM) coneeyptd best practices to
promote the knowledge-based force

Goal 3 -Manage the infostructure as an Enterpasmhance capabilities and
efficiencies

Goal 4 -Institutionalize Army Knowledge Online (AK@s the enterprise portal
to provide universal, secure access for the eAtingy

Goal 5 -Harness Human Capital for the knowledgeetd@sganization

(Requires AKO Loginhttps://www.us.army.mil/suite/doc/6155268

Active Directory

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

6.3.6

Active Directory CONOPS (Version 1.1). 26 Septeni@03, (requires AKO Login).
https://www.us.army.mil/suite/doc/13985332

Active Directory Management Role and Responsibgit- TECHCON 2004—008. 29
March 2005, (Requires AKO Logifittps://www.us.army.mil/suite/doc/6925905

Active Directory Trust Procedures and GuidelinesEECHCON 2004-015A. 7 February
2006, (Requires AKO Login)

CONUS Forest Exchange 2003 Architecture & Desigaréibn 2.1). 25 March 2005,
(Requires AKO Login)https://www.us.army.mil/suite/doc/1672657

Army Policy for Windows NT 4.0 Replacement and AetDirectory (AD)
Implementation. 4 February 2004,
http://www.army.mil/ClOG6/references/policy/docstAeDir.pdf

Active Directory (AD) Administration Responsibikts and Technical Guidance (Version
1.0) 26 September 2003, (Requires AKO Login)
https://www.us.army.mil/suite/doc/449129

Networthiness Program

6.4.1

6.4.2

6.4.3

6.4.4

Networthiness Certification Program 2 April 200Befuires AKO Login)
https://www.us.army.mil/suite/doc/5166104

Army Knowledge Management Guidance Memorandum Nurbbe8 August 2001,
http://www.army.mil/ciog6/docs/SACSAMemo8Aug01.pdf

Army NETOPS CONOPS (version 1.0),
https://ascp.monmouth.army.mil/scp/downloads/stedsimlicy filesINETCOM NETO
PS CONOPS v10 1.pdf

DOD Information Assurance Certification and Acctaton Process (DIACAP) 27
November 2007http://www.dtic.mil/whs/directives/corres/pdf/85100 pdf

DOD Information Technology Standards Registry

6.5.1

DOD Information Technology Standards Registry BaseRelease 08-3.0, 20 November
2008.https://disronline.disa.mil/a/public/docs/Promulgat Memo_2008-11-20.pdf
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DOD Information Technology Standards Registry (Nétecess to the DISR requires
registration/login to the DISA DISRonline website)
https://disronline.disa.mil/a/DISR/Search_reqgigty.- Website link to search registry
https://disronline.disa.mil/a/DISR/DISR_archiveg.js Website link to archived
documents

Information Assurance — Army and DOD Policy

6.6.1

6.6.2

6.6.3

6.6.4

6.6.5

6.6.6

6.6.7

6.6.8

6.6.9

6.6.10

6.6.11

6.6.12

6.6.13

Information Assurance (AR 25-2)http://www.usapa.army.mil/pdffiles/r25_2.pdf

Letter to Industry Concerning the Approval and Asgion of Information Assurance
(IA) Tools and Products in the United States Army,
https://chess.army.mil/ascp/commerce/scp/downlstatsdardspolicy files/letter to _ind

ustry.pdf

Disposition of Unclassified DoD Computer Hard Dsvd June 2001, Effective 4 June
2001, http://iase.disa.mil/asd_hd_disposition_memo060Qadrl.

Interim DOD Information Assurance Certification afidcreditation Process (DIACAP)
6 July 2006,
http://www.diacap.net/images/Interim_ DOD_C_A_ GuidanJuly 6 2006_Final.pdf

DoD Directive 4630.5, Interoperability and Suppbitity of Information Technology
(IT) and National Security Systems (NSS), May 3420
http://www.js.pentagon.mil/whs/directives/corred/d83005p.pdf

DoDI 4630.8, Procedures for Interoperability angSurtability of Information
Technology (IT) and National Security Systems (NS8he 30, 2004.
http://www.dtic.mil/whs/directives/corres/html/4638.htm

CJCSI 6212.01E Interoperability and Supportabiitynformation Technology and
National Security Systems
http://www.dtic.mil/cjcs_directives/cdata/unlimife2_01.pdf

DOD Directive 5200.1, “DOD Information Security Bram,” January 1997,
http://www.dtic.mil/whs/directives/corres/pdf/52000pdf

DOD Directive C-5200.5, “Communications SecurityQESEC),” 21 April 1990, IA

DOD Directive C-5200.5 is a classified Directivdasgsified documents are not cleared to

be placed on the website. Users may contact the &1PR
ASD(NINASDNII.pubs@osd.mito obtain a copy of the Directive

DOD Instruction 5200.01, “DOD Information SecurRyogram,” October 9, 2008,
http://www.dtic.mil/whs/directives/corres/pdf/52008 pdf

DOD Instruction 0-8530.2, Support to Computer Netwbefense (CND),
https://powhatan.iiie.disa.mil/cnd/dodi-0-8530-%.pd

DoD Directive 8500.01E, Information Assurance
http://www.dtic.mil/whs/directives/corres/pdf/85000 pdf

DoD Instruction (DoDI) 8500.2, Information Assuranienplementation
http://www.dtic.mil/whs/directives/corres/pdf/8500f) pdf
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DoDI 8580.1, Information Assurance in the Defensguisition System (for Mission
Critical or Mission Essential IT)
http://www.dtic.mil/whs/directives/corres/html|/858D.htm

DoDD 8570.1, Information Assurance Training, Cééfion, and Workforce
Managemenhttps://www.us.army.mil/suite/doc/7600072

Defense Acquisition Guidebook _ Chapter 7 Acqugjrinformation Technology and
National Security Systems, Section 7.5 Informa#i@surance _ see
http://akss.dau.mil/dag/Guidebook/IG_c7.5.asp

DCI Directive 6/3, "Protecting Sensitive Compartieehinformation Within Information
Systems," June 5, 1999 - da§://www.fas.org/irp/offdocs/dcid.htm

DOD CIO Memorandum, “Encryption of Sensitive Undlified Data at Rest on Mobile
Computing Devices and Removable Storage Mediayi\32007;
https://chess.army.mil/scp/downloads/standardspdiies/DoD_Official DAR_and_TP
M_Decree_07-03-07.pdf

Information Assurance — NIST Policy and Guidedine

6.7.1

6.7.2

6.7.3

6.7.4

6.7.5

6.7.6

6.7.7

6.7.8

6.7.9

National Information Assurance Acquisition PoliéyAugust 2002,
https://ascp.monmouth.army.mil/scp/downloads/stedgtmlicy files/NSTISSP_Guidan

ce.pdf

National Security Telecommunications and Informat8ystems Security (NSTISSP)
Policy No. 11. Fact sheet for NSTISSP No. 11 is
http://www.cnss.gov/Assets/pdf/nstissp_11_fs.pdQs site for NSTISSP No. 11 is
http://www.niap-ccevs.org/cc-scheme/fags/nstissyatys. pdf

Guide to Information Technology Security ServicdSNSpecial Publication 800-35.
October 2003http://csrc.nist.gov/publications/nistpubs/800-3FM-SP800-35.pdf

Guide to Selecting Information Technology SecuFitgducts NIST Special Publication
800-36. October 2003ittp://csrc.nist.gov/publications/nistpubs/800-3kBMN-SP800-

36.pdf

Guide for the Security Certification and Accreditatof Federal Information Systems
Special Publication 800-37. May 20Q4tp://csrc.nist.gov/publications/nistpubs/800-
37/SP800-37-final.pdf

Guidance for Securing Microsoft Windows XP SystdardT Professionals: A NIST
Security Configuration Checklist - Special Publicat800-68,
http://csrc.nist.gov/itsec/quidance_WinXP.html

Guidance for Securing Microsoft Windows VISTA:
http://csrc.nist.gov/itsec/guidance_vista.html

Common Criteridhttp://www.commoncriteriaportal.org/

Recommended Security Controls for Federal Inforom8ystems. February 2005,
http://csrc.nist.gov/publications/nistpubs/800-33380-53. pdf
Annex 1:Consolidated Security Controls-Low Baselijgdf)
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Annex 2:Consolidated Security Controls-Moderate Base{ipéf)

Annex 3:Consolidated Security Controls-High Basel{rjdf)

Information Management

6.8.1

6.8.2

6.8.3

6.8.4

6.8.5

6.8.6

6.8.7

6.8.8

6.8.9

6.8.10

Department of Defense Global Information Grid Atebture Architectural Vision, June
2007
http://www http://www.defenselink.mil/cio-nii/docs/GIGArchVisin. pdf

Net-Centric Operations and Warfare (NCOW) Referéviodel, Version 1.1,
17 November 2004ttps://acc.dau.mil/CommunityBrowser.aspx?id=28986
NOTE: Requires login/password to DOD Global Infotima Grid Architecture Website

DoD Directive 8320.02, "Data Sharing in a Net-Cenrepartment of Defense. 02
December 2004ttp://www.dtic. mil/whs/directives/corres/pdf/83 228 pdf

The Department of Defense Architecture FramewordBF). 9 February 20Q4
https://acc.dau.mil/CommunityBrowser.aspx?id=22205

Army Community of Interest (COI) Guidance, last afmtl 29 December 2006, Version
DRAFT 1.4.2http://escc.army.mil/doc/SOA/Army%20C0OI1%20guidapc.

The Clinger-Cohen Act (Chapter 25 of title 40, @ditStates Code) see
http://www.cio.gov/Documents/it_ management_reforot Beb 1996.html

OMB Circular A-130, "Management of Federal InforinatResources, Transmittal 4,"
November 30, 2000 _ séép://www.whitehouse.gov/omb/circulars/al130/al&dlh

CJCSM 3170.01B: Operation of the Joint Capabditiegration and Development
System, http://www.dtic.mil/cjcs_directives/cdata/unlimit8h7001.pdf

Department of Defense Net-Centric Data Stratedyia9 2003. See
http://www.dod.mil/cio-nii/docs/Net-Centric-Datar8teqy-2003-05-092.pdf

OASD(NII), Net-Centric Checklist, Version 2.1.4 4330, 2004
http://www.ndu.edu/CTNSP/S&R_workshop3/Net Cent@ibecklist 2 1 4.pdf

Internet Protocol version 6 (IPv6)

6.9.1

6.9.2

6.9.3

Internet Protocol, Version 6 (IPv6). 9 June 206&duires AKO Login)
https://www.kc.us.army.mil/peoc3spolpro.nsf/F61FERB20CBD685256D4300563B0
1/$FILE/IPV6.pdf

Army Implementation of DOD Internet Protocol Vernsié (IPv6) Mandate. 5 November
2003, (Requires AKO Login)
https://ascp.monmouth.army.mil/scp/downloads/stedgtmlicy files/Army 1Pv6 _Initial

Guidance.pdf

IPv6 Register — JITChttp://jitc.fhu.disa.mil/adv_ip/register/reqgistetnti

Collaboration Tools
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6.10.1 Collaboration Tools Suite Standards. 19 Februafs20
https://ascp.monmouth.army.mil/scp/downloads/stedgtmlicy files/CollToolSuitStand

.pdf

6.10.2 Collaboration products certified for use on DoD BMNet Networks.
http://jitc.fhu.disa.mil/washops/jtcd/dcts/projeditsnl

6.10.3 DCTS CMO Product Exemption Ligtttp://jitc.fhu.disa.mil/washops/jtcd/dcts/cmo.html

6.11 Smart Cards

6.11.1 Army Card Reader Specification 10_17_05 CACPKI &hin
https://ascp.monmouth.army.mil/scp/downloads/stedgtmlicy files/Army CAC_PKI

Program.pdf

6.11.2 Additional Army Smart Card Reader Acquisition Guida. 10 May 2002,
https://ascp.monmouth.army.mil/scp/downloads/stedsimlicy files/additional smartca

rd_guidance.pdf

6.11.3 Army Smart Card Reader Acquisition Guidance. 161dan2002,
https://ascp.monmouth.army.mil/scp/downloads/stedsimlicy files/smartcard guidanc

e.pdf

6.11.4 Smart Card Adoption and Implementation. 10 Novenil$99,
https://ascp.monmouth.army.mil/scp/downloads/stedgtmlicy files/smartcard 111019

99.pdf

6.11.5 Government Smart Card Interoperability Specifiaatidersion 2.1 — 16 July 2003,
http://csrc.nist.gov/publications/nistir/nistir-6B&df

6.12 Radio Frequency Identification (RFID)

6.12.1 Radio Frequency ldentification (RFID) Policy. 30yJR004,
http://www.acq.osd.mil/log/rfid/Policy/RFID%20P0li#62007-30-2004.pdf

6.12.2 Department of Defense Standard Practice - Militdarking For Shipment and Storage
(MIL STD 129-P). 29 Oct 2004,
http://assist.daps.dla.mil/quicksearch/basic_peaffim?ident_number=35520

6.12.3 RF-Tag Format (Version 2.0). 10 May 200&p://www.acq.osd.mil/log/rfid/Policy/RF-
Tag%20Data%20Format%20Specification,%20Version %2 pdf

6.12.4 Policy for Unique Identification (UID) of Tangiblkems — New Equipment, Major
Modifications, and Reprocurements of Equipment &pdres. 29 July 2003,
http://www.acq.osd.mil/dpap/UID/uid_signed_policyemo_2003.07.29.pdf

6.12.5 Update to Policy For Unique Identification (UID) ®angible Items — New Equipment,
Major Modifications, and Reprocurements of Equipireard Spare. 3 Sep 2004,
http://www.acg.osd.mil/dpap/Docs/uid/Sep.%203%20%ED%20Policy%20Update.pd
f

6.12.6 Policy For Unique Identification (UID) of Tangibiersonnel Property Legacy ltems in
Inventory and Operational Use, Including Governntamnished Property (GFP). 23 Dec
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2004,
http://www.acg.osd.mil/dpap/Docs/uid/UID%20Policy@tPodate%20Legacy%20ltems
%2012-23-2004.pdf

6.12.7 Department of Defense Guide to Uniquely Identifyitegns (Version 1.4). 16 April
2004, http://www.acq.osd.mil/dpap/Docs/uid/quide_1_4.pdf

6.12.8 Department of Defense Standard Practice — Ideatiin Marking of US Military
Property (MIL-STD-130L). 20 Dec 2004ttp://www.acq.osd.mil/dpap/Docs/uid/MIL -
STD-130L%20Changel.pdf

6.12.9 Unique Identification 101 — The Basics. Novembed4£0
http://www.acq.osd.mil/dpap/Docs/uid/UID 101.pdf

6.13  Logistics

6.13.1 DoD 4140.1-R DoD Supply Chain Materiel ManageniRegulation, May 23, 2003
http://www.dtic.mil/whs/directives/corres/rtf/p41#0doc

6.13.2 Deputy Under Secretary of Defense (Logistics andeMel Readiness) Logistics
Enterprise Integration and Transformation
http://www.acq.osd.mil/log/logistics _materiel_reaelss/organizations/Ism/assetts/feb 02
information/ei_info/Ent%20Integ%20and%20Transfotim#620Dec%2001.doc

6.14  Voice Over IP (VOIP)

6.14.1 Security Considerations for Voice Over IP Systedaswuary 2005,
http://csrc.nist.gov/publications/nistpubs/800-F8380-58-final. pdf

6.15 Wireless

6.15.1 Use of Commercial Wireless Devices, Services, agchmologies in the Department of
Defense (DoD) Global Information Grid (GIG) (DoDrB¢tive 8100.2). 14 Apr 2004,
https://secureapp2.hgda.pentagon.mil/dtsw_cmsHhrpload/DoDD%208100.2.pdf

6.15.2 Security Requirements for Cryptographic Module$&PUB 140-2). 25 May 2001,
http://csrc.nist.gov/publications/fips/fips140-p4il 402. pdf

6.15.3 FIPS 140-1 and FIPS 140-2 Cryptographic Modulesdésibn List. March 10, 2009,
http://csrc.nist.gov/groups/STM/cmvp/

6.15.4 Wireless LAN Security Framework Addendum To The &éMss Security Technical
Implementation Guide (DRAFT). 10 February 2066p://iase.disa.mil/wireless/wlan-
security-framework-addendum-v2r0.doc

6.15.5 Wireless - Security Technical Implementation Gujdersion 5.0, Release 2). 15
November 2007http://iase.disa.mil/stigs/stig/wireless_stig_vHidt.

6.15.6 Wireless - Security Technical Implementation Gujdersion 5, Release 1), 20 February
2007,http://iase.disa.mil/stigs/stig/wireless-stig-vmal20feb07.pdf

6.15.7 Army Wireless Best Business Practices - NETCOM W¥8® Security Standards,
Version 2 (03-EC-M-0003) dated 15 June 2007, RegquAKO Login,
https://www.us.army.mil/suite/doc/12680503




6.16

6.17
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6.16.1 Section 508.http://www.section508.gov

6.16.2 Section 508 — Electronic and Information Technolog@¢ December 2000,
http://www.usdoj.gov/crt/508/508law.pdf

6.16.3 Desktop and Portable Computer (1194.26). 1 Augdei sttp://www.access-
board.gov/sec508/quide/1194.26.htm

Energy Star

6.17.1 President Issues Executive Order Regarding Eneffigi¢ht Use of Power Devices in
Federal Facilities. 31 July 2001,
http://www.gsa.gov/Portal/gsa/ep/contentView.do2dkcontentType=GSA_ BASIC&
contentld=16909

6.17.2 Computers (Version 5.0) Effective July 1, 2009,
http://www.energystar.qov/ia/partners/prod develeptirevisions/downloads/computer/
Version5.0 Computer Spec.pdf

6.17.3 Computer — Key Product Criteria.
http://www.energystar.gov/index.cfm?c=computerscpt _computers

6.17.4 Printers, Scanners, and All-in-One Devices
http://www.energystar.gov/index.cfm?fuseaction=fiadproduct.showProductGroup&p

gw_code=PR

6.17.5 Copiers and FAX machines
http://www.energystar.gov/index.cfm?fuseaction=fiadproduct.showProductGroup&p

gw_code=FX

6.17.6 Notebook Computers/Tablet PCs,
http://www.energystar.gov/index.cfm?fuseaction=fiadproduct.showProductGroup&p

gw_code=LT

6.17.7 Computer Monitors (Version 4.0), effective 20 JAB07.
http://www.energystar.gov/ia/partners/product spgoegiram_reqs/MonitorSpecV40Fin

al.pdf

6.17.8 Electronic Product Environmental Assessment ToBIEET), http://www.epeat.net/

6.17.9 Federal Electronics Challend#tp://www.federalelectronicschallenge.net/

6.17.10 Executive Order 13423, Strengthening Federal Enwirental, Energy, and
Transportation Management 24 January 2007,
http://www.ofee.gov/eo/e013423 main.asp

6.17.11 Federal Acquisition Regulation; FAR Case 2006—@86ctronic Products
Environmental Assessment Tool. Federal Registenl/ ¥4, No. 10 / Thursday, January
15, 2009 / Rules and Regulations (EPEAT)p://www.epeat.net/Docs/EPEATFAR.pdf

6.17.12 Computer Servers Key Product Criteria,
http://www.energystar.gov/index.cfm?c=ent_serverspt_enterprise_servers
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6.18 Other Regulatory and Commercial Requirements

6.18.1

6.18.2

6.18.3

6.18.4

6.18.5

Distributed Management Task Force Desktop Managemgarface (DMI Version
2.0.1s)http://www.dmtf.org/standards/documents/DMI/DSP O@a%

Latest Windows 2000 and Windows NT Hardware Contyildi List
http://support.microsoft.com/default.aspx?scid=B8S;q131303

Trusted Platform Module (TPM v1.2)
https://www.trustedcomputinggroup.org/specs/TPM/

FCC Part 15 Class Bttp://www.fcc.gov/oet/info/rules/partl5/part15-59%. pdf

Electromagnetic Compatibility (EMC) Directive 89/336/EEC
http://www.conformance.co.uk/directives/ce_emc.php

6.19  Areas for Forthcoming or Envisioned Policies @udance

6.19.1

6.19.2

Army Level

4.19.1.1Configuration Management
4.19.1.2Server Consolidation
4.19.1.3Thin Client TECHCON
4.19.1.4Server TECHCON

DOD Level

6.20  System Security

6.20.1

7.0 Preferences:

Security requirements that shall be accomplishetheyContractor will be per the DoD
Information Assurance Certification and AccredaatProcess (DIACAP) DoD
Instruction 8510.01, November 28, 2007
(http://www.dtic.mil/whs/directives/corres/pdf/85108 pd). The Contractor shall
transmit and deliver any classified material/rep&#W theNational Industrial Security
Program Operations Manual (NISPOR&NYd the Industrial Security RegulatiddoD
5220.22-R. Individual system security requirements shelblscomplished as specified
in the Task/Delivery Order.

(a) The Government prefers that each product gordiion offering is made up of components from a
single manufacturer whenever possible in ordeeverlage that company’ integration testing and pevémce trade-
off analysis conducted during product development.

(b) The Government also prefers manufacturershtheg a track record of operation under the Inteynal
Standards Organization (ISO) 9000 guidelines. 8& 9000 accreditation provides assurances to the@ment
that the specified items come from companies thedtroustomer requirements and strive to exceedmeast

expectations.



The following have been deleted:

PART A

PART B

PART C

PART D
52.212-5 Contract Terms and Conditions Requirddnflement

Statutes or Executive Orders--Commercial Items

52.219-9 Small Business Subcontracting Plan
52.219-25 Small Disadvantaged Business Particip&rogram--

Disadvantaged Status and Reporting

(End of Summary of Changes)
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