AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. Contract ID Code Page 1 Ofs
Firm-Fixed-Price

1. Amendment/Modification No. 3. Effective Date 4. Requisition/Purchase Reg No. 5. Project No. (If applicable)
P0000S 2012 J_H L2 $88 SCHEDULE
6, Issued By Code | ygapyy | 7 Administered By (If other than Item 6) Code I
ROCK ISLAND CONTRACTING CENTER
CCRC-TA
DAVID GANNON (309)782-0868
ROCK ISLAND, IL 61299-8000
BLDGS 60 & 390
EMAIL: DAVID.A.GANNON@US.ARMY.MIL SCD PAS ADP PT
8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:l 9A. A d Of Solicitation No.

NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC
DEFENSE GROUP {FORMERLY DEFENSE ENTERPRISE SOLUTIONS}

7575 COLSHIRE DR
MCLEAN, VA 22102-7508

TYPE BUSINESS: Large Business Performing in 0.5,

9B. Dated (See ltem 11}

EI 10A, Modification Of Contract/Order No.

WI1QUZ-07-0-0005

Code 1VaD? | Facitity Code

10B, Dated (See [tem 13)
2012MAR2T

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

E] The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers

D is extended, D is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods:

(a) By compieting items 8 and 5, and returning

copies of the amendments: (b) By acknowledging receipt of this amendment on each copy of the

offer submitted; or (c) By separate letter or telegram which Inciudes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER., Ifby virtue of this amendment you desire to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening

hour and date specified.

12. Accounting And Appropriation Data (If required)

B0 CHANGE TO OBLIGATION DATA

13. THIS ITEM ONLY APPLIES TO MODIFICATIONS OF CONTRACTS/ORDERS
It Modifles The Contract/Order No. As Deseribed In Item 14,

KIND MOD CODE: C

The Contract/Order No. In liem 10A.

A. This Change Order is Issued Pursuant To:

The Changes Set Forth In Item 14 Are Made In

B. The Above Numbered Contract/Order Is Modified To Reflect The Administrative Changes (such as changes in paying office, appropriation data, etc.) Set
Forth In ltem 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement Is Entered Into Pursuant To Authority OF:

43.18% a3

0|00

D. Other (Specify type of modification and authority)

E. IMPORTANT: Contractor D ks not,
SEE SECOND PAGE FOR DESCRIPTION

Concract Expiracion Date: 201SAPR13

D is required to sign this document and return 1
14. Description Of Amendment/Modification (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

copies ta the Issuing Office.

Except as provided herein, all terms and conditions of the document referenced in item 9A or 10A, as heretolore ¢h l, remains unchanged and in full force and

effect.

15A, Name And Title Of Siguer (Type or print)

Susanna W. Thornton, Sr. Contracts Administratdr

JEFFREY GOLLON

16A. Name And Title Of Contracting Officer (Type or print)

JEFFREY.S.GOLLON3US . ARMY .MIL (30%)782-5369

= (Signature of person suthorized o sign)

15C, Date Signed

16B. United States Of America

16C. Date Signed

2012 Jur 2t

NSN 7540-01-152-8070
PREVIOUS EDITIONS UNUSABLE

| 7/26/2012 By ——
of Cogiracting Officer)
20-105-02 STANDARD FORM 30 (REV. 10-83)

Prescribed by GSA FAR (48 CFR) 53.243



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | ! ContractID Code Page 1 Ofs

Firm-Fixed-Price

2. Amendment/Modification No. 3. Effective Date 4. Requisition/Purchase Req No. 5. Project No. (If applicable)

P00009S 2012JUL26 SEE SCHEDULE

6. Issued By Code | ysop1g | 7- Administered By (If other than Item 6) Code

ROCK ISLAND CONTRACTING CENTER
CCRC-TA

DAVID GANNON (309)782-0868
ROCK ISLAND, IL 61299-8000
BLDGS 60 & 390

EMAIL: DAVID.A.GANNON@US.ARMY.MIL SCD PAS ADP PT

8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:' 9A. Amendment Of Solicitation No.

NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC

DEFENSE GROUP (FORMERLY DEFENSE ENTERPRISE SOLUTIONS)
7575 COLSHIRE DR

MCLEAN, VA 22102-7508

9B. Dated (See Item 11)

10A. Modification Of Contract/Order No.

W91QUZ-07-D-0005
TYPE BUSINESS: Large Business Performing in U.S. 10B. Dated (See Item 13)

Code 1v4D7 | Facility Code 2012MAR27

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

I:' The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers

I:' is extended, I:' is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods:
(a) By completing items 8 and 15, and returning copies of the amendments: (b) By acknowledging receipt of this amendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening
hour and date specified.

12. Accounting And Appropriation Data (If required)
NO CHANGE TO OBLIGATION DATA

13. THIS ITEM ONLY APPLIES TO MODIFICATIONS OF CONTRACTS/ORDERS
KIND MOD CODE: C It Modifies The Contract/Order No. As Described In Item 14.

A. This Change Order is Issued Pursuant To: The Changes Set Forth In Item 14 Are Made In
The Contract/Order No. In Item 10A.

B. The Above Numbered Contract/Order Is Modified To Reflect The Administrative Changes (such as changes in paying office, appropriation data, etc.) Set
Forth In Item 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement Is Entered Into Pursuant To Authority Of: 43.103 (a)
. a

D. Other (Specify type of modification and authority)

LIE )t

E.IMPORTANT: Contractor I:' is not, G is required to sign this document and return copies to the Issuing Office.

14. Description Of Amendment/Modification (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

SEE SECOND PAGE FOR DESCRIPTION

Contract Expiration Date: 2015APR13

Except as provided herein, all terms and conditions of the document referenced in item 9A or 10A, as heretofore changed, remains unchanged and in full force and
effect.

15A. Name And Title Of Signer (Type or print) 16A. Name And Title Of Contracting Officer (Type or print)
JEFFREY GOLLON
JEFFREY.S.GOLLON@US .ARMY .MIL (309)782-5369

15B. Contractor/Offeror 15C. Date Signed 16B. United States Of America 16C. Date Signed
By /SIGNED/ 2012JUL26
(Signature of person authorized to sign) (Signature of Contracting Officer)
NSN 7540-01-152-8070 30-105-02 STANDARD FORM 30 (REV. 10-83)

PREVIOUS EDITIONS UNUSABLE Prescribed by GSA FAR (48 CFR) 53.243



Reference No. of Document Being Continued Page 2 of s

CONTINUATION SHEET
PIIN/SIIN W91QUZ-07-D-0005 MOD/AMD P00009

Name of Offeror or Contractor: NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC

SECTION A - SUPPLEMENTAL INFORMATION

The purpose of this modification is:

1. Incorporate a revised Labor Rates Tables - Northrop Grumman Labor Rates, dated 17 July 2012, into the contract as Section J,
Attachment 1 based on incorporation of additional Information Assurance labor categories. This attachment replaces all previous
attachments incorporated as Section J, Attachment 1 under the contract.

2. Incorporate a revised Section J, Attachment 2, Labor Category Descriptions, dated 17 July 2012, which adds additional Information
Assurance labor category descriptions. This attachment replaces all previous attachments incorporated as Section J, Attachment 2 under
the contract.

3. Revise Section C, Statement of Objectives, as follows:

a) 2.1 ITES Task Areas, Information Assurance area, is hereby revised to read as follows:

Information Assurance
Cyber Operations
Disaster Recovery
Continuity of Operations
Contingency Planning
Policy and Compliance
Remote Monitoring/Intrusion Detection
Security Architecture Design
Security Hardening
Secure Video Teleconferencing
System Certification and Accreditation (DITSCAP)

b) 4.0 CONSTRAINTS is hereby revised to read as follows:

4.0 CONSTRAINTS

The SOO provides contractors with maximum flexibility to conceive and propose innovative approaches and solutions.
However, in some cases, there may be constraints that the government must place on those solutions. The following
specifications, standards, policies and procedures represent the constraints placed on this acquisition. All
documents listed are mandatory, as applicable. Applicability is as defined in the document. The most current
version of the document at the time of Task Order issuance will take precedence. The list is not all-inclusive.
Other documents required for execution of tasks issued under ITES-2S will be cited in the relevant task order. It
is the policy of the DoD and the Army that IA requirements shall be identified and included in the design,
acquisition, installation, operation, upgrade, or replacement of all DoD information systems. This includes
systems and processes developed within the Defense Acquisition System; systems and processes developed at private
expense; outsourced business processes supported by private sector information systems; and outsourced information
technologies. All IA equipment necessary to satisfy requirements for a design, acquisition, installation,
operation, upgrade, or replacement of DoD information systems shall be procured from the CSLA IA BPA listed on
CHESS's IT e-mart and cited at paragraph 4.6.3. Security requirements that shall be accomplished by the
Contractor will be per the DoD Information Technology Security Certification and Accreditation Process (DITSCAP)
outlined in DoD 8510.1-M (see URL-http://www.dtic.mil/whs/directives/corres/pdf/851001m.pdf). The Contractor
shall transmit and deliver any classified material/reports IAW the National Industrial Security Program Operations
Manual (NISPOM) and the Industrial Security Regulation (DoD 5220.22-S-2). Each proposed task order under this
contract will be screened for compliance with applicable IA statutes, policies, and procedures. Specific
requirements will be stated in the task order statement of work/statement of objectives. 1In addition, all IA or
IA-enabled IT hardware, firmware, and software components or products incorporated into DoD information systems
must comply with the evaluation and validation requirements of National Security Telecommunications and
Information Systems Security Policy Number 11. Such products must be satisfactorily evaluated and validated
either prior to purchase or as a condition of purchase. Evidence shall include a vendors warrant, in their
responses to a solicitation and as a condition of the contract, that the vendor's products will be satisfactorily
validated within a period of time specified in the solicitation and the contract. Purchase contracts shall
specify that product validation will be maintained for updated versions or modifications by subsequent evaluation
or through participation in the National IA Partnership (NIAP) Assurance Maintenance Program or the Common

Criteria Recognition Arrangement (CCRA) Assurance Maintenance Program. Web links are provided wherever possible.

c) 4.0 CONSTRAINTS, paragraph 4.6 Information Assurance - Army and DOD Policy, is hereby revised to read as follows:
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Reference No. of Document Being Continued Page 3 of s

PIIN/SIIN W91QUZ-07-D-0005 MOD/AMD P00009

Name of Offeror or Contractor: NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC

4.

6

Information Assurance - Army and DOD Policy
4.6.1 Information Assurance (AR 25-2). , URL-http://www.usapa.army.mil/pdffiles/r25 2.pdf

4.6.2 Disposition of Unclassified DOD Computer Hard Drives. 4 June 2001, Effective 4 June 2001, URL-
http://iase.disa.mil/policy-guidance/asd hd disposition memo060401.pdf

4.6.3 DOD Information Assurance Certification and Accreditation Process (DIACAP) 27 November 2007, URL-
http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf

4.6.4 DOD Directive 4630.05, Interoperability and Supportability of Information Technology (IT) and National
Security Systems (NSS), June 30, 2004. URL-http://www.dtic.mil/whs/directives/corres/pdf/463005p.pdf

4.6.5 DODI 4630.8, Procedures for Interoperability and Supportability of Information Technology (IT) and
National Security Systems (NSS), June 30, 2004. URL-http://www.dtic.mil/whs/directives/corres/pdf/463008p.pdf

4.6.6 CJCSI 6212.01E Interoperability and Supportability of Information Technology and National Security
Systems, 15 December 2008, URL-http://www.dtic.mil/cjcs directives/cdata/unlimit/6212 01.pdf

4.6.7 DOD Directive 5200.1, DOD Information Security Program, January 1997, URL-
http://www.dtic.mil/whs/directives/corres/pdf/520001r.pdf

4.6.8 DOD Directive C-5200.5, Communications Security (COMSEC), 21 April 1990, IA DOD Directive C-5200.5 is a
classified Directive. Classified documents are not cleared to be placed on the website. Users may contact the OPR
at ASD(NII)ASDNII.pubs@osd.mil to obtain a copy of the Directive

4.6.9 DOD Instruction 5200.01, DOD Information Security Program, October 9, 2008, URL-
http://www.dtic.mil/whs/directives/corres/pdf/520001p.pdf

4.6.10 DOD Instruction 0-8530.2, Support to Computer Network Defense (CND), March 9, 2001, URL-
https://powhatan.iiie.disa.mil/cnd/dodi-o0-8530-2.pdf

4.6.11 DOD Directive 8500.01E, Information Assurance, 24 October 2002, URL-
http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf

4.6.12 DOD Instruction (DODI) 8500.2, Information Assurance Implementation, 6 February 2003, URL-
http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf

4.6.13 DODI 8580.1, Information Assurance (IA) in the Defense Acquisition System9 June 2004, URL-
http://www.dtic.mil/whs/directives/corres/pdf/858001p.pdf

4.6.14 DODD 8570.01, Information Assurance Training, Certification, and Workforce Management, 15 August 2004, URL-
http://www.dtic.mil/whs/directives/corres/pdf/857001p.pdf

4.6.15 DEPARTMENT OF DEFENSE (DOD) 8570.01-M, CHANGE 2, INFORMATION ASSURANCE WORKFORCE IMPROVEMENT PROGRAM, 20
APRIL 2010. URL-http://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf

4.6.16 CIO/G6, CYBER DIRECTORATE, BEST BUSINESS PRACTICE 05-PR-M-0002, IA TRAINING AND CERTIFICATION, VERSION
4.0, 06 AUGUST 2010 URL-https://ia.signal.army.mil/docs/pub.trainingand certificationbbpfinall0.pdf

4.6.17 Defense Acquisition Guidebook _ Chapter 7 Acquiring Information Technology and National Security Systems,
Section 7.5 Information Assurance _ see URL-http://akss.dau.mil/dag/Guidebook/IG c7.5.asp

4.6.18 DCI Directive 6/3, "Protecting Sensitive Compartmented Information Within Information Systems," 24 May
2000- see URL-http://www.fas.org/irp/offdocs/dcid-6-3-Manual.doc

4.6.19 DOD CIO Memorandum, Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and
Removable Storage Media, 3 July 2007; URL-http://iase.disa.mil/policy-guidance/DOD-dar-tpm-decree07-03-07.pdf

4.6.20 ALARACT 284/2011 - COMPUTING ENVIRONMENT (CE) CERTIFICATIONS FOR THE ARMY INFORMATION ASSURANCE (IA)
WORKFORCE

Incorporate a revised Evaluation of Contractors Task Order Performance Report, dated 17 July 2012, into the contract as Section J,
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CONTINUATION SHEET
PIIN/SIIN W91QUZ-07-D-0005 MOD/AMD P00009

Name of Offeror or Contractor: NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC

Attachment 3, Exhibit 3. This exhibit replaces all previous versions of Section J, Attachment 3, Exhibit 3 incorporated under the
contract.

5. Incorporate, by reference, the following DFARS clauses:

252.234-7002, EARNED VALUE MANAGEMENT SYSTEM (MAY 2011)
252.242-7005, CONTRACTOR BUSINESS SYSTEMS (FEB 2012)

DFARS 252.234-7002 will apply at the task order level, if applicable. The Ordering Contracting Officer shall identify on their
individual task order if DFARS clause 252.234-7002 is applicable.

6. Revise Section G, specifically G.7 Ordering, paragraph (j):

From: The TO KO reserves the right to withdraw and cancel a task if issues pertaining to the proposed task arise that cannot be
satisfactorily resolved. In accordance with 10 U.S. Code 2304c(e) and FAR 16.505(b) (5), ITES-2S contractors that are not selected for
award under a task order competition may seek independent review by the designated Ombudsman for the ITES-2S contracts. The Army
Contracting Command-Rock Island Ombudsman will review complaints from the contractors and ensure that all contractors are afforded a
fair opportunity to be considered for each task order, consistent with the procedures in this contract. The designated Ombudsman is
identified in A.2. In accordance with FY08 Authorization Act, Section 843, GAO will entertain a protest filed on or after May 27, 2008,
for TO valued at more than $10M. Procedures for protest are found at 4CFR Part 21 (GAO Bid Protest Regulations).

To: The TO KO reserves the right to withdraw and cancel a task if issues pertaining to the proposed task arise that cannot be
satisfactorily resolved. In accordance with 10 U.S. Code 2304c(e) and FAR 16.505(b) (5), ITES-2S contractors that are not selected for
award under a task order competition may seek independent review by the designated Ombudsman for the ITES-2S contracts. The Army
Contracting Command-Rock Island (ACC-RI) Ombudsman will review complaints from the contractors on all Task Orders issued by ACC-RI and
ensure that all contractors are afforded a fair opportunity to be considered for each task order, consistent with the procedures in this
contract. The ACC-RI designated Ombudsman is identified in A.2. The Ombudsman for Task Orders not issued by ACC-RI will be the
Ombudsman that supports the Ordering Contracting Officer. In accordance with FY08 Authorization Act, Section 843, GAO will entertain a
protest filed on or after May 27, 2008, for TO valued at more than $10M. Procedures for protest are found at 4CFR Part 21 (GAO Bid
Protest Regulations) .

7. All other terms and conditions of contract W91QUZ-07-D-0005 remain unchanged and in full force and effect.

**%* END OF NARRATIVE A0003 **x*
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Name of Offeror or Contractor: NORTHROP GRUMMAN INFORMATION TECHNOLOGY, INC

SECTION I - CONTRACT CLAUSES

Status Regulatory Cite Title Date
I-1 ADDED 252.242-7005 CONTRACTOR BUSINESS SYSTEMS FEB/2012
I-2 CHANGED 252.234-7002 EARNED VALUE MANAGEMENT SYSTEM MAY/2011

Insert -1- in the blank in paragraph (k) (1); insert -2- in the blank in paragraph (k) (2) within the above referenced clause.



