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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 30 - BLOCK 14 CONTINUATION PAGE

The following have been modified:
CONTINUATION PAGE
1. The purpose of this modification is to

(a) Revise Section A-1 as follows:

Contract Specialist:
E-mail address:
Telephone number:

Contracting Officer’s Representative:
E-mail address:
Telephone number:

(b) Update Section A.2 as follows:

A2 Contractor’s Contract Administration:
Contractor’s Administration Office:

Address:
(if different than SF33, Block 15A)

Point of contact:
Telephone number:
E-mail address:

Authorized Contractor Representative:
(Contractual Binding/Negotiation Authority)

Name and Title:

Telephone number:

E-mail address:

Remittance Address (SF33, Block 15C):

Marjorie Beatty
Marjorie.Beatty@us.army.mil
703-325-3329

Deidre Harris
Deidre.Harris@us.army.mil
732-427-6785

Gary M. Kirkland
703-707-6713

gmkirkland@nciinc.com

Marianne Strathman, Vice President of Contracts and
Procurement

703-707-6708

mstrathman@nciinc.com

NCI Information Systems, Inc.

PO BOX 79731
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Baltimore, MD 21279-0731

Electronic Funds Transfer (EFT) payment shall be made as follows:
Financial institution address: SunTrust Bank

8245 Boone Boulevard, Suite 300

Vienna, VA 22182

Sharon Keys (804-270-8810)

Routing transit number: 055-002-707

Depositor account number: 700267638

If not paying via EFT, payment shall be made to the following address:

Contractor’s designated address: NCI Information Systems, Inc.

PO BOX 79731

Baltimore, MD 21279-0731

Point of contact: Jon Frank
Telephone number: 703-707-6802
E-mail address: jfrank@nciinc.com

(c) Update ITEC4 to NCRCC;

(d) Changed Army Small Computer Program to Computer Hardware Enterprise Software and
Solutions in section B.4(e)(1);

(e) Update constraints in Section C (SO0);
(f) Update Section H-13
From: H.13 Army Small Computer Program (ASCP) Source Contracts

In situations where the purchase of new commercial off the shelf (COTS) hardware and related software (not
provided under a Department of Defense, Enterprise Software Initiative (DoD ESI) agreement; (See Section H.16
DoD Enterprise Software Initiative (ESI)) is needed to satisfy the requirements of a particular TO, the ASCP
hardware contracts are the preferred source of supply. In the event that the hardware and related software required
is not available from an ASCP contract, the contractor shall be authorized to obtain the hardware through an
alternate source. A wavier is required for purchase of products from another source valued at over $25,000. The
listing of COTS hardware available from ASCP sources can be viewed on the web at
https://ascp.monmouth.army.mil/scp/contracts/compactview.jsp. The wavier process is located on the web at
https://ascp.monmouth.army.mil/scp/waiver/wv_explanation.jsp.
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To: H.13 Army Computer Hardware, Enterprise Software and Solutions (CHESS) Source Contracts

In situations where the purchase of new commercial off the shelf (COTS) hardware and related software (not
provided under a Department of Defense, Enterprise Software Initiative (DoD ESI) agreement; (See Section H.16
DoD Enterprise Software Initiative (ESI)) is needed to satisfy the requirements of a particular TO, the CHESS
hardware contracts are the preferred source of supply. In the event that the hardware and related software required
is not available from a CHESS contract, the contractor shall be authorized to obtain the hardware through an
alternate source. For Army customers requiring hardware, a waiver is required for purchase of products from
another source regardless of dollar value. The listing of COTS hardware available from CHESS sources can be
viewed on the web at https://chess.army.mil/ascp/commerce/disclaimer/disclaimer.jsp. The waiver process is
located on the web at https://chess.army.mil/ascp/commerce/disclaimer/disclaimer.jsp .

(g) Update Section H-16.
From: H.16 DoD Enterprise Software Initiative (ESI)

In situations where the purchase of new commercial software, including preloaded software, is needed to satisfy the
requirements of a particular TO, the contractor will first be required to review and utilize available Department of
Defense Enterprise Software Initiative (DoD ESI). In the event that the software required to satisfy a particular TO
is not available to the contractor through a DoD ESI source, the contractor shall be authorized to obtain the software
through an alternate source. The listing of COTS software available from DoD ESI sources can be viewed on the
web at https://ascp.monmouth.army.mil/scp/esi/esioverview.jsp.

To: H.16 DoD Enterprise Software Initiative (ESI)

In situations where the purchase of new commercial software, including preloaded software, is needed to satisfy the
requirements of a particular TO, the contractor will first be required to review and utilize available Department of
Defense Enterprise Software Initiative (DoD ESI). In the event that the software required to satisfy a particular TO
is not available to the contractor through a DoD ESI source, the contractor shall be authorized to obtain the software
through an alternate source and a waiver is required regardless of the dollar value. The listing of COTS software
available from DoD ESI sources can be viewed on the web at
https://ascp.monmouth.army.mil/scp/esi/esioverview.jsp. The waiver process is located on the web at
https://ascp.monmouth.army.mil/scp/waiver/wv_explanation.jsp

(h) Revised on page 3, CHESS Contract Management Deliverables and revise 2. Order Transaction bullet five.
(i) And revise G.4 Contract management.

2. All other terms and conditions of this contract remain unchanged and in full force and effect.

SECTION A - SOLICITATION/CONTRACT FORM
The ‘issued by' organization has changed from

ARMY CONTRACTING AGENCY-ITEC4
2461 EISENHOWER AVE
ALEXANDRIA VA 22331-1700
to
NCRCC - ITEC4
2461 EISENHOWER AVENUE
ALEXANDRIA VA 22331-1700


https://chess.army.mil/ascp/commerce/disclaimer/disclaimer.jsp
https://chess.army.mil/ascp/commerce/disclaimer/disclaimer.jsp
https://ascp.monmouth.army.mil/scp/esi/esioverview.jsp
https://ascp.monmouth.army.mil/scp/esi/esioverview.jsp
https://ascp.monmouth.army.mil/scp/waiver/wv_explanation.jsp

The facility code 0MX49 has been added.

The ‘administered by' organization has changed from
ARMY CONTRACTING AGENCY-ITEC4

2461 EISENHOWER AVE
ALEXANDRIA VA 22331-1700

to
NCRCC - ITEC4

2461 EISENHOWER AVENUE
ALEXANDRIA VA 22331-1700

The following have been modified:

Al

SECTION A
Government’s Contract Administration:
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The basic contract will be administered by the office indicated in SF33, Block 7. Individual orders will be
administered as designated in the order.

ACA/ITEC4 Contracting Office:

Contracting Officer:

E-mail address:
Telephone number:

Contract Specialist:
E-mail address:
Telephone number:

Ombudsman:
E-mail address:
Telephone number:

Christos Daoulas

Chris. Daoulas@us.army.mil
703-325-3327

Marjorie Beatty
marjorie.beatty@us.army.mil
703-325-3329

Stephen Carrano
Stephen.Carrano@us.army.mil

703-325-9760

Computer Hardware Enterprise Software and Solutions (CHESS):

A2

Contracting Officer’s Representative:
E-mail address:

Telephone number:

Contractor’s Contract Administration:

Contractor’s Administration Office:

Address:
(if different than SF33, Block 15A)

Point of contact:

Telephone number:

Deidre Harris
Deidre.Harris@us.army.mil
732-427-6785

Gary M. Kirkland

703-707-6713


mailto:Chris.%20Daoulas@us.army.mil
mailto:marjorie.beatty@us.army.mil
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mailto:Deidre.Harris@us.army.mil

E-mail address:
Authorized Contractor Representative:
(Contractual Binding/Negotiation Authority)

Name and Title:

Telephone number:

E-mail address:

Remittance Address (SF33, Block 15C):
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gmkirkland@nciinc.com

Marianne Strathman, Vice President of Contracts and
Procurement

703-707-6708

mstrathman@nciinc.com

NCI Information Systems, Inc.

PO BOX 79731

Baltimore, MD 21279-0731

Electronic Funds Transfer (EFT) payment shall be made as follows:

Financial institution address:

Routing transit number:

Depositor account number:

SunTrust Bank

8245 Boone Boulevard, Suite 300

Vienna, VA 22182

Sharon Keys (804-270-8810)

055-002-707

700267638

If not paying via EFT, payment shall be made to the following address:

Contractor’s designated address:

NCI Information Systems, Inc.

Point of contact:

Telephone number:

PO BOX 79731

Baltimore, MD 21279-0731

Jon Frank

703-707-6802
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E-mail address: jfrank@nciinc.com

A3 Invoice Submittal Address (SF 33, Block 23):

The address for invoice submission shall be identified on each individual order. Invoice submission shall be in
accordance with the respective “Invoice” clause as identified in the individual order.

A4 Payment Office (SF 33, Block 25):

The payment office shall be identified on each individual order. The procedures for payment shall be in accordance
with the respective “Payment” clause, as identified in the individual order.

SECTION B - SUPPLIES OR SERVICES AND PRICES

The following have been modified:
SECTION B
B.1 Scope

The contractor shall perform the Information Technology Enterprise Solutions — 2 Services (ITES-2S) effort in
accordance with the scope as described in Section C, Statement of Objectives, and provide all of the items identified
in Section B of the Schedule over the life of the contract. The contract has a base period of three years, and three
options of two years each. The contract provides nine, twelve-month periods. These nine years represent labor rate
years.

B.2 Minimum & Maximum Amounts, Indefinite-Delivery, Indefinite Quantity (ID/IQ)

The total amount of all orders placed against all contracts, awarded from this solicitation, shall not exceed
$20,000,000,000 over a nine (9) year period of performance (36-month base period and three, 24-month option
periods). The guaranteed minimum amount is $40,000.00 for each contractor. The minimum applies only to the
base period. Individual Task Orders (TO) will be awarded in accordance with Section G, Ordering. The contract
maximum represents the total requirement for the life of the contract (including options, if exercised).

B.3 Pricing of Labor Rate Table for Task Orders

(@) All task orders awarded pursuant to this contract, whether awarded on a T&M or FP basis, will be priced in
accordance with the pricing set forth in the Labor Rate Table, Section J, Attachment 1 and Labor Category
Descriptions, Section J, Attachment 2. The table reflects the Government-required labor categories. The labor rates
in the labor rate table reflect the fully-burdened composite rates for each labor category and will apply to all direct
labor hours. The composite rates include separate rates for work performed at the contractor site and at the
Government site for each labor category.

(b) In the event work is required for which the contractor can be expected to incur costs markedly different from
those normally incurred, e.g., work Outside the Continental United States (OCONUS), consideration will be given
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to pricing on a cost-reimbursement basis. In such situations, additional costs which cannot be appropriately charged
under the Other Direct Costs (ODCs) contract line item numbers (CLINs) will be negotiated on a case-by-case basis.

(c) T&M Labor/FP Rates.

(1) Government Site Rates. When performing at Government sites, the contractor shall furnish fully
burdened personnel rates. The Government will provide only office space, furniture, and office equipment and
supplies.

(2) Contractor Site Rates. When performing at a contractor site, the contractor shall furnish fully burdened
personnel rates which include loads for office space and all normal supplies and services required to support the
work. This includes, but is not limited to, telephones, faxes, copiers, personal computers, postage (to include courier
services such as Federal Express), ordinary business software (e.g., word processing, spreadsheets, graphics, etc.),
normal copying and reproduction costs.

(d) Labor Rate Tables, Section J, Attachment 1.

Labor rates and Other Direct Cost (ODC) fixed rate mark-up percentages for use in pricing the FP and T&M TOs
are set forth in the Labor Rate Tables, Section J, Attachment 1.

(1) The labor rates and ODC fixed mark-up percentages proposed for each of the nine, twelve-month labor
rate periods are fixed. However, the contractor may submit a proposal reducing the fixed labor rates and mark-up
percentages, in the contract, at any time during the life of this contract. The Government will review these proposals
and determine if the revised rates are realistic and in the best interest of the Government. If the rates are accepted,
the Government will modify the contract by incorporating the new rates into the labor rate tables.

(2) Atthe request of either the contractor or the Government, the contractor may, throughout the life of the
contract, propose additional labor categories, rates and descriptions. These additional categories, rates and
descriptions will be negotiated on a case-by-case basis in accordance with the provision in Section H, Technology
Refreshment. The additional categories, rates and descriptions proposed, upon determination by the Government
that they are fair and reasonable, will be incorporated into Section B of this contract.

(1) Labor. The Labor Rate Table represents fully-loaded hourly rates for each skill category. The fully-
burdened labor rates shall include all direct, indirect, general and administrative costs and profit associated with
providing the required skill. The fully-burdened labor rates shall include all labor and labor-related costs, such as,
but not limited to, the following list of representative labor-related costs: salaries, wages, bonuses to include stock
bonuses, incentive awards, employee stock options, stock appreciation rights, employee stock ownership plans,
employee insurance, fringe benefits, contributions to pension, other post-retirement benefits, annuity, employee
incentive compensation plans, incentive pay, shift differentials, overtime, vacation time, sick pay, holidays, and all
other allowances based upon a comprehensive employee compensation plan. Contractor site rates shall also include
contractor-provided facilities, furniture, equipment, supplies, tool kits, employee training and overhead amounts
required for work at contractor site rates. This includes, but is not limited to, telephones, facsimile machines and
their telecommunications lines, copiers, personal computers, postage (to include courier services such as Federal
Express), ordinary business software, such as word processing, spreadsheets, graphics, normal copying and
reproduction costs. The use of uncompensated overtime is not allowed. Contractor shall provide hourly rates based
upon a 40-hour work-week (2,080 hours per year).

(2) Program Management Support Costs. Contract-level program management support costs are included
as a percentage of each individual labor category rate, and encompass support for contract-level management,
reporting requirements and related travel and meeting attendance costs associated with the contractor’s program
management staff, as it relates to overall management of the ITES-2S Program. As a result, these program
management support costs are allocated among all of the task orders issued under this contract. These program
management support costs are differentiated from individual task order manager support costs, which are billed as
hourly labor rates against individual task orders for direct support to the effort performed under those task orders.
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This will result in direct billings at the task order level for labor hours in the appropriate manager category, to
specifically support program or project management for the task order.

B.4 Contract Line Item Numbers (CLINs)/Sub CLINs

(@) IT Solution Services. Separate CLINs are included to allow for various pricing structures (i.e., time and
materials, fixed price, and cost) in individual TO’s. The appropriate FAR principles must be applied for the
respective contract type.

(b) IT Subject Matter Experts. IT Subject Matter Experts (SMESs) fixed labor rates (actual direct and indirect costs,
excluding profit/fee) will be negotiated in individual TOs. However, if the ordering contracting officer deems it
necessary to direct the ITES-2S contractor to propose these categories, a fixed fee of 3% is allowable. The expertise
shall be in the required discipline or technology of the individual task order. At the Government’s option, the
contractor may provide subject matter experts in all task and sub-task areas as identified in Section C, Paragraph 2.1,
or as identified in individual TO requests. Education and experience levels are negotiable with individual TOs.
SMEs may only be proposed upon Government’s request or if no other labor category description can satisfy for the
requirement. The contractor is required to justify and received KO approval for the use of an SME when proposed
ina TO. Reimbursement will be dependent upon the TO contract type negotiated.

(c) IT Functional Area Expert. IT Functional Area Expert (FAE) fixed labor rates (actual direct and indirect costs,
excluding profit/fee) will be negotiated in individual TOs. However, if the ordering contracting officer deems it
necessary to direct the ITES-2S contractor to propose these categories, a fixed fee of 3% is allowable. FAEs must
have the demonstrated ability to perform information systems analysis tasks in support of one or of the functional
areas identified in Section C, Paragraph 2.1 or as identified in individual TOs. FAEs must have the ability to
conceptualize, define, plan, and implement all hardware and software requirements for information systems
supporting the specific functional area. They must have demonstrated experience in the planning, supporting, and
sustainment of worldwide functional area organizations. Experience must include both the functional aspects of the
functional area and information systems used within that functional area. Education and experience levels are
negotiable with individual TOs. FAEs may only be proposed upon Government’s request or if no other labor
category description can satisfy for the requirement. The contractor is required to justify and received KO approval
for the use of an FAE when proposed ina TO. Reimbursement will be dependent upon the TO contract type
negotiated.

(d) Incidental Construction. Incidental Construction will be reimbursed as a firm fixed price (labor & material), 1
job, as negotiated under individual TOs. The work will be subject to the provisions of the Davis Bacon Act
(Reference Section |, Davis-Bacon Act clauses) as described at Section H, Application of Davis-Bacon Act
Provisions. Actual labor costs, including indirect costs, IAW the Davis Bacon wage determination will be
reimbursed. Actual material costs, including indirect costs, will be reimbursed.

(e) ODCs. ODCs consist of IT Solution Equipment, IT Solution Software, Travel and Per Diem, and Other ODCs
and are reimbursable under cost reimbursement CLINs. The contractor shall include a detailed description of all
proposed ODCs in individual TO proposals. The cost of general purpose items required for the conduct of the
contractor's normal business operations will not be considered an allowable ODC in the performance of this
contract.

(1) IT Solution Equipment and IT Solution Software. All materials required for performance of TOs,
issued under this contract, which are not Government-furnished, shall be furnished by the contractor. Materials
acquired by the contractor with Government funds, for performance of this contract, are the property of the
Government.

The contractor shall utilize ESI source software and CHESS contract source equipment in accordance with
applicable provisions in Section H, Computer Hardware Enterprise Software and Solutions Source Contracts and
DoD Enterprise Software Initative. In addition to any other equipment, the contractor shall separately identify ESI
source software items and CHESS contract source equipment in each TO proposal. For ESI source software, the
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contractor shall request approval to order from the Government supply sources. For proposed materials that are not
from the identified government supply sources for ESI source software or CHESS contract source equipment, the
contractor shall provide a justification why those sources are not being utilized to support approval by the
Contracting Officer. Contractor costs for ESI source software shall be reimbursed at the prices charged to the
contractor, with no mark-up percentage for loadings, fee or profit, regardless of whether the contract type of the task
order if FP, T&M or CR. For CHESS contract source equipment, a fixed mark-up percentages for associated
indirect loading shall be applied to the CHESS contract source equipment for FP or T&M TOs; profit or fee shall
not be allowed.

In accordance with DFARS Subpart 239.73, Acquisition of Automatic Data Processing Equipment by DoD
Contractors, the contractor shall submit the documentation required to the Contracting Officer (KO) for approval
prior to entering into any equipment lease or purchase agreement.

(2) Travel and Per Diem. TO related travel costs, i.e., relocation and temporary duty (TDY) to include
travel, lodging and meals are reimbursable in accordance with thein accordance with FAR 31.205-46. For travel, a
fixed mark-up percentage for associated indirect loadings shall be applied to the direct travel costs for FP or T&M
TOs; profit or fee is not be allowed for travel. If travel destinations are specified in the TO, the task order proposal
shall include prices for airfare and per diem rates by total days, number of trips and number of contractor employees.
No contractor travel shall be conducted to support the requirements of TOs without advance, written approval from
the TO Contracting Officer’s Representative.

(3) Other ODCs. For other ODCs, under FP TOs, a fixed mark-up percentage for indirect
loading and profit shall apply. For other ODCs, under T&M TOs, a fixed mark-up percentage for indirect loading
shall apply. Profit or fee is not allowed.

B.5 Phase-In

The Government intends to allow 60 days for phase-in. The phase-in period shall be in accordance with Section I,
FAR 52.237-3, Continuity of Services. This period allows for the establishment of operations and infrastructure in
preparation for full performance, to include preparation and submission of proposals on task orders. Phase-In shall
be Not Separately Priced (NSP) and the cost attributable with phase-in shall be included in the fixed loaded hourly
labor rates.

B.6 Total Cost of Ownership Pricing

Individual TOs may require the contractor to restructure its price proposal to provide for the total cost of ownership.
For example, instead of, or in addition to, providing a cost proposal based on fixed hourly rates, specific task orders
may require pricing on a per seat/workstation, usage rates, or other similar bases to determine the total life cycle
cost.

B.7 Service Contract Act

This contract has been determined to be exempt from the requirements of the Service Contract Act.

SECTION C - DESCRIPTIONS AND SPECIFICATIONS
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The following have been modified:
SECTION C

STATEMENT OF OBJECTIVES (SOO)
1.0 INTRODUCTION

The Computer Hardware, Enterprise Software and Solutions (CHESS), in coordination with the Army
Contracting Command (ACC), Information Technology, E-Commerce, and Commercial Contracting Center
(ITEC4), is seeking qualified contractors to support the Army enterprise infrastructure and infostructure goals with
information technology (IT) services worldwide.

The Army is seeking contractors who are willing to partner with the Army to meet its mission. The Army
is structuring the ITES-2S contract in a manner that ensures that the contractors’ goals and objectives are in
alignment with those of the Army. Superior performance on the contractors’ part will directly and indirectly link to
superior Army mission accomplishment through the economic and efficient use of information technology. (Within
the context of the Army/contractor partnership, the terms “partner” and “partnership” should not be read to suggest
any formal legal partnership or joint venture between the contractor and the agency.) The Army/contractor
partnership will reflect the attributes of an open, collaborative, and customer-oriented professional relationship.

It is of critical importance that vendors become aware of the implications of the phased strategy to
transform to a single Army Network/Army Enterprise Infostructure (AEI). Consequently, responsibility for
technical control of the AEI is the responsibility of NETCOM/9™ Army Signal Command and will evolve in
conjunction with the development of a suite of new common policies and guidance. These documents, some still
under revision, will frame the network management and netcentric implementation strategies, and must be
interpreted as required constraints for the operational environment under this contract.

2.0 SCOPE

The ITES-2S scope will include a full range of services and solutions necessary for the Army to satisfy its
support of the Army enterprise infrastructure and infostructure goals with Information Technology (IT) services
worldwide. The scope includes the Command, Control, Communications, Computers, and Information Management
(C4IM) requirements as defined in Army Regulation 25-1 (AR 25-1).

ITES-2S contemplates services-based solutions under which contractors may be required to provide a full
range of IT equipment. Therefore, end-to-end solutions to satisfy worldwide development, deployment, operation,
maintenance, and sustainment requirements are included. Additionally included is support to analyze requirements,
develop and implement recommended solutions, and operate and maintain legacy systems, and equipment. It is the
intention of the Government to establish a scope that is broad, sufficiently flexible to satisfy requirements that may
change over the period of performance, and fully comprehensive so as to embrace the full complement of services
that relate to IT.

The U.S. Army, Department of Defense, or any other Federal Agency will be authorized to fulfill
requirements under ITES-2S.

2.1 ITES-2S Task Areas

The IT services solutions are categorized in the list of task areas identified below. The task areas are further
subdivided into sub-task areas to further define the scope of the task areas. This list of sub-tasks is not considered to
be inclusive of all sub-tasks within each task area. Specific details of task assignments, deliverables, documentation,
training, applicable government/department/industry standards, etc., will be provided within individual task orders.
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Business Process Reengineering (BPR)
Business Case Analysis
Functional Requirements Decomposition
IT Capital Planning
Gap Analysis
Risk Management
Workflow Analysis

Information Systems Security

Computer Security Awareness and Training
Computer Security Incident Response
Information, System, Data, and Physical Security
Mainframe Automated Information Security Support

Information Assurance
Disaster Recovery
Continuity of Operations
Contingency Planning
Remote Monitoring/Intrusion Detection
Security Architecture Design
Security Hardening
Secure Video Teleconferencing
System Certification and Accreditation (DITSCAP)

Information Technology Services
Biometrics
Configuration Management
Capacity Management
Computer Aided Design/Engineering/Management (CAD/CAE/CAM)
Computer Systems Administration, Management, and Maintenance
Design/Specifications for Information Systems
Data and/or Media Management
Database Applications Development
Design/Specifications for Information Dissemination
DODAF Based Operational & System Architecture Design & Development
Economic/Business Case Analysis (Cost/Benefit and Risk)
Independent Validation and Verification (IV&V)
Internet/Intranet/Web Applications/Network Computing
Legacy Systems Modernization
Performance Benchmarking/Performance Measurements
Simulation and Modeling
Software/Middleware Development
Source Data Development
Statistical Analysis
Systems Development and Software Maintenance
Systems Programming
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Video Teleconferencing

Voice over Internet Protocol (VOIP)

Web and Computer Systems Decision Support Tools
Web Enabled Applications

Enterprise Design, Integration, and Consolidation
Information and Knowledge Engineering
Integrated Solutions Management
Knowledge Engineering/Management
Market Research and Prototyping
Measuring Return on Investment (ROI)
Earned Value
Compliance with Interoperability Standards

Product Integration
Reliability and Maintainability
Requirements Analysis
Reverse Engineering
Software Engineering
Software Life Cycle Management
Systems Integration
Technology Insertion
Test and Evaluation
Wireless Networking

Education/Training
User Training
Wargaming, Experimentation, Scenario Design & Execution
Instructional Design, and Modeling & Simulation
Design & Execution of Computer-generated Imaging Training

Program/Project Management
Strategic Enterprise IT Policy and Planning

Change Management
Program Assessments and Studies
IT Strategic Planning Program Assessment and Studies
IT Project Cost & Schedule Management
IT Strategic Planning
Management/Administrative Support/Data Entry
Deployment Management

Systems Operation and Maintenance
Computer Center Technical Support
Commercial Off-the-Shelf Software Products and Support
Computer Systems Administration
Computer Systems Facilities Management and Maintenance
Licensing Support
Software License Management
Legacy Systems Maintenance
Network Management
Help Desk Support
Desktop Support
Property Management

Network Support



W91QUZ-07-D-0004
P00007
Page 14 of 59

Network and Telecommunications Infrastructure Support
Office Automation Support
Seat Management / Asset Management

3.0 ITES2-S STATEMENT OF OBJECTIVES (SOO)

3.1 Objectives

The fundamental purpose of the ITES-2S is to support the Army enterprise infrastructure and infostructure goals
with a full range of innovative, world class information technology support services and solutions at a reasonable
price. It is essential that the ITES-2S solutions enhance Army Net-operations/Net-centric capabilities and
holistically support the Army customers, with a goal of providing a common look and feel for Army applications at
all levels of both the strategic and tactical Army enterprise. The solution must not only be in compliance with
existing DoD and Department of Army standardization and interoperability policies, but should also strive to
enhance Army capabilities by supporting implementation and partnering in the implementation of NETCOM’s
Networthiness program. The Army has established the following objectives for the ITES2-S contract.

3.1.1 Contractual Management

Establish and maintain contract methodologies and operations that are flexible, facilitate
change, and allow for continuity of user support over the life of the contract.

Continuously improve task order competition throughout the life of the contract.
Increase use of subcontractors and teaming partners to bring expert talent and ingenuity

to the varied work under ITES2-S and effectively utilize small businesses to assure
achievement of mandatory subcontracting goals.

3.1.2 Partnership

Promote the contract to Army, DoD, and other federal agencies to increase potential
customers’ awareness of available services, solutions, and the benefits of this contract.

Support and partner with CHESS on the Army’s data and reporting requirements through
electronic interface.

Promote the benefits of performance-based contracting by educating the Army users.

Continuously seek ways to increase customer satisfaction through delivery of superior IT
services.

Support and partner with CHESS hardware and software contract holders as a preferred
source of supply.

3.1.3 Business Processes

i. Provide compliant, state-of-the-market, sustainable, supportable, and interoperable IT
service solutions worldwide.

ii. Identify and implement best commercial practices, new technologies and streamlined
approaches that afford the Army and other customers' information technology and
telecommunications structure the ability to improve their performance and IT business processes
(e.g. offering tools, techniques, and practices for migration to enterprise resource planning,
implementation of enterprise directory services).

iii. Assure affordable, best value, best pricing solutions.
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4.0 CONSTRAINTS

The SOO provides contractors with maximum flexibility to conceive and propose innovative approaches and
solutions. However, in some cases, there may be constraints that the government must place on those solutions. The
following specifications, standards, policies and procedures represent the constraints placed on this acquisition. All
documents listed are mandatory, as applicable. Applicability is as defined in the document. The most current
version of the document at the time of Task Order issuance will take precedence. The list is not all-inclusive. Other
documents required for execution of tasks issued under ITES-2S will be cited in the relevant task order. It is the
policy of the DoD and the Army that IA requirements shall be identified and included in the design, acquisition,
installation, operation, upgrade, or replacement of all DoD information systems. This includes systems and
processes developed within the Defense Acquisition System; systems and processes developed at private expense;
outsourced business processes supported by private sector information systems; and outsourced information
technologies. All IA equipment necessary to satisfy requirements for a design, acquisition, installation, operation,
upgrade, or replacement of DoD information systems shall be procured from the CSLA IA BPA listed on CHESS's
IT e-mart and cited at paragraph 4.6.3. Security requirements that shall be accomplished by the Contractor will be
per the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) outlined in DoD
8510.1-M (see http://www.dtic.mil/whs/directives/corres/pdf/851001m.pdf ). The Contractor shall transmit and
deliver any classified material/reports IAW the National Industrial Security Program Operations Manual (NISPOM)
and the Industrial Security Regulation (DoD 5220.22-S-2). Each proposed task order under this contract will be
screened for compliance with applicable 1A statutes, policies, and procedures. Specific requirements will be stated
in the task order statement of work/statement of objectives. In addition, all 1A or 1A-enabled IT hardware, firmware,
and software components or products incorporated into DoD information systems must comply with the evaluation
and validation requirements of National Security Telecommunications and Information Systems Security Policy
Number 11. Such products must be satisfactorily evaluated and validated either prior to purchase or as a condition
of purchase. Evidence shall include a vendor’s warrant, in their responses to a solicitation and as a condition of the
contract, that the vendor's products will be satisfactorily validated within a period of time specified in the solicitation
and the contract. Purchase contracts shall specify that product validation will be maintained for updated versions or
modifications by subsequent evaluation or through participation in the National 1A Partnership (NIAP) Assurance
Maintenance Program or the Common Criteria Recognition Arrangement (CCRA) Assurance Maintenance Program.
Web links are provided wherever possible.

4.1 Army Enterprise Standardization

411  Army Enterprise Desktop Software Standardization (TECHCON 2003-005c) 13
September 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736239

412  Memorandum Establishing Army MS ELA Software Inventory as Single Source for
Obtaining MS Products. 04 February 2004,
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files/04Feb2004-
MS _ELA policy.pdf

4.1.3  Moratorium On Microsoft Products And Product Support Services. 19 June 2003.
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files/June03 Moratoriu

m_Message.pdf

414  Enterprise Software Agreements. 2 December 2002.
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files/Army policy lette
r_on_DFAR.pdf

4.1.5 DFARS Final Rule on the use of Enterprise Software Agreements. 25 October 2002,
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy filessDFARS ESI Fina

|_Rule.pdf



http://www.dtic.mil/whs/directives/corres/pdf/851001m.pdf
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736239
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/04Feb2004-MS_ELA_policy.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/04Feb2004-MS_ELA_policy.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/June03_Moratorium_Message.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/June03_Moratorium_Message.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/Army_policy_letter_on_DFAR.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/Army_policy_letter_on_DFAR.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/DFARS_ESI_Final_Rule.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/DFARS_ESI_Final_Rule.pdf

416

4.1.7

4138

419

4.1.10

4111

4112

4.1.13

4.1.14

4.1.15

4.1.16

4.1.17

4.1.18
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Acquiring Commercially Available Software and Information Technology (IT) Products
within the Army. 11 January 2001,
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files/acquiring_commer
ical_software 11012001.pdf

DA Information Technology (IT) Acquisition & Procurement Policy
12 Jun 2007,
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files/ITProcurementMe

moSigned.pdf

Use of Defense Switched Network in lieu of Federal Telecommunications Service /
Public Switched Telephone Network (Implementation Memorandum 2005-12), 27
January 2006
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736291

Electromagnetic Capability Guidance for Installation of Personal Communication Service
(PCS) System Antenna Towers on Army Installations (Implementation Memorandum
2005-06), 3 January 2006,
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736288

Information Management Policy, Internet Protocol (IP) Space Management, Network
Address Translation (Implementation Memorandum 2004-19), 15 December 2004.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736287

Command, Control, Computers, and Communication Information Management Support
for Army Morale, Welfare, Recreation, and Lodging, and Family Program Information

Systems on Army Installations (Implementation Memorandum 2004-17), 28 December
2004. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736286

Enterprise Telephony Firewall Management System (Implementation Memorandum
2004-14), 28 February 2005.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736278

MICROSOFT Windows NT 4.0 Protection Implementation Plan (TECHCON 2004-013)
26 August 2004.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736277

Deployment of Windows XP Service Pack 2 (SP2) (TECHCON 2004-012), 20 July 2004.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736276

Email Attachment Filtering (TECHCON 2004-011A) 6 May 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736275

Command, Control, Computers and Communication Information Technology (C4/IT)
Support for Army Reserve Tenants on Army Installations (TECHCON 2004-010), 15
September 2004.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736264

Defense Research and Engineering Network Implementation of Army Installations
(TECHCON 2004-009A) 6 May 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736263

Active Directory Management Roles and Responsibilities (TECHCON 2004-008), 29
March 2005.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736262



https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/acquiring_commerical_software_11012001.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/acquiring_commerical_software_11012001.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/ITProcurementMemoSigned.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/ITProcurementMemoSigned.pdf
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736291
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736288
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736287
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736286
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736278
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736277
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736276
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736275
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736264
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736263
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736262

4.1.19

4.1.20

4121

4.1.22
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4.1.28

4.1.29

4.1.30

4131

4.1.32

4.1.33
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Guidance for Terminating Dedicated WAN and Virtual Ethernet Circuits from CONUS
Army Posts, Camps, and Stations to Off-Post Enclaves (TECHCON 2004-007),
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736261

Networthiness Certification for Tactical Systems (TECHCON 2004-005), 19 August
2004. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736260

Army Enterprise Active Directory Windows Internet Name Service Configuration
(TECHCON 2004-004), 15 October 2004.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736257

Upgrade Guidelines for MS Windows NT 4.0 Systems (TECHCON 2004-003), October
22, 2004. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736256

Army Enterprise Active Directory Site-Level Domain Controller Installation Guidelines
(TECHCON 2004-001B), February 11, 2005.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736255

Fielding Non-Army Systems on Army Installations (TECHCON 2003-002), 28 May
2003. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736253

Army Messaging Standards for Exchange (TECHCON 2003-001A), 3 January 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736243

Implementation of Deployable Forces Forests within the General Force Infrastructure in
the Army Enterprise Infrastructure Active Directory Environment (TA 2006-006), 14
May 2007. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=7780784

Exchange 2003 Implementation in the Continental United States Active Directory Forest
(TA 2006-003), 27 September 2007.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=8931144

Operation and Management of PM-Managed Systems in the Army Enterprise
Infostructure Active Directory Environment (TA 2005-018) 14 September 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736242

Common Access Card Cryptographic Logon Implementation (TA 2005-009), 1 March
2006. https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=7107237

Electromagnetic Compatibility Guidance for Installation of Personal Communication
Service System Antenna Towers on Army Installations (TA 2005-006) 3 January 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=7231353

Remote Access Virtual Private Network Implementation on Army Installations (TA
2005-004), 8 June 2006.
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736241

Request, Approval, and Implementation of Active Directory Trusts within the Army
Enterprise Infostructure (TA 2004-015a), 7 February 2006,
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=7405333

Technical Guidance MWR for Non-Franchised Users, 4 February 2003,
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736222



https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736261
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736260
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736257
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736256
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736255
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736253
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https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=8931144
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736242
https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=7107237
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https://www.us.army.mil/suite/collaboration/GetDocument.do?doid=6736222
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4.1.34 Army Thin Client Computing Guidance, SAIS-AOI, November 15, 2010,

https://www.us.army.mil/suite/doc/25114894

Army Knowledge Management

421

422

Cross Domain Community Roadmap, Version 1.0, 13 June 2008,
http://www.ucdmo.gov/CD%20Community%20Roadmap%20Exec%200verview%20v7.

pdf

DoD Directive 8000.01, “Management of the Department of Defense Information
Enterprise,” February 10, 2009,
http://www.dtic.mil/whs/directives/corres/pdf/800001p.pdf

Active Directory

431

432

4.3.3

Active Directory CONOPS (Version 1.1). 26 September 2003, (requires AKO Login).
https://www.us.army.mil/suite/doc/13985332

Request, Approval, and Implementation of Active Directory Trusts within the Army
Enterprise Infostructure (AEI) —- TECHCON 2004-015A. 7 February 2006, (Requires
AKO Login) https://www.us.army.mil/suite/doc/7405333

Army Policy for Windows NT 4.0 Replacement and Active Directory (AD)
Implementation. 4 February 2004,
http://www.army.mil/Cl1OG6/references/policy/docs/ActiveDir.pdf

Networthiness Program

441

4472

443

4.4.4

Networthiness Certification Program 2 April 2003, (Requires AKO Login)
https://www.us.army.mil/suite/doc/5166104

Army Knowledge Management Guidance Memorandum Number 1 8 August 2001,
http://www.army.mil/ciog6/docs/SACSAMemo8Aug01.pdf

CJCSI 6212.01B, Interoperability and Supportability of National Security Systems, and
Information Technology Systems, 8 May 2000,
http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/6212 01b.pdf

DOD Information Assurance Certification and Accreditation Process (DIACAP) 27
November 2007, http://www:.dtic.mil/whs/directives/corres/pdf/851001p.pdf

DOD Information Technology Standards Registry

451

452

DOD Information Technology Standards Registry Baseline Release 08-3.0, 20 November
2008. https://disronline.disa.mil/a/public/docs/Promulgation Memo 2008-11-20.pdf

DOD Information Technology Standards Registry (Note: Access to the DISR requires
registration/login to the DISA DISRonline website)
https://disronline.disa.mil/a/DISR/Search_registry.jsp - Website link to search registry



https://www.us.army.mil/suite/doc/25114894
http://www.ucdmo.gov/CD%20Community%20Roadmap%20Exec%20Overview%20v7.pdf
http://www.ucdmo.gov/CD%20Community%20Roadmap%20Exec%20Overview%20v7.pdf
http://www.dtic.mil/whs/directives/corres/pdf/800001p.pdf
https://www.us.army.mil/suite/doc/13985332
https://www.us.army.mil/suite/doc/7405333
http://www.army.mil/CIOG6/references/policy/docs/ActiveDir.pdf
https://www.us.army.mil/suite/doc/5166104
http://www.army.mil/ciog6/docs/SACSAMemo8Aug01.pdf
http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/6212_01b.pdf
http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf
https://disronline.disa.mil/a/public/docs/Promulgation_Memo_2008-11-20.pdf
https://disronline.disa.mil/a/DISR/Search_registry.jsp
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https://disronline.disa.mil/a/DISR/DISR_archives.jsp - Website link to archived
documents

Information Assurance — Army and DOD Policy

46.1

4.6.2

4.6.3

46.4

4.6.5

4.6.6

4.6.7

4.6.8

46.9

4.6.10

4.6.11

4.6.12

4.6.13

4.6.14

Information Assurance (AR 25-2). , http://www.usapa.army.mil/pdffiles/r25_2.pdf

Dispaosition of Unclassified DOD Computer Hard Drives. 4 June 2001, Effective 4 June
2001, http://iase.disa.mil/policy-qguidance/asd_hd_disposition_memo060401.pdf

DOD Information Assurance Certification and Accreditation Process (DIACAP) 27
November 2007, http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf

DOD Directive 4630.05, Interoperability and Supportability of Information Technology
(IT) and National Security Systems (NSS), June 30, 2004.
http://www.dtic.mil/whs/directives/corres/pdf/463005p.pdf

DODI 4630.8, Procedures for Interoperability and Supportability of Information
Technology (IT) and National Security Systems (NSS), June 30, 2004.
http://www.dtic.mil/whs/directives/corres/pdf/463008p.pdf

CJCSI 6212.01E Interoperability and Supportability of Information Technology and
National Security Systems, 15 December 2008,
http://www.dtic.mil/cjcs directives/cdata/unlimit/6212_ 01.pdf

DOD Directive 5200.1, “DOD Information Security Program,” January 1997,
http://www.dtic.mil/whs/directives/corres/pdf/520001r.pdf

DOD Directive C-5200.5, “Communications Security (COMSEC),” 21 April 1990, 1A
DOD Directive C-5200.5 is a classified Directive. Classified documents are not cleared to
be placed on the website. Users may contact the OPR at
ASD(NINASDNII.pubs@osd.mil to obtain a copy of the Directive

DOD Instruction 5200.01, “DOD Information Security Program,” October 9, 2008,
http://www.dtic.mil/whs/directives/corres/pdf/520001p.pdf

DOD Instruction 0-8530.2, Support to Computer Network Defense (CND), March 9,
2001, https://powhatan.iiie.disa.mil/cnd/dodi-0-8530-2.pdf

DOD Directive 8500.01E, Information Assurance , 24 October 2002,
http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf

DOD Instruction (DODI) 8500.2, Information Assurance Implementation, 6 February
2003, http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf

DODI 8580.1, Information Assurance (1A) in the Defense Acquisition System9 June
2004, http://www.dtic.mil/whs/directives/corres/pdf/858001p.pdf

DODD 8570.01, Information Assurance Training, Certification, and Workforce
Management, 15 August 2004,
http://www.dtic.mil/whs/directives/corres/pdf/857001p.pdf



https://disronline.disa.mil/a/DISR/DISR_archives.jspp
http://www.usapa.army.mil/pdffiles/r25_2.pdf
http://iase.disa.mil/policy-guidance/asd_hd_disposition_memo060401.pdf
http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/463005p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/463008p.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/6212_01.pdf
http://www.dtic.mil/whs/directives/corres/pdf/520001r.pdf
mailto:ASD(NII)ASDNII.pubs@osd.mil
http://www.dtic.mil/whs/directives/corres/pdf/520001p.pdf
https://powhatan.iiie.disa.mil/cnd/dodi-o-8530-2.pdf
http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/858001p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/857001p.pdf
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Defense Acquisition Guidebook _ Chapter 7 Acquiring Information Technology and
National Security Systems, Section 7.5 Information Assurance _ see
http://akss.dau.mil/dag/Guidebook/IG_c7.5.asp

DCI Directive 6/3, "Protecting Sensitive Compartmented Information Within Information
Systems," 24 May 2000- see http://www.fas.org/irp/offdocs/dcid-6-3-Manual.doc

DOD CIO Memorandum, “Encryption of Sensitive Unclassified Data at Rest on Mobile
Computing Devices and Removable Storage Media,” 3 July 2007;
http://iase.disa.mil/policy-guidance/DOD-dar-tpm-decree07-03-07.pdf

Information Assurance — NIST Policy and Guidelines

471

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.1.7

4.7.8

4.7.9

National Security Telecommunications and Information Systems Security (NSTISSP)
Policy No. 11. Fact sheet for NSTISSP No. 11 is
http://www.cnss.gov/Assets/pdf/nstissp_11 fs.pdf FAQs site for NSTISSP No. 11 is
http://www.niap-ccevs.org/fags/nstissp-11/

Guide to Information Technology Security Services NIST Special Publication 800-35.
October 2003, http://csrc.nist.gov/publications/nistpubs/800-35/NIST-SP800-35.pdf

Guide to Selecting Information Technology Security Products NIST Special Publication
800-36. October 2003, http://csre.nist.gov/publications/nistpubs/800-36/NIST-SP800-

36.pdf

Guide for the Security Certification and Accreditation of Federal Information Systems
Special Publication 800-37. Feb 2010, http://csrc.nist.gov/publications/nistpubs/800-37-
rev1/sp800-37-revi-final.pdf and http://csrc.nist.gov/publications/nistpubs/800-37-
rev1/sp800-37-revl_markup-copy_final.pdf

Guidance for Securing Microsoft Windows XP Systems for IT Professionals: A NIST
Security Configuration Checklist - Special Publication 800-68,
http://csrc.nist.gov/itsec/quidance_WinXP.html

Guidance for Securing Microsoft Windows VISTA:
http://csrc.nist.qov/itsec/quidance_vista.html

Guide to General Server Security, Special Publication 800-123, July 2008,
htp://csrc.nist.gov/publications/nistpubs/800-123/SP800-123.pdf

Common Criteria http://www.commoncriteriaportal.org/

Recommended Security Controls for Federal Information Systems and Organizations SP
800-53 Rev. 3, Aug 2009; http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-
53-rev3-final _updated-errata_05-01-2010.pdf and
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3_markup-rev2-to-
rev3_updated-may-01-2010.pdf



http://akss.dau.mil/dag/Guidebook/IG_c7.5.asp
http://www.fas.org/irp/offdocs/dcid-6-3-Manual.doc
http://iase.disa.mil/policy-guidance/dod-dar-tpm-decree07-03-07.pdf
http://www.cnss.gov/Assets/pdf/nstissp_11_fs.pdf
http://www.niap-ccevs.org/faqs/nstissp-11/
http://csrc.nist.gov/publications/nistpubs/800-35/NIST-SP800-35.pdf
http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1_markup-copy_final.pdf
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1_markup-copy_final.pdf
http://csrc.nist.gov/itsec/guidance_WinXP.html
http://csrc.nist.gov/itsec/guidance_vista.html
http://csrc.nist.gov/publications/nistpubs/800-123/SP800-123.pdf
http://www.commoncriteriaportal.org/
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3_markup-rev2-to-rev3_updated-may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3_markup-rev2-to-rev3_updated-may-01-2010.pdf
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Annex 1: http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-
Annex1 updated may-01-2010.pdf

Annex 2: http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-
Annex2 updated may-01-2010.pdf

Annex 3: http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-
Annex3 updated may-01-2010.pdf

Recommended Security Controls for Federal Information Systems SP 800-53 Rev. 2 Dec
2007; http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf

Annex 1: http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-
annex1.pdf

Annex 2: http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-
annex2.pdf

Annex 3: http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-5rev2annex3.pdf

Guide for Assessing the Security Controls in Federal Information Systems SP 800-53

A Jul 2008; http://csrc.nist.gov/publications/nistpubs/800-53A/SP800-53A-final-sz.pdf

Guide for Assessing the Security Controls in Federal Information Systems and
Organizations, Building Effective Security Assessment Plans SP 800-53 A Rev. 1 Jun.
2010; http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-revl-final.pdf

Information Management

48.1

482

4.8.3

484

4.8.5

4.8.6

4.8.7

4.8.8

Department of Defense Global Information Grid Architecture Architectural Vision, June
2007
http://www.http://www.defenselink.mil/cio-nii/docs/GIGArchVision.pdf.

Net-Centric Operations and Warfare (NCOW) Reference Model, Version 1.1,
17 November 2004 https://acc.dau.mil/CommunityBrowser.aspx?id=28986
NOTE: Requires login/password to DOD Global Information Grid Architecture Website

DoD Directive 8320.02, "Data Sharing in a Net-Centric Department of Defense. 02
December 2004, http://www.dtic.mil/whs/directives/corres/pdf/832002p.pdf

The Department of Defense Architecture Framework (DoDAF). 9 February 2004,
https://acc.dau.mil/CommunityBrowser.aspx?id=22205

Army Community of Interest (COI) Guidance, http://data.army.mil/coe_coi.html

The Clinger-Cohen Act (Chapter 25 of title 40, United States Code) see
http://www.cio.gov/Documents/it_ management reform_act Feb 1996.html

OMB Circular A-130, "Management of Federal Information Resources, Transmittal 4,"
http://www.whitehouse.gov/omb/circulars_al30 al30trans4

CJCSM 3170.01B: Operation of the Joint Capabilities Integration and Development
System, http://www.dtic.mil/cjcs_directives/cdata/unlimit/m317001.pdf



http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-Annex1_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-Annex1_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-Annex2_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-Annex2_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-%20Annex3_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/800-53-rev3-%20Annex3_updated_may-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-annex1.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-annex1.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-annex2.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-annex2.pdf
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-5rev2annex3.pdf
http://csrc.nist.gov/publications/nistpubs/800-53A/SP800-53A-final-sz.pdf
http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf
http://www.defenselink.mil/cio-nii/docs/GIGArchVision.pdf
https://acc.dau.mil/CommunityBrowser.aspx?id=28986
http://www.dtic.mil/whs/directives/corres/pdf/832002p.pdf
file:///C:/Users/Marjorie.Beatty/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/Temporary%20Internet%20Files/OLK8C/,%20%20https:/acc.dau.mil/CommunityBrowser.aspx
https://acc.dau.mil/CommunityBrowser.aspx?id=22205
http://data.army.mil/coe_coi.html
http://www.cio.gov/Documents/it_management_reform_act_Feb_1996.html
http://www.whitehouse.gov/omb/circulars_a130_a130trans4
http://www.dtic.mil/cjcs_directives/cdata/unlimit/m317001.pdf
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Department of Defense Net-Centric Data Strategy, 9 May 2003. See
http://www.dod.mil/cio-nii/docs/Net-Centric-Data-Strategy-2003-05-092.pdf

OASD(NII), Net-Centric Checklist, Version 2.1.4, July 30, 2004
http://www.DOD.mil/cio-nii/docs/NetCentric_Checklist_v2-1-3 .pdf

Joint Net-Centric Operations (JNO) Capability Portfolio Management (CPM), Business
Plan Version 1.0. April 16, 2007, _http://cio-nii.defense.gov/docs/JNO_Business_Plan.pdf

Unified Capabilities and IPv6

491

49.2

4.9.3

494

4.9.5

496

4.9.7

498

4.9.9

4.9.10

49.11

Internet Protocol version 6 (IPv6). for the GSCR,
http://jitc.fhu.disa.mil/tssi/docs/1_7ipv6_approved6089r6104.pdf

Unified Capabilities Approved Product List Process,
http://www.disa.mil/ucco/apl_process.html

Unified Capabilities Approved Product List — JITC http://jitc.fhu.disa.mil/apl/

DoD CIO Memorandum, DoD Internet Protocol Version 6 (IPv6) Definitions, 26 June
2008,

https://www.intelink.gov/inteldocs/action.php?kt path info=ktcore.actions,document.vie
w&fDocumentld=51302

DoD CIO Memorandum, DoD Internet Protocol Version 6 (IPv6) Implemention, 6
February 2008, https://www.intelink.gov/inteldocs/view.php?&fDocumentld=153739
(must click ”download” to view document)

IPv6 Extracts from Public Law 108-375 (FY05) and 109-163 (FY06),
https://www.intelink.gov/w/images/8/eb/Amended Public Law 108-
375 _Sec 331 %26 109-163 Sec 221.doc

OMB Memorandum M-05-22, Transition Planning for Internet Protocol Version 6
(IPv6), 2 August 2005, https://www.intelink.gov/w/images/2/22/OMB_m0522.pdf

DoD CIO Memorandum, DoD Internet Protocol Version 6 (IPv6) Interim Transition
Guidance, 29 September 2003,
https://www.intelink.gov/inteldocs/view.php?fDocumentld=153740

(must click “download” to view document)

DoD CIO Memorandum, DoD Internet Protocol Version 6 (IPv6), 9 June 2003,
https://www.intelink.gov/inteldocs/view.php?&fDocumentld=153734 (must click
”download” to view document)

Federal Register / Vol. 74, No. 236 / Thursday, December 10, 2009 / Rules and
Regulations, http://www.gpo.gov/fdsys/pkg/FR-2009-12-10/pdf/E9-28928.pdf

Assistant Secretary of Defense for for Netowrks and Information Integration
Memorandum, Subject: Guidance and Policy for Implementation of Office
ofManagement and Budget (OMB) Internet Protocol Version 6 (IPv6) Fiscal Years (FYs)
2012 and 2014 Requirements, MAR 07 2011



http://www.dod.mil/cio-nii/docs/Net-Centric-Data-Strategy-2003-05-092.pdf
http://www.dod.mil/cio-nii/docs/NetCentric_Checklist_v2-1-3_.pdf
file:///C:/Users/vicki.kadilak/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/sophia.scott/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/1NJSD30Z/%20http:/cio-nii.defense.gov/docs/JNO_Business_Plan.pdf
http://jitc.fhu.disa.mil/tssi/docs/1_7ipv6_approved6089r6104.pdf
http://www.disa.mil/ucco/apl_process.html
http://jitc.fhu.disa.mil/apl/
https://www.intelink.gov/inteldocs/action.php?kt_path_info=ktcore.actions,document.view&fDocumentId=51302
https://www.intelink.gov/inteldocs/action.php?kt_path_info=ktcore.actions,document.view&fDocumentId=51302
https://www.intelink.gov/inteldocs/view.php?&fDocumentId=153739
https://www.intelink.gov/w/images/8/eb/Amended_Public_Law_108-375_Sec_331_%26_109-163_Sec_221.doc
https://www.intelink.gov/w/images/8/eb/Amended_Public_Law_108-375_Sec_331_%26_109-163_Sec_221.doc
https://www.intelink.gov/w/images/2/22/OMB_m0522.pdf
https://www.intelink.gov/inteldocs/view.php?fDocumentId=153740
https://www.intelink.gov/inteldocs/view.php?&fDocumentId=153734
http://www.gpo.gov/fdsys/pkg/FR-2009-12-10/pdf/E9-28928.pdf
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Collaboration Tools

4.10.1

4.10.2

4.10.3

Department of Defense (DOD) Collaboration Policy Update, 21December 2005,
http://jitc.fhu.disa.mil/washops/jtcd/dcts/DOD_collab_policy.pdf

Collaboration products certified for use on DoD SIPRNet Networks.
http://jitc.fhu.disa.mil/washops/jtcd/dcts/projects.html

DCTS CMO Product Exemption List. http://jitc.fhu.disa.mil/washops/jtcd/dcts/cmo.html

Smart Cards

4111

4112

411.3:

4114

Army Card Reader Specification 10_17_05 CACPKI (Final),
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy files’/Army CAC PKI
Program.pdf

Personal Identity Verification (PIV) of Federal Employees and Contractors, FIPS Pub
201-1, March 2006, http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chngl.pdf

Access Card Office (ACO); Common Access Card (CAC) Release 1.0 Reader
Specifications, Version 1.0 (September 25, 2000),
http://www.dmdc.osd.mil/smartcard/images/CACReleaselReaderSpecificationvlSpecific

ation.pdf

Government Smart Card Interoperability Specification. Version 2.1 — 16 July 2003,
http://csrc.nist.gov/publications/nistir/nistir-6887.pdf

Radio Frequency ldentification (RFID)

4121

4122

4123

4.12.4

4125

4.12.6

DOD 4140.1-R DOD Supply Chain Materiel Management Regulation, May 23, 2003
http://www.dtic.mil/whs/directives/corres/pdf/414001r.pdf

Department of Defense Standard Practice - Military Marking For Shipment and Storage
(MIL-STD-129P w/CHANGE 4) 19 September 2007,
http://www.acq.osd.mil/log/rfid/MIL-STD-129PCH4.pdf

RF-Tag Format (Version 2.0). 10 May 2002, http://www.acq.osd.mil/log/rfid/Policy/RF-
Tag%20Data%20Format%20Specification,%20Version%202.0.pdf

Policy for Unique Identification (UID) of Tangible Items — New Equipment, Major
Modifications, and Reprocurements of Equipment and Spares. 29 July 2003,
http://www.acq.osd.mil/dpap/UID/uid_signed_policy memo_2003.07.29.pdf

Update to Policy For Unique Identification (UID) of Tangible Items — New Equipment,
Major Modifications, and Reprocurements of Equipment and Spare. 3 Sep 2004,
http://www.acg.osd.mil/dpap/Docs/uid/Sep.%203%20U1D%20%20Policy%20Update.pd
f

Policy For Unique Identification (UID) of Tangible Personnel Property Legacy Items in
Inventory and Operational Use, Including Government Furnished Property (GFP). 23 Dec



http://jitc.fhu.disa.mil/washops/jtcd/dcts/dod_collab_policy.pdf
http://jitc.fhu.disa.mil/washops/jtcd/dcts/projects.html
http://jitc.fhu.disa.mil/washops/jtcd/dcts/cmo.html
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/Army_CAC_PKI_Program.pdf
https://ascp.monmouth.army.mil/scp/downloads/standardspolicy_files/Army_CAC_PKI_Program.pdf
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf
http://www.dmdc.osd.mil/smartcard/images/CACRelease1ReaderSpecificationv1Specification.pdf
http://www.dmdc.osd.mil/smartcard/images/CACRelease1ReaderSpecificationv1Specification.pdf
http://csrc.nist.gov/publications/nistir/nistir-6887.pdf
http://www.dtic.mil/whs/directives/corres/pdf/414001r.pdf
http://www.acq.osd.mil/log/rfid/MIL-STD-129PCH4.pdf
http://www.acq.osd.mil/log/rfid/Policy/RF-Tag%20Data%20Format%20Specification,%20Version%202.0.pdf
http://www.acq.osd.mil/log/rfid/Policy/RF-Tag%20Data%20Format%20Specification,%20Version%202.0.pdf
http://www.acq.osd.mil/dpap/UID/uid_signed_policy_memo_2003.07.29.pdf
http://www.acq.osd.mil/dpap/Docs/uid/Sep.%203%20UID%20%20Policy%20Update.pdf
http://www.acq.osd.mil/dpap/Docs/uid/Sep.%203%20UID%20%20Policy%20Update.pdf
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2004,
http://www.acg.osd.mil/dpap/Docs/uid/UID%20Policy%20Update%20Legacy%20ltems
%2012-23-2004.pdf

Department of Defense Guide to Uniquely Identifying Items (Version 1.4). 16 April
2004, http://www.acq.osd.mil/dpap/Docs/uid/guide_1_4.pdf

Department of Defense Standard Practice — Identification Marking of US Military
Property (MIL-STD-130L). 20 Dec 2004, http://www.acq.osd.mil/dpap/Docs/uid/MIL -
STD-130L%20Changel.pdf

Unique Identification 101 — The Basics. November 2004,
http://www.acq.osd.mil/dpap/Docs/uid/UID 101.pdf

Passive RFID DFARS Clause 252.211-7006,

http://farsite.hill.af.mil/reghtm1/regs/far2afmcfars/fardfars/dfars/dfars252 000.htm#P1
449 78981

DOD Supplier's Passive RFID Information Guide,
http://www.acg.osd.mil/log/rfid/r_suppliers_guide.html

4.12. 12 Radio Frequency Identification (RFID) Policy, 30 July 2004,

https://www.us.army.mil/suite/doc/4964850v

Logistics

4131

4.13.2

DoD 4140.1-R DoD Supply Chain Materiel Management Regulation, May 23, 2003
http://www.dtic.mil/whs/directives/corres/rtf/p41401r.doc

Deputy Under Secretary of Defense (Logistics and Materiel Readiness) Logistics

Enterprise Integration and Transformation

http://www.acq.osd.mil/log/logistics_materiel _readiness/organizations/Ism/assetts/feb 02
information/ei_info/Ent%20Inteq%20and%20T ransformation%20Dec%2001.doc

Voice Over IP (VOIP)

4141

4.14.2

4.14.3

Wireless

4151

Security Considerations for Voice Over IP Systems. January 2005,
http://csrc.nist.gov/publications/nistpubs/800-58/SP800-58-final.pdf

Voice Video over Internet Protocol (VVoIP) Security Technical Implementation Guide
(STIG), Version 3, December 23, 2009,
http://iase.disa.mil/stigs/stig/unclassified vvoip_stig