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Standards & Policies
Army & DoD Standards and Policies

 DA & DoD Directives 

 Army Regulations

 DA & DoD Memorandums

 NETCOM TECHCONs

 DoD IT Standards Registry (DISR)

• Video Teleconferencing

• Platform Communications Services

• Operating System Services

• Network Technologies

• Internet Protocol version 6 (IPv6)

Federal Standards and Policy
 Energy Star  

 Radio-frequency Identification (RFID) 

 Section 508 (§1194.26)

 Electronic Products Environmental Assessment Tool (EPEAT)
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IEEE
ANSI

ISO/IEC
IETF RFC

FIPS

MIL-STD

ITU
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Areas of User Discretion 

 Information Assurance (IA)
 IA Products

 IA Enabled Products

 Internet Protocol version 6 (IPv6)
 IPv6 Certified by UC APL

 IPv4 Legacy Maintenance 

 Networthiness
 Army & DoD Standards and Policies

 EPA Energy Star
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Legend:

UC APL- Unified Capabilities Approved Product List
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 Information Assurance
 IA Product

 Product or technology whose primary purpose is to provide 

security services (e.g., confidentiality, authentication, integrity, 

access control, non-repudiation of data); correct known 

vulnerabilities; and/or provide layered defense against various 

categories of non-authorized or malicious penetrations of 

information systems or networks.

 IA Enabled Product
 Product or technology whose primary role is not security, but 

which provides security services as an associated feature of 

its intended operating capabilities.
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IA- Information Assurance
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 Information Assurance (DoD UC APL)
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Legend:

UC APL- Unified Capabilities Approved Product List
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 IPv6
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Networthiness
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EPA Energy Star (AR 25-1 paragraph 6-2.f.)

 Products – Personal Computers, Notebooks, Monitors and Printers

 Objectives
Use energy efficient power supply.

Operate efficiently in multiple modes of operation (Off, Sleep, 

and Idle).

 Include and enable power management features of the 

system and provide user education about these features.

 Discretion Areas
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EPA- Environmental Protection Agency
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Electronic Products Environmental 

Assessment Tool (EPEAT)
•Products – PCs, Notebooks, and Monitors

•Objectives
Reduction/elimination of environmentally sensitive materials

Materials selection

Design for end of life

 Product longevity/life cycle extension

 Energy conservation

 End of life management

Corporate performance

 Packaging

•Discretion Areas
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Links to Policies and Standards
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DoD Information Assurance Certification and 

Accreditation Process (DIACAP)

 DIACAP Knowledge Service 
https://diacap.iaportal.navy.mil/login.htm

 DIACAP signed 28 November 2007 
http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf

 AKO DIACAP Homepage 
https://www.us.army.mil/suite/grouppage/58361

 DIACAP Guidance http://iase.disa.mil/diacap/ditscap-to-diacap.html
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DoD and Army Weblinks

 DoD Issuances – Source for DoD Directives, Instructions, and 

Publications http://www.dtic.mil/whs/directives/

 Army Publications - http://www.apd.army.mil/

 DISR online - https://disronline.csd.disa.mil

 Defense Information Systems Agency - http://disa.mil/
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Security Technical Implementation 

Guidelines (STIG)

 STIG Weblink - http://iase.disa.mil/stigs/index.html

 Currently Address some 30 STIGs

 Releases Are Categorized Under:

Operating Systems

 Application Security

Network/Perimeter/Wireless

Cross Domain Solutions
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Army Better Business Practices
 Army BBP Weblink - https://informationassurance.us.army.mil/bbp/

 Currently Contains 34 Documents

 Used To Convey Operational Standards

 Topics Include:
Wireless Security Standards (Ver 3.0  2 Jan 09)

 Army Cross-Domain Solutions  (Ver 1.0  19 Mar 07)

Connect Approval Process (Ver. 1.1  23 Jan 09)

Road Warrior Laptop Security (Ver. 1.2  18 Mar 09)

Reuse of Army Computer Hard Drives (Ver. 1.7   2 Jun 09)
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Other Federal Weblinks
 Section 508 – Accessibility Requirements for IT Products

http://www.section508.gov/

 UID Guides – Guidebooks and Lessons Learned About Unique 

Identification 

http://www.acq.osd.mil/dpap/pdi/uid/guides.html

 EPA Energy Star – Links to IT  Unique Identification 

http://www.energystar.gov

http://www.energystar.gov/index.cfm?c=products.pr_find_es_products

 EPEAT – Links to EPEAT Guidelines and policy 

http://www.epeat.net/
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UID- Unique Identification

EPEAT-Electronic Products Environmental Assessment Tool 
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